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TI1e Congressional Research Service works exclusively for 
the Congress , conducting research, analyzing legislation, and 
providing information at the request of Committees, Mem
bers and their staffs. 

The Service makes such research available , without partisan 
bias, in many forms including studies, reports, compilations, 
digests, and background briefings. Upon request , the CRS 
assists Committees in analyzing legislative proposals and 
issues , and in assessing the possible effects of tl1ese proposals 
and their alternatives. The Service's senior specialists and sub
ject analysts are also available for personal consultations in 
their respective fields of expertise . 



TABLE OF CONTENTS 

1CITIZEN ACCESS TO RECORDS: A GUIDE TO FEDERAL STATUTORY REQUIREMENTS 

I. Types of Records Covered 2 

3II. Beneficiaries of the Acts 

3III. Institutions Covered 

4IV. Notification to the Individual 

5V. To Whom Request is Directed 

VI. Time Period for Response to Requests to Examine Records 6 

7VII . Cost of Documents 

8VIII. Judicial Review 

APPENDICES 

Text of the Fair Credit Reporting Act 11 

Text of the Family Educational and Privacy Rights Act 11 

Text of the 18Freedom of Information Act 

23Text of the Privacy Act of 1974 

Civil Service Commission Rules on Personnel Records and Files and 
42Protection of Privacy in Personnel Records 

52Executive Order 11652 -- Class i fication and Declassification of 
National Security Information and Material (as amended) 

64SELECTED BIBLIOGRAPHY 



CITIZEN ACCESS TO RECORDS: A GUIDE TO STATUTORY REQUIREMENTS 

" 

The rapid proliferation, at the Federal level, of data banks 
Q 

in the 1960's and 1970's -- containing in excess of l 1/4 billion 

separate records on American residents lent substance to the 

worries of many that personal information could be misused on a large 

scale. In response, the propriety of overextensive governmental 

and corporate information gathering and disclosure is being recon

sidered. Congress has reflected this concern by enacting the 

Freedom of Information Act (FOIA), as amended (5 U.S.C. 552), which 

requires disclosure, with certain exemptions, of records and informa

tion held by the Federal Government. In addition, Congress passed 

three laws which authorize access to certain personally identifiable 

records held by credit corporations and by the Federal Government. 

These are: The Fair Credit Reporting Act (15 U.S.C. 1681 ~ seq.), 

the Family Educational Rights and Privacy Act of 1971 (20 U.S.C. 

1232g) which is referred to below as the Buckley Amendment, and the 

Privacy Act of 1974 (5 U.S.C. 552 a). For the readers' convenience, 

the Civil Service Commission Rules on Personnel Records and Executive 

Order 11652 (which relates to classified information) are also included . 

T th O f fair informa-oge er t hese laws lay the foundation for a Code 

tion practices by which citizens and others can exercise a measure of 

Thecontrol over the collection of information about themselves . 

• • 1 1 • requi· ring recordsprincip es evo ving from the legislation are those 

b • But these principlesto e kept with accuracy, relevancy, and fairness. 

andcan become effective only if citizens are aware of their rights 
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act on behalf of them. This report is desi g n e d t o ass ist con-

gressional personnel in advising constituents about thei r ri g hts 

over information held by Government and by privat e c r e dit c o rpo ra

tions. Key provisions of each of the Acts are describ e d b e low. 

I. Types of Records Covered 

Fair Credit (text at p. 11) - applies to any information bearing 

on a consumer's eligibility for credit, insurance, employ-

ment, rent, license, or government benefit. However, 

medical records are not included in disclosure provisions. 

[15 u.s.c. 1681g] 

Buckley Amendment (text at p. 18) - applies to most personal 

records maintained by educational institutions receiving 

Federal fundin g. [20 U. S.C . 1232g (a)) 

FOIA (text at p. 23) - with certain exceptions, applies to all 

governmental records which do not fall within one of the 

exemptions listed in the Act.* (5 U.S.C. 552) 

Privacy Act (text at p . 27) - with certain exceptions, applies 

to Federal records held by Federal executive authorities, \ 

including personnel records, which are retrievable by a 

personal identifier such as a name or number. (5 u.s.c. 

552a (a)) 

*Seepages 52-63 for tl}e Executive Order on classification and declassi
f i cat ion o f in format ion . 
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II . Beneficiaries of the Acts 

Fair Credit - an individual consumer on whom a consumer report 

has been made. [15 U.S.C. 1681a (b)] 

Buckley Amendment - parents or legal guardians of a student under 

18 years of age, or a student 18 years or older. [20 U.S.C. 

1232g (e)] 

F0IA - any individual or institution. [ ~ U.S. C. 55 2] 

Privacy Act - a citizen of the U.S. or an alien lawf~lly admitted 

for permanent residence. [5 U.S . C. 552a (a)] 

III. Institutions Covered 

Fair Credit - consumer reporting agencies and persons (including 

corporations) who regularly procure or cause to be prepared 

an investigative consumer report on any consumer for use by 

a third party. [15 U.S.C. 1681d] 

Buckley Amendment - educational agencies or institutions which are 

the recipients of Federal educational funds [20 U.S.C. 

1232g (a)(3)] 

F0IA - all Federal agencies and departments including the U. S. 

Postal Service, the Postal Rate Commission, and Government 

corporations as well as contractors who operate an information 

[5 U.S.C. 552 (e)]system on behalf of a Federal agency. 

Privacy Act - all Federal executive agencies and departments in

cluding the U.S. Postal Service, the Postal Rate Commission, 

and Government coporations as well as contractors who operate 

an information system on behalf of a Federal agency . The CIA , 

FBI, and other law enforcement agencies are permissively 

exempt from the disclosure requirement . [5 U.S.C . 552a (a)) 
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IV. Notification to the Individual 

Fair Credit - a person who procures, or causes to be prepared, 

an investigative consumer report on a consumer, must disclose 

to the consumer that such a report is being made. The con-

sumer must b~ notified in writing no later than three days 

after the date on which the report was requested; the con

sumer must also be notified of his right to request additional 

in format ion. [15 U.S.C. 1861d] 

Buckley Amendment - specifies that students and their parents must 

be informed of their rights under this Act. The notification 

must include : 

a) the types of education records, and information contained 

in them, maintained by the institution; 

b) the name and position of the official who has custody of 

the information, the names of persons who have access, 

and the purposes for which they have access; 

c) the policies of the institutions for reviewing and expunging 

those records; 

d) the procedures for obtaining access to records; 

e) the process for challenging the content of the records; 

f) the cost for reproducing records; 

g) the categories which the institution has defined as "directory 

information" (i.e., information which the institution will 

dis c lose publicly); 

h) notice under this Act must be 1n the language of the student 

or parent; 

i) notic e must be given at least annually. 
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FOIA - the Act is not intended to furnish notification to specific 

individuals. A person seeking information from a Federal 

agency should consult the Federal Register and agency indexes 

which provide information for the public as to any matter 

issued, adopted, or promulgated after July 4, 1967. 

[5 U.S.C. 552 (a)] 

Privacy Act - each agency that maintains a system of records is 

required to inform each individual whom it asks to supply 

information, on the form which it uses to collect this 

information or on a separate form that can be retained by 

the individual, of the authority which authorizes the request 

for the information and whether disclosure is mandatory or 

voluntary; the principal purpose or purposes for which the 

information is intended to be used; the routine uses which 

may be made of the information, and the effects on him, if 

any, of not providing all or any part of the requested 

information [5 U.S.C. 552a (e)(3)] 

Agencies must also publish in the Federal Register at leaS t 

annually a notice of the existence and character of the 

system of records and any routine uses to which they are put. 

[5 U.S.C. 552a (e)(4), (11)] 

V. To Whom the Request 1s Directed 

Fair Credit - to the appropriate consumer reporting agency, such 

as a credit bureau. [15 U.S.C. 1681d (b)] 
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Buckley Amendment - to the appropriate educational institution 

or agency. [20 U.S.C. 1232g (a)(l)(A)] 

F0IA - to the officer or office specified in the appropriate 

agency's procedures established in the Federal Register 

or to the agency itself. [5 U.S.C. 552 (a)] 

Privacy Act - to the officer or office specified in the appro

priate agency's procedures published in the Federal Register 

or to the agency itself. [5 U.S.C. 552a (d)(f)] 

VI. T:4ne Period for Response to Requests to Examine Records 

Fair Credit - notice that a consumer report is being prepared 

must be mailed to the consumer no more than three days after 

the date on which the report was first requested. A con

sumer's request for disclosure must be responded to within 

five days after the request was made. [15 U.S.C. 1681 (a)(b)] 

Buckley Amendment - an educational agency or institution must 

respond to a request for access to records within forty-five 

days after the request has been made. With respect to "directory 

information," the agency or institution must allow a "reasonable'' 

period of time, after giving public notice of the categories 

of information to be disclosed, for a parent or guardian to 

inform the institution or agency that any or all of the 

information designated should not be released without the 

parent's consent. [20 U.S.C. 1232g (a)(5)(B)] 
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FOIA - the Act specifies: Each agency, upon any request for records 

must determine within ten work-days whether to comply with 

the request and must immediately notify the person making 

the request of the determination . The agency must make a 

determination with respect to any appeal within twenty work

ing days. Under usual circumstances, the agency may have a 

ten day extension by giving written notice to the requester. 

[5 U.S.C. 552(a)(6)] 

Pr i vacy Act - the Act does not prescribe a specific time for 

response, but Federal regulations suggest a response to the 

inquiry within ten working days. Upon request by an individual 

for amendment of a record pertaining to him, the agency must 

acknowledge in writing receipt of the request within ten 

work-days. If the request is denied, the requester may 

ask for review of the denial. A final determination of the 

request must be made within thirty work-days with a possible 

thirty-day extension for "good cause." [5 U.S.C. 552a (d)] 

VIII. Cost of Documents 

Fair Cred i t - no charge to the consumer for the report if he 

requests disclosure within thirty days after receipt of a 

notification from the reporting agency or notification from 

a debt collection agency affiliated with the agency stating 

that his credit rating may be or has been adversely affected. 

Otherwise , the agency may impose a reasonable charge for the 

d i sclosure . [15 U. S. C. 168lj] 
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Buckley Amendment - specific prov1s1ons concerning charges are 

not included. 

FOIA - each agency 1s ordered to specify a uniform schedule of 

fees. The fees are to be limited to reasonable standard 

charges for document search and duplication and to provide 

for recovery of only the direct costs of such search and 

duplication. Documents are to be furnished without charge 

or at a reduced charge where the agency determines that 

waiver or reduction of the fee is in the public interest. 

(5 U.S.C. 552a (f)) 

Privacy Act - an agency may charge fees for making copies of an 

individual's record, excluding the cost of any search for, 

and review of, the record . (5 U.S.C. 552a (f)) 

VIII. Judicial Review 

Fair Credit - a consumer may bring action 1n any appropriate 

district court of the United States to enforce liability 

under the Act . Actual damages may be obtained as well as 

reasonable attorney fees as determined by th e court. 

(15 U.S.C . 168lp] 

Buc kley Am endment - no specific provison for resort to the 

courts . However, access would be available after exhaustion 

of administrative remedies. (20 U.S.C. 1232g (g)) 

FOIA - a complainant may r equest an appropriate district court 

o f the United States to enjoin an agency from withholding 

r e cord s and to order their production. In such a case, the 
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court shall determine the matter de novo*, and may examine the 

contents of such agency records in camera** to determine 

whether the agency properly withheld such records under any 

of the exemptions listed in the Act. The burden is on the 

agency to justify its action. The agency is required to 

answer the complaint within thirty days of service of the 

complaint unless the court directs otherwise. Proceedings 

and appeals take precedence on the docket over all cases and 

must be assigned for hearings and trial or for argument at the 

earliest practicable date. The court may assess against the 

United States reasonable attorney fees and other litigation 

costs. If the court finds for the complainant and issues 

a written finding that the circumstances surrounding the 

withholding raise questions as to whether agency personnel 

acted arbitrarily or capriciously, the Civil Service Commission 

must promptly initiate a proceeding to determine whether 

disciplinary action is warranted against the officer who was 

primarily responsible for the withholding. The Commission 

must submit its finding and recommendations to the adminis

trative authority of the agency concerned which shall then take 

the corrective action that the Commission recommends. In the 

event of noncompliance with the order of the court, the di 5trict 

court may punish the responsible employee for contempt. 

(5 U.S.C. 552 (a)] 

* This means the courts will take a new and independent look at the facts. 
**In camera means the judge will review the records in his private chambers 
and not in open court. 
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Privacy Act - an individual may bring a civil action against 

the agency 1n an appropriate district court. In a suit 

in which the agency has refused to amend the individual's 

record in accordance with his request, the court may order 

the agency to do so and the court shall determine the matter 

de novo. The court may assess against the United States 

reasonable attorney fees and other litigation costs when 

the complainant has substantially prevailed. In a suit to 

enjoin the agency from withholding records, the court shall 

determine the matter de~~ and may examine the contents 

of the agency records in camera to determine whether the 

records may be withheld under any of the exemptions of the 

Act. If the court determines that the agency acted willfully, 

the United States shall be liable for actual damages to the 

individual with a minimum recovery of $1,000, and the costs of 

the action together with reasonable attorney fees. An agency 

officer or employee who knowingly or willfully maintains or 

discloses records prohibited under this Act shall be guilty 

of a misdemeanor and fined not more than $5,000. 

(5 U. S . C. 552a (g)(h)(i)] 
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Pu .· e 3450TITLE 15.-COM~ffR C E AND TRADE 

SUBCHAPT'ER m .~REDIT REPORTING 
AOENCl.ES 

I J6Sl. Congres s iona l fi ndin!fB and atalement of pur
pon. 

ca > The Congress make3 the followinr ftndinra: 
cl> The banklnr sys tern Is dependent upon fair 

a nd- accurate credit reportinr. Inaccurate credit re
ports directly Impair the emclency of the banklnr 
system. and unfair credit report1ni methods under
mine the public confidence which la essential to the 
continued functionin g or the banklnr system. 

<2> An el aborate mechanism hu been developed 
for investi gating and evaluatlnr the credit worthi
ness. credit standing, credit capacity, character. and 
general reputation of coruumers. 

<3> Consumer reportinr agencies have assumed .. 
vt tal role 1n a.ssembllnr a nd evaluatlnr consumer 
credit and other Information on consumen. 

<4> There Is a need to lruure that consumer re
porting agencies exerclS4 their irrave responsibilities 
'll.ith fairness. Impartiality, and a respect for the 
consumer's right to privacy. 

Cb> It Is t he PW"J)06e of this subchapter to require 
that consumer reporttnr agencies adopt reasonable 
procedures for meeting the needs of commerce for 
consumer credit, personnel, Insurance, and other In
forma tion In • manner which la fair and equitable to 
the·consumer . with regard to the conftdentlallty, ac
curacy, relevancy, a nd proper uUllz.aUon or such 1n
rormat19n In accordance with the requirements of 
t his subcha pter . <Pub. L. 110-321, UUe VI, t 802, as 
added Pub. L. 11 1-508, Ulle VI, I 801, Oct. 28, 11170, 
84 Stat. 1128.) 

l:rn:CTIVE DATIi: 

Section 504(d) of Pub. L . ~321, &o added bJ Pub. L. 
111-11011. title VI, I 802 , Oct. 211, 1D10, 14 Sta t . 11111, provided 
tha t : "Title VI (ena cting thl.o 1ubahapter l take1 effect 
upon the explrAtlon of o ne hundr~ and elrt> ty daJ• fol
lowing the d ate or ILi ena.ctm ent (Oct. 28, 111701 ." 

8HO&T TlTu 
Section 801 or P u b. L . 110-32 1. u added b y Pub. L. 111 -

508. title VI. I t!OI. Oct. 2tl . 11110, 14 S tat. 1127, provided 
th ~t · "Th is title f t hl s 1ubcha p uor 1 maJ be cited aa th• 
f'a tr Cred lL Rcport1n1 Act ." 

§ IGS l a . [)r fi ni t io ns ; rule ■ of con,-tr uc lion. 

Ca) Definitions and rules of const ruct10n set forth 
In this section a re applicable for t he purposes of this 
subchapter. 

<bl The term "person" meana any Individual, 
partnership, corporation , trust. estate. cooperaUve. 
BMoclatlon, rovernment or , ovem.'1lental subdJvt.slOD 
or agency, or other entU,r. 

Cc> The t.erm "CON!wner" mean.a an lndl•ldual. 
Cd> The term Nconaumer report" means any writ

ten, oral, or other commwllcaUon of any Informa
tion by a consumer reporUnc arencY 1>e&rtn1 on • 
conawner'a credit worthinesa, credit 1tand1D1r. credit 
capacity, character, aeneral reputaUon, personal 
c:haracterllUca, or mode ot llvtna which 11 uaed or 
expected lo uaed or collected 1n whole or ln part 
f• Use purpau et ~ u a fact.or in eatablllhl~ 
U. Nftlumer'a .u.tblli&F ,_ <I} CNII" or tnaaraM9 
to N ~ ,_ "" el. faallY, • ._.._ 
MW ~ • (I) ~• mt ~ • <I) 
et.ber pur,- auihllriNd ~ mcuaa ltl._. -6 
Ulla UUe. ,,_ t.enn -- DO& lnclue CA) &N' ..... 
contalntnc lnlormatkln ~ u to va.nsacU- • 
experiences between the conaumer and the penon 
makln11 the report; <B l any authorization or ap
proval of a apeclftc extenalon or credit directly or 
lndlrec Uy by the l.uuer of a credit card or stmllar 
device: or CC) a n y report 1n which a person who h&I 
been requested by a third party to make a spectftc 
extension or credit d lrecUy or lndlrec Uy to a con
aumer conveya his decision wi th respect to such re
quest, If the third party advises the consumer of the 
name and addre.u of the peraon to whom the re
quest was made and such person makes the dis
closures to the conaumer required under section 
Ul8lm or thJa UUe. 

<e> The term "lnve£U1aUve consumer report" 
means a consumer report or porUon thereof 1n which 
Information on a consumer's character, ceneral re
putation, personal characterilUca. or mode of UY
lni la obtained throUih peraonal interviews with 
neighbors, friends, or associates of t he conswner 
reported on or with others with whom he 11 ac
quainted or who may haV'C knowledge concernlra' 
any such Items of Information. However. such l.n
tormatlon shall not Include speclftc factual Informa
tion on a consumer's credi t record obtained dlrectl>' 
rrom a creditor o! the consumer or from a conawner 
reportlnr aeency when such Information wu ob
tained directly from a creditor of the consumer or 
from the consumer. 

Cf l The term "consumer repor ting agency" meana 
any person which , for monetary fees , due3. or on a 
cooperative nonproftt basis, regularly engages ID 
whole or In part tn the practice of assemblln& or 
evaluat1n1 consumer credit Informa tion or other l.n· 
formation on consumers for the pu rpo~e or furnl5h
lng consumer report.& to third parties, a nd which 1J.1e5 
any means or faclllty ot Interstate commerce for ~ 
purpose or prepartna or furnishing consumer re
ports. 

Cg) The term "ftle", when used In connection with 

Information on any consumer. mean~ II or the In~ 
formnUon on that consumer rccordc·d rind retalne 
by a consumer reporUnr agency rei.::1rd)C'SS of how 
the Information la stored. 

https://AOENCl.ES
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1hJ The term "employment purposes" when u.sed 
In connection with a conswner report means a re
Port used for the purpose of evaluating a conswner 
for employment, promotion, reassignment or reten
tion as an employee. 

<ll The term "medical Information" means In
formation or records obtained, with the consent of 
the Individual to whom It relates, from licensed 
physicians or medical practitioners, hospitals, 
clinics, or other medlcal or medlcally related facili
ties. <Pub. L. 90-321, tlUe VI, § 603, as added Pub. L. 
91-508, title VI, § 601, Oct. 26, 1970, 84 Stat. 1128.) 

EFFECTIVE DA.Tr: 

Section elfectlve upon the expiration or 180 d.aye !ol
lowlng Oct. 26 . 1970. see section 604 (d) ot Pub. L. V0-
321, set out as a note under section 1681 or this tltlL 

§ 16.~Jb. PermiRsible purpos es of conRumer reports. 

A consumer reporting agency may fumlsh a con
sumer report under the following circwnstances and 
no other : 

cl> In response to the order of a court having 
jurisdiction to Issue such an order. 

<2l In accordance with the written Instructions of 
the consumer to whom It relates. 

C3l To a person which It has reason to believe--
CA) intends to u.se the Information in connec

tion with a credit transaction Involving the con
sumer on whom the Information Is to be fur
nished and Jnvolving the extension of credlt to, or 
review or collection of an account of, the con
sumer; or 

<Bl Intends to use the Information for employ
ment purposes ; or 

<Cl intends to use the Information In connec
tion with the underwriting of Insurance Involv
ing the consumer ; or 

CDl intends to u.se the Information In connec
tion with a determination of the conswner's 
eligibility for a license or other benefit granted by 
a governmental lnstrwnentallty required by law to 
consider an applicant's financial responslblllty or 
status; or 

CE> otherwise has a legitimate business need 
!or the Information in connection with a busi
ness transaction involving the conswner. 

<Pub. L. 90-321, title VI, § 604, as added Pub. L. 91-
508, ti tle VI, § 601 , Oct. 26, 1970, 84 Stat. 1129.l 

E irn:cTrvE D•n: 

Sect ion effective upon t he expiration ot 180 days !ol
lowlng Oct . 26, 1970. s~e section 604 (d) or Pub. L. 90-321. 
set out as a note under section 1681 or this t itle. 

S ECTION R En: R;tED TO IN OT HE R S ECTIONS 

This sec ti o n Is referred to In sections 1681a, 1681b, 1681! 
of this title . 

§ Jfi)< lc. H,• po r ting of obsolet e informa tion prohibited. 

<a > Except as authorized under subsection <b) of 
this section, no consumer reporting agency may 
make any consumer report containing any of the fol
lowi ng items of Information : 

cl J Bankruptcies wh ich , from date of adjudica
tion of the most recen t bankruptcy, antedate the 
report by more tha n four teen years. 

<2 > Suits a nd judgmen ts whJch, from da te of en
try, a n tedate t he report by more than seven years 

47-500 0-71-vol. 8--78 

or until the governing statute of limitations has ex
pired, whichever Is the longer period. 

<3> Paid tax liens whJch, from date of payment, 
antedate the rePort by more than seven yea rs. 

<4> Accounts placed !or collection or cha rged 
to pront and loss which antedate the report by more 
than seven years. 

(5) Records of arrest, Indictment, or conviction 
of crime which, from date of dlspooltlon, release, or 
parole, antedate the report by more t han seven 
years. 

(6) Any other adverse Item of Information which 
antedates the report by more than seven years. 

Cb) The provisions of subsection Cal of this sec
tion are not appllcable In the case of any consumer 
credlt rePort to be used In connection wlth-

(1) a credlt transaction Involving, or which may 
reasonably be expected to Involve, a principal 
amount of $50,000 or more ; 

(2) the underwriting of life insurance Involv
ing, or which may reasonably be expected to In
volve, a face amount of $50,000 or more ; or 

<3> the employment of any lndlvidual at an an
nual salary which equals, or which m ay reason
ably be expected to equal $20,000, or more. 

(Pub. L. 90-321, title VI, § 605, as added Pub. L . 91-
508, title VI, § 601, Oct. 26, 1970, 84 Stat. 1129.l 

Er,:ECTIVE DATE 

Section effective t:pon the expiration ot 180 day11 rol
lowlng Oct. 26, 1970, see section 604(d) or Pub . L . 90-321, 
set out &a a note under section 1681 ot thl11 title . 

8EcrtON REF'ERRED TO IN OTHER SECTIONS 

This section 111 referred to In section !68le or th~ title. 

§ 16111d. DiscloRure of ln\·estigative consumer reports. 

Cal A person may not procure or cause to be pre
pared an Investigative consumer report on any con
sumer unless-

< 1 l it Is clearly and accurately disclosed to the 
consumer that an investigative consumer report 
Including information as to his character, gen
eral reputation, personal characteristics. and mode 
of living, whichever are appllcable, may be made, 
and such disclosure <A> Is made In a writing 
malled, or otherwise delivered, to the consumer, ..not later than three days after the date on which 
the report was first requested, and <Bl Includes a 
statement Informing the consumer of his right to 
request the additional disclosures provided for 
under subsection (bl of this section; or <2> the 
report Is to be u.sed !or employment purposes for 
which the consumer has not specifically applied . 
Cbl Any person who procures or causes to be pre-

pared an Investigative consumer report on any con
sumer shall, upon written request made by the 
consumer within a reasonable period of time after 
the receipt by him of the disclosure required by 
subsection cal (1 J of this section, shall make a com
plete and accurate disclosure of the nature and scope 
of the investigation reques ted. This disclosure shall 
be made in a writing mailed, or otherwise delivered, 
to the consumer not later than five d a ys after the 
date on whJch the request for such disclosure was 
received from the consumer or such report was first 
requested. whichever is the later. 
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<c> No person may be held liable for any violation 
of subsection lal or (bl of this section if he shows 
by a preponderance of the evidence that at the t ime 
of the viola tion he maintained reasonable procedures 
to assu re compliance with subsection <a > or <b> of 
this section. <Pub. L . 90-321, title VI,§ 606, as added 
Pub . L. 91-508. tiUe VI, § 601. Oct. 26, 1970, 84 
S tat. 11 30 l 

Ern:CTIVE DATE 

Section effective upon t he expiration or 180 days fol 
lo wing Oct. 26. 1970. see sect ion 504 (d ) o r Pub. L. 90-321. 
set out as a no te under section 168 1 or t his title . 

§ 168k . Compliance procedures. 

lal Every consumer repor ting agency shall main
tain reasonable procedures designed to avoid viola 
tions of section 1681c of this tiUe and to limi t the 
f urnishin g of consumer repor ts to the purposes lis ted 
under section 1681b of this title . Theze procedures 
shall r equire that prospective users of t he informa
tion identify thems elves . certify the purposes for 
which the informati on is sought , and certify that 
the information will be used for no other purpose. 
Every consumer reporting agency shall make a rea
sonable effort to verify the id enti ty of a n ew prospec
tive user a n d the uses certified by such prospective 
user prior to furnishin g such user a consumer report. 
No consumer reporting age ncy m ay furnish a con
sumer report to any person if it has reasonable 
grounds for believing that the consumer report wlll 
not be used for a purpose listed in section 1681b of 
this title . 

<b > W henever a consumer repor t ing agency pre
pares a consu mer report it s hall follow reasonable 
procedures to a ssure maximum possible accuracy 
of the informa tion concerni ng the individual about 
whom the report re la tes. CPub. L. 90- 321. title VI, 
§ 607 , as a dd ed Pub . L . 91-508. title VI,§ 601, Oct. 26 
1970, 84 Stat. 1130.l 

EFI'ECTIVE DATE 

Section etl'ectlve upon the expiration or 180 days !al
lowin g Oct. 26, 1970, see section 504(d ) or P u b. L. 90-321. 
set ou t as a note under sec tion 1681 o f this ti t le. 

§ l fi ,~ l f. D isc losur<'s to go\'c rnmcnta l agencies . 

Notwiths tanding the prov isions or section 1681b 
of this title , a consumer reporting agency may 
furni sh identifyin g information respecting any con
sumer. limited to his name, address, former ad
dresses. places of em ploymen t, or former places or 
employmen t , to a governmental agency. <Pub. L. 
90-321 , titl e VI, § 608 , as added Pub . L. 91-508, title 
VI, § 601 , Oct. 26, 1970 , 84 Stat. 1131.> 

EFF"ECTIVE DATE 

Sec t ion etl'ectl ve upon t h e expiration or 180 d ays fol
lowing O<:t . 26 , 1970. see sect lo_n 504( d ) or Pub. L. 90-321, 
se t ou t as a n ote under sect ion 168 1 or t his title . 

§ lfi8 lg. D isclosures to consumers. 

<a> Every consumer reporting agency shall, upon 
reques t and proper Identification of any consumer 
clearly and accurately disclose to the consumer : ' 

C 1 l The nature and substance of all information 
<except medical Information, in its flies on the 
consumer at the time of the request. 

c2 > The sources of the Information : except that 
the sources of information acquired solely for use 
in pre pari ng a n m vc, tq::ative consumer report and 

actually used for no other purpose need not be dis
closed: Provided, That in the event an action is 
brought under this subchapter, such sources shall 
be available to the plaintiff under appropriate dis 
CO\'ery procedures in the court in which the action 
is brought. 

i 3> The recipients of any consumer report on the 
consumer which it has furnished-

(Al for employment purposes within the two
year period p receding the request, and 

<B> for any other purpose within the six-month 
period preceding the request. 
lb) The requirements of subsection <a l of this 

section respecting the disclosure of sources of infor
mation and the recipients of consumer repor ts do 
not apply to information received or consumer re
por ts furnished prior to the effective date of this 
subchapter except to the extent that the ma tter in
volved is contained in the files or the consumer 
reporting agency on that date. <Pub. L . 90-321, tiUe 
VI, § 609, as added Pub. L . 97-508, ti Ue VI, § 601 , 
Oct . 26, 1970, 84 Stat. 1131.l 

RZTERE:NCES IN Tl:XT 

For the effective date of this subchapter, r&ferred to 
In subsec. (b), see Effective D a t e note below. 

En'!:CTIVE DATE 

Section effective upon the expiration of 180 days f o l 
lowing Oct. 2tl , 1970, see section 504(d) of Pub. L . 90-321 , 
set out as a note under section 1681 of this title . 

SECTION REFERRED TO IN 0rHER SECTIONS 

This section Is referred to In sections 1681h, 1681J of 
this t itle . 

§ 168th. Condit ions or disclosure to consu mers. 

{a) Times and notice. 
A consumer reporting agency shall make the dis

closures required under section 1681g or this t!Ue 
during normal business hours and on reasonable 
notice. 

(b) Identification or consumer. 
The disclosures required under section 1681g of 

this title shall be made to the consumer-
<1> In person if he a ppears In person and fur

nishes proper identification; or 
<2> by telephone if he has made a written re

quest , with proper identification, ror telephone 
disclosure and the toll charge, if any, for the tele
phone call Is prepaid by or charged directly to the 
consumer. 

(c) Trained personnel. 
Any consumer reporting agency shall provide 

trained personnel to explain to the consumer anY 
Information f urnished to h im pursuant to sectton 
1681g or th is title . 

{d) Persons accompanyin g consumer. 
The consumer shall ·be permitted to be accom· 

panied b y one other person of his choosing. who 
shall f urnish reasonable Identification . A consumer 
reporting agency may require the consumer to fur· 
nish a written statement granting permission to the 
consumer reporting agency to discuss the consumer's 
flle In such person 's presence. 

(e) Limi tat ion or liahility. 
Except as provided In sections 1681n anrt 16810 

or this title . no consumer may bring any ,1 ,::t :on o r 
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proceeding in the nature of defamation. Invasion 
of privacy, or negligence with respect to the report
Ing or Information against any consumer reporting 
agency, any user of information, or any person who 
furnishes Information to a consumer reporting 
agency, based on Information disclosed pursuant to 
section 1681g, 1681h, or 1681m of this titJe. except 
as to false Information furnished with malice or will
ful Intent to Injure such consumer. <Pub. L. 90-3Zl, 
title VI. I 610, as added Pub. L. 91- 508, ti tle VI, I 601 , 
Oct. 26, 1970, 84 Stat. 1131.l 

Ern:cnw: DAtt 

Section elrectl ve upon t h e expiration o r 180 d ays rol 
lOW!ng Oct. 26, 1970, aee aectlon 5~(d) or Pub . L. 90-321, 
aet out aa a note u nder aectlon 1681 or th la title. 

§ 168li Procedure in case of disputed accuracy. 

( a ) D iRpu t e; reinvestigation. 
If the completeness or accuracy of a ny Item of 

Information contained ln his file ls disputed by a 
consumer, and such dispute ls directly conveyed t o 
t he consumer reporting agency by the consumer, 
the consumer reporting agency shall within a rea
sonable period of time reinvestigate and record the 
cur rent status of that Information unless it has 
reasonable grounds to believe that the dispute by 
the consumer ls frivolous or Irrelevant If after such 
reinvestigation such Information is fou~d to be Inac
curate or can no longer be verified. the consumer 
reporting agency shall prompt.Jy delete such infor
mation. The presence of contradictory information 
In the consumer's file does not in and of itself con
stitute reasonable grounds for believing the dispute 
Is frivolous or Irrelevant. 

(b) Statement or dispute. 
I! the reinvestigation does not resolve the dispute , 

th e consumer may file a brief statement setting f orth 
the nature of the dispute. The consumer reporting 
agency may limit such statements to not more than 
one hundred words if It provides the consumer with 
assltance 1n writing a clear summary of the dispute. 

(c) ~otification of consumer dispute in s ubseq ue n t 
consumer reports. 

Whenever a statement of a dispute ls filed, unless 
there is reasonable grounds to believe that It is 
frivolous or irrelevant, the consumer reporting 
agency shall, in any subsequent consumer report 
containing the information in question. clearly note 
that It ls disputed by the consumer and provide 
either the consumer's statement or a clear and accu
rate codification or summary thereof. 

(d) ~otification or deletion of disputed informat ion. 
Following any deletion of information which is 

found to be inaccurate or whose accuracy can no 
longer be verified or any notation as to disputed 
Information . the consumer reporting agency shall. 
at the request of the consumer. furnish notification 
that the Item has been deleted or the statement. 
codification or summary pursuant to subsection <bl 
or <c> of this section l-0 any person specifically des
ignated by the consumer who has within two years 
prior thereto received a consumer report for employ
ment purposes, or within six months prior thereto 
received a consumer report for any other purpose. 
which contained the deleted or disputed informa-

tlon . The consumer reporting a gency shall clearly 
and conspicuously disclose to the consumer his rights 
to make such a request. Such disclosure shall be 
made at or prior to the time the information is de
leted or t h e cons umer's statement regarding the dis
puted Information Is received . <Pub. L. 90-321, t.ltle 
VI, I 611, as a dded Pub. L. 91-508, title VI, § 601, 
Oct. 26, 1970, 84 S ta t . 1132.l 

ErFEcnvi: DATE 

Seotlon erreic tlve upon t.he explro:tlon or 180 d ay,, fol 
low1 n g Oct. 26 , 1970. see section 5~ (d) or Pub. L . 90---321. 
aet out a.s a not.e u n d er secuon 1681 or t.h ls title. 

SECTIO N R .:ra 1R£D TO I N OrHEII SECTIO N S 

Thia !SeCt.lon 1s r ere rred to In section 1681J of t h t.s ti tle . 

§ 1681 j. Ch a r ges fo r disclosu res. 
A consumer r eporting agency sh all m a ke all dis

closures pursuant to section 1681g of this title a nd 
fu rnish all consumer reports pursuant to section 
168ll<dl of this title without charge to t h e conswner 
if, within thirty days after receipt by such conswner 
of a notification pursuant to section 1681m of this 
tit.le or notifica tion from a debt collection agency 
a ffiliated with such consumer reporting agency stat
Ing that the consumer 's credit rating may be or has 
been adversely a ffected , the consumer makes a r e
quest under section 1681g or 16811Cdl of this ti tle . 
otherwise, the consumer rep0r ting agency m ay im
pose a reason a ble ch a r ge on the consumer for m ak
ing disclosure to such consumer pursuant to section 
1681g of this title , the cha rge for which shall be In
dicated to the consumer prior to making disclosu r e ; 
and for furnishing notifi ca tions , statements, swn
maries, or codifications to person designated by the 
consumer pursuant ·to section 168li< d > of this ti tle, 
the charge for which sh all be indicated t.o the con
sumer prior to furnishin g such Information a nd shall 
not exceed the cha rge that the consumer reporting 
a gency would impose on each design a ted recipien t 
fo r a consumer report except t h a t no charge m a y be 
made for notifying such persons of the deletion of 
informa t ion which is found tJo be inaccurate or which 
can no longer be verified . <Pub. L. 90-321, title VI, 
I 612, as added Pub. L. 91- 508, ti tle VI, § 601 , Oct . 
26, 1970, 84 S tat. 1132. l 

EFFEcTIVE D ATE 

Section errecttve u pon t he expira ti on or 180 d ays rol
low1ng Oct . 26.1 970, see section 504 (d ) o r Pub. L. 90---321 , 
set out as a note u nder section 1681 of this title . 

§ 1681 k. P ublic record in fo r mation for e mplo y m e nt 
purposes. 

A consumer reporting agency which fu rnishes a 
consumer report for em ployment purpo5es and wh ich 
for t ha t p urpose compUes and reports items of in
forma tion on consumers which are matters of p ublic 
record and are likely to have an a dverse effect upon 
a consumer 's abil ity to obtain employm ent sh all-

<1) at the ti me such public record inform ation 
ls reported to the user of such consumer report, 
notify the consumer of the fact that p ublic record 
information is being reported by the consumer re
porting agency , together with the name a nd ad
dress of the person to whom such information is 

being reported; or 

https://prompt.Jy
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( 2 > maintain strict procedures designed to in
sure that whenever public record information 
whic h is li ke ly to h ave an a d verse effect on a con
s wne r 's a bili ty to ob ta in employment is reported 
it is co m plete and up to d ate. For purposes of this 
paragraph, items of pu blic record relating to ar
rests . indictments, convictions. suit.s, tax liens, and 
outstanding judgments shall be considered up to 
date if the c urrent public record status of the item 
at the t ime of the report ls reported. 

<Pub. L . 90-321 , tiUe Vl , § 61 3, as added Pub. L. 91-
508, ti tle Vl, § 60 1, Oc t . 26, 1970. 84 S tat. 11 33.) 

E JTECTl vt: D ATE 

Sect ion etfealve u pon t he expiration or 180 doys rol
lowtng Oct. 2 6 . 1970 , see sec t ion 504( d ) or Pub. L. 9Q-.321. 
se t out as n note under section 1881 or th is title. 

§ 168 11. Restri ct ion s on inves tigative cons um er reports. 

When eve r a con sume r reporting agency prepares 
an m ves t1gat1ve consu m e r report, no adverse infor
matio n in t h e con sum e r report <o t h er than informa
tion wh ich is a matte r of public record ) may be in
cluded in a subse_quent cons umer report unless such 
adverse_ 1nfonnat10n h as been verified in the process 
of m aking s uc h subsequent consumer report or the 
adverse inform a tion was received within the, three
month period preceding the date the subsequent re
port Is furn ished . <Pub. L . 90-32 1. tiUe VI, § 614 , as 
added Pub. L . 91-508, title VI, § 60 1, Oct. 26 1970 , 
84 Stat. 1133. ) ' 

E FF ECTI VE D ATE 

Section etfealve upon t he explra.tlon or 180 days ro l
lowt ng Oct . 26 . 1070, see sect ion 504( d ) or Pub L 90-321 
se t ou t as a note under section 168 I or th ls t ttie. • 

§ 1681m. l{eq ui re mcnt ~ on users of co ns um<'r reports. 
(a ) Ad ve rs e act io n bl\sed on r epo t f 

report ing age nci eH. r ~ o consum er 

Whenever cred it or insurance for person al . family , 
or household pur poses , or em ployment involving a 
consumer IS d enied or the charge fo r such c redit or 
insurance is increased either wholly or partly be 
cause of infonnation contained in a consumer re 
port f rom a consume r reporting a gen cy, the use r of 
the . consumer report sha ll so ad vise t he cons umer 
against whom such adverse action h as been taken 
and supply the n a m e and a dd ress o! t he consumer 
reportin g agency m a kin g t h e r eport. 

(h) Adve n, e acti on bn,-<'d on reports of h 
th a n con s um e r r epor t ing a gen.cieR.person~ ot er 

Whenever credit. fo r person a l !a m ilY or house-. . 
hold purposes involving a consume r is denied or t he 
charge !or such cred it is increased either wholly or 
partly because o! Informa tion obtained from a per
son other than a cons umer reporting agency bea r
Ing upon the consumer's cred it worthin ess. credit 
standing , credit capacity , charac te r, gen eral repu
tation, persona l cha racteristics , or mode o! livin g, 
the user o r such in!onnat!on shall, within a reason 
able period or time, upon the consumer's wri tten re
quest for the reasons !or s uch a d verse action received 
within sixty days a fter learning or such adverse ac
tion. d1sclose the n a ture o! t h e information to t he 
consume r . The use r o f such in form a t ion sha ll clearly 
and a ccurately disclose to the consumer h is r igh t 
to make such wri t ten reques t a t the time such ad 
verse action Is commun ica ted to the consumer. 

(c) Reasonable procedures to as u re compli 3nce. 
No person shall be held liable !or any nolation of 

this section i! he shows by a preponderance o! the 
evidence that at the time of the alleged viola tion h e 
maintained reasonable procedures to assure com 
pliance with the provisions of subsections I a > and 
<bl of this section . <Pub. L. 90-321. title VI. § 61 5, 
as added Pub. L. 91-508, tiUe VI. § 601, Oct. 26 . 1970, 

84 Stat. 1133.) 
En'ECTIVE DATE 

Section e!fectlve upon the explra.tlon or 180 days ! ol
low1ng Oct. 26. 1970. see section 50-i(d) or Pu b. L . 9o-32 1. 
set out llS n note under section 1681 of t.h.l s t itle. 

SECTIO>< REF£RRED TO rN OTHER S ECTI O N S 

This section Is referred to In sections 1681a, 1681h. 
16BIJ or thls !.Ille . 

§ 1681 n. Civil liability for will fu l noncom pliance . 
AnY consumer reporting agency or use r of infor

mation which willful ly fails to com ply with any 
requirement imposed under this subchapter with re
spect to any consumer Is liable t o tha t consumer in 
an amount equal to the sum of-

<1l a.ny actual ctamages sustained by the con-
sumer as a result of the failure; 

<2> such amount of punitive da mages as the 

court m a y allow: a.nd 
<3 > in the case of any successful a c tion to en-

force any liability under this section , t h e costs of 
the action together with reasonable attorney's fees 

as determined by the court. 
<Pub. L. 90-321. title VI. § 616, as added PUb . L . 
91-508. title VI, § 601, oct. 26, 1970, 84 S tat. 11 34. ) 

Ern:CTIV2 DATE 

section el'l'e<: t l\·e upon the expiration of 180 d ays fol· 
lowlnr. O<-t. 26. 1970. see section 504 (d) or Pub. L . g()-3:l l. 
set out as a note under aectlon 1681 or t h is t.ltle. 

SECTlOS Ri:n:'llRED TO IN OTHER SECTIO NS 

This sec tion Is rererred to In section H!81h or thl.s t.t tle. 

§ J6Xlo. Ci, ii liability for negligent no ncompliance. 

Any consumer reporting agency o r user of info r 
mation which is neg li gent in !a!llng to comply w ith 
a ny requirement imposed under this subchapter with 
respect to any consumer is lia ble to t hAt consume r 
ln an amount equal to the sum of-

< 1 l any actual damages sustained by the con -
sumer as a result of the fa ilure ; 

C2) in the case of any successfu l ac t ion to en
force any l!abilitY under this section . the c06ts of 
t he action together with reasonable attorney 's tees 
as determined by the court. 

<Pub. L. 90-321, title Vl, § 617, as a dded Pub. L. 
91-508, title VI. § 601 , Oct. 26, 1970 , 84 S tat . 1134 . l 

ETn:CTIVE DATE 

Section errectlve upon the expiration or 180 days rol
lowlng Oct. 26, 1970, see section 604 (d) of P ub. L. 110-S!U , 
set out a.o n note under section 1671 or t h l.s title. 

SECTIO>< RErERRED TO IN OTHER S ECTIONS 

This section Ls rererred to In section 1681h of t h is ti t le. 

§ 16Xlp. Jurisdiction of court1> ; limitat io n of act ions. 
An action to enforce e.ny lla.bll!ty created und er 

t.hls subchapter may be brought In any appropriate 
United States district court without regard to the 
amount in controversy, or In any o ther cou rt o f 
competent Jurisdiction . within two years t roin the 
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date on which the lia bility ariM'S . except ''"'·t wherea. de!end t h w ,.,. 

scnt.ed an r m aterially and willfully misrepre-
I 

aa 
any n ormatlon requi~ under th'· su.b chapter to be d "' -

Inform ti lsclosed to an Individual and the 
a on 80 misrepresented is material to the es-tablls,-~ent of the derendant·s liability to that Ind!-

Vld.-. under this subchapte h 
b rought at . r, t e action may be 

any time within t wo years after disc 
ery by the lnd.ivtdual 

O
r th ov-

L. 90--321 title VI e misrepresentation. <Pub.6 8
UUe VI, i 601 Oct' ! \ 9as added Pub. L. 91-508, 

' • 
6

' 70 • 84 S tat . ll34.l 
Bee Ernc-r,v1: DAn:tton elrecttve upon the 

lowing Oct. 26 , 1970 _see expiration or 180 do.ya ro1-
M!t out ..., a note und •ectton 504 (d > or Pub. L . 90- 321 

er •ect1on 1681 or thl.B title. • 
§ 16/!Jq. Obtaininit informatio 

ndAny person h • n u er false pretenses. 
w o knoWi.ngJ

ln!ormauon on a cons Y and wll!ruIJy obtains 
Ing agency un.d.er ra1:er from a consumer report-
m ore than $5 ooo Pretenses shall be fined n ot 

• or Imprtsonec1 tYear, or both. <Pub L 90-- no more than on e 
321Pub. L. 91- 508 utie VI • tlUe VI, § 619, as added 

• § 601113t.> • , Oct. 26, 1970, 84 Stat. 

In Sect ion elrect.tve us!::::: ~An: 
g Oct. 211, 1970, aee eeetl P rauvn or 180 do.ya rouow

oet out u a note llndtt ~~ o04(d) or Pub. L . 90---3211§ 1681 U an 1681 or th is title ' 
r. nauthoriz d d" • 

ployee11. e •sdosures by office rR 
0 r em. 

Any officer or employee o 
agency who knowtngJ f a consumer reporting 
mation conce-'- Y and willfully Provides Infe r 
fl) • .,..,.ug an lndlvld I -

es to a person not ua from the agency'5r author17.... 
onna.u on 6 haJ1 be fined ~u to receive that ln-

imPrlsoned not more t not more than $5,000 or 
L. 90--321 , title VI § 6~ one year, or both. <Pub-
UUe VI. • 60l ' • 116 added Pub L• , Oct . 26 1970 • . 91-508,

' • 84 S tat . 1134.> 
Section elrect.t Errtc,-lVE D An 

Ing Oct 211 l ve upon t he explrau 
set out ·u ' 970, see section 604(;Jn or 180 days follow -

a note lln<lcr section or Pub. L . 90--3Zl 
§ 1611 1s Ad • . 168 1 or this title. •

• m1n1s trativ 
(a) F<'deral Trad C e e~forcE>ment. 

e 0 mm 1sH1Compllance With th • ~n; power~. 
this ~ •'- e reQu1re ._.,.,hapter shall be ments lmpased under 
Trade Cornmisston A t byen!orced under the Federal 

• c the Fedmisston Wi th resPect ._ era! Trade Com-
d ....., consum 

an all other Persons subj er repartin g agencies 
extent that enforcement or ect thereto, except to the 
under t his subchapte the requJremen(6 lmpased 

r Is SPeclfl some other govenun Ca lly comnuttect to
h ent agency

ereor. F or the Pur under subsection <bi
Pose or t h 

T rade Commission or Its fun~ exercise by the Federal 
the Federal Trade C . t1ons a nd Powers under 

u1 omm 1ss1on Act . 
r eq rement or Prohibition • a viol a tion of any 
chapter shall consu t imposed under this sub-

Ute an unf · 
or Pr&etice In oomme a ir or deceptive act 

rce In v· I 
of this title Bnd shall be su~o a tion of section 45<a1 
the F eder&) Tra.cte C Jt'C t to enforcement by

0 rnm1ss1on d 
or this t!Ue With respect to a un e r section 45 <b> 
agency or person sub ny consumer reparting

Ject to enf . 
era! Trade Commlssi orcement by the Fed -

on 1-lllr:.uant to th
irrespective of wheth LS subsection. er that 1-lt' commerce or meets rson 1s engaged In 

any other Jurisdictional tests tn 

th "'---' Act. The Federale •· .,.,era! Trade Commission 
Trade Commission shall h a ve such procedura l. 

Investigative, and enforcem en t p o wers , including 
the power to issu e procedu ra l rules In en fo rc in g com-
r th ·s 

P iance with t he r equirem en ts imposed under 1 
subchapter a nd to r eq u ire the filing of repor ts , the b 

Production of d oc u men ts, and th e a ppear a nce of 
wit n esses as thou gh th e applica ble terms and con -
ditions or the F ed er a l T ra d e commission Ac t were 
part or this s ubchapte r . An y person violating anY of 
the provisions of this s ubcha p ter s h a ll be subject to 
the penalties a nd entitled to th e p rivileges a nd lm-
munities provided In the F e deral T rade Commission 
Act as though the applica ble t erms and provisions 
thereof were p a rt of this s ubcha pter . 
(b) Other a dmini s t r ative bodi es. 

Complia nce with the r equire ments imposed und!!r 
this su bchapter with respect to cons umer reporting 
agen cies a nd persons who use cons um er r eports from

h sue a gen cies shall be enforced under-
<1) section 1818 of Title 12, In t he case of : 

<A> n a tional ba n ks , by the comptroller of 
the Cur rency ; 

<B> m ember b a n ks of the Fed eral R eserve 
System <other tha n n ational ba n ks >. by lhe 
Federal Reserve Boa rd ; a nd 

<C> banks insured by the Federal Deposit In
surance Corporation <other tha n members of 
the Federa l Reser ve Sys tem>, by the Board of 
Directors of the F edera l Deposit Insura nce 
Corpora tion. 
<2) sec Uon 1464 <dJ of Title 12. s ection 1730 of 

Title 12, a nd sections 1426 <1J and 1437 of Title 12, 
by the Federal Home Loan B a nk Boa rd 'acting 
d irectly or through the F ederal Savings and Loa n 
Insurance Corporation>, in the ca se of any institu
tion subject to a ny of those provisions ; 

(3 ) the Federal Credi t Union A ct, by the Admin
istrator o! the Na tional Credi t Union Administra
tion with respect to any Federal credit union; 

<4> t h e Acts to regulate commerce, by the Inter
state Commerce Commission with respect to any 
common carrie r subject to those Acts; 

<5) the Federal Aviation Act of 1958, by the 
.,Civil Aeronau tics Board with r espect to any air 

ca r r ier or foreign a ir ca rrie r subject to that Act ; 
and 

<6> th e P a ckers a nd Stockyards Act, 1921 <ex
cep t as provided in section 226 of Title 7 J . by t.he 
Secretary of Agriculture with respect to any activi
ties to a ny activities subject to that Act. 

(c) F. 11forc1·m1•nl under olh t• r authority. 
F or th e purpose of the exercise by any a gency re

ferred to in subsection <b) o r this section of its pow
ers under any Act referred to in that subsection, a 
viola tion of a ny requ1rement imposed under this 
subchap ter shall be deemed to be a violation or a 
req uirement imposed under that Act. In addition to 
its powers under any provision of law specifically 
referred to in s ubsec tion <b> of this section, each of 
the a gencies refer red to in th at subsection m a y exer
cise . for the purpose of enforcing compliance with 
any requirement imposed under this subcha p ter a ny 
other authority conferred on it by Jaw. <Pub. L. 
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90-321, title VI, § 62 1, as added Pub. L. 91-508, Utle 
VI, § 601, Oc t. 26. 1970, 84 Stat. 113!.) 

Rz: rl:IU:N CLS rN TEXT 

The FederB.! Trndo Commiss io n Act, referred to In aub
s cc. (a). 13 o.ct Sept 26 , 1914 , ch. 311 , 38 Stat. 717, which 
Is cl nss 1n ed to sect ion 4 1 ct seq . or this Utle . 

The Federal Cred i t Union Ac t , referred to In subscc. 
(b) ( 3) . ls act June 26. 1934 . ch . 750 . 48 SlAt. 1716. wh.lch 
l..s cla..sslncd to section 1751 et s eq . of Title 12. Ba.nl<s and 
Bo.nklng. 

The Acts rela.tlng to commerce , referred to In subscc. 
(b) (4). arc cln,ss1nec1 genernl ly to section 1 et seq . or Title 
49, Tran s porta tion . 

The Federal Avl .. tt o n Act or 1958. referred to In subscc. 
(b)(li), L, Pub . L. 85 - 728. Aug. 73. 1958. 7:l Stat . 737, 
which Is cl nss1ncd to s ection 1301 et seq. of TIUe 4g _ 

The Packer., and Stocky&rds Act , 1921, referred to ln 
aubs~ . (b) (6), l.3 act Aug . 15 . 1921, ch 6-4 , 42 Stat. 159, 
w hich i.. cl nss ln e d to section 181 et seq. or Title 7. 
Agriculture . 

ETFECTrvt: DATE 

Section el!ectl ve upon the expiration of 180 d "ys follow
In g e!Tectl ve Oct . 26 . 1970. see s ection 504(d) or Pub. L . 
90-321 , set out as a note under s,,ctlon 1681 or this title. 

§ 16Slt. R elation to State Jaws. 

ThJs subchapter does not annul, alter, a!Iect, or 
exempt any person subject to the provisions o! thls 
subchapter from complying with the laws o! any 
State with respect to the collection, dlst.rlbuUon, or 
use o! any in!orrnation on consumers. except to the 
extent that thos e laws are inconsistent 'l\ilh any pro
vision or this subchapter, and then only to the ex
tent or the Incons is tency . <Pub. L. 90-321, title VI, 
§ 622 , as added Pub. L . 91 - 508, title VI. § 601, Oct. 26, 
1970, 84 Stat. 1136. ) 

EFTEC"TlVE DATE 

Section et:rectlve upon the expiration or 180 d a;-s follow
Ing Oct. 76, 1970. see section 504 (d) or Pub. L . 90--321 , 
set out as a note under section 1681 or this title. 

- 17 -
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CHAPTER 31-GENERAL PROVISIONS CONCERNING EDUCATION 

!; 12ni:. Family <'clurational and privacy rights. 

(a) Conclilinns fnr availahilily of funds to <'durational 
ai:1•nci1•s or institutions; inspection and rc\'il'W of 
cclural ion records; specific information to be made 
availahh•; proct•durc for access to education !"<'C

ords; n•asonahll'nl'ss nf t im,· for such.acC<'SS; h<'ar
ings; writt<'n <'X!)lanations hy par<'nls; cl<'finitions. 

Cll (Al No funds shall be made available under 
any applicable program to any educational agency 
or institution which has a policy of denying, or which 
effectively prevents, the parents of students who 
are or have been in attendance at a school of such 
agency or at such institution, as the case may be, 
the right to inspect and review the education rec
ords of their children. If any material or document 
in the education record of a student includes infor
mation on more than one student, the parents of 
one of such students shall have the right to inspect 
and review only such part of such material or doc
ument as relates to such student 
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or tr , 1:. fu rJ11 ed or t he s p ccl (lc l n fo r111 a t io n contain ed In 1uch Pan 
o r Ru c h 1,. : .,11 _ E a ch education a l ai:;e ncy or In s titution shall establbh 
a 1, p r oi,rl: ,1 ,. 1,, <.,ce d u res for the g r a ntlni:; or a r cq ucs t by parents for ac
c es s t o l li t · , .i ,,ca tion r ecords of their children within a reasonable period 
o r l l tne , bu t In no case more th a n fort y-fi ve d a ys a rter the request h:u 
b e e n ma d e . 

( B ) T h e fir s t se ntence or subpa r a gra ph (A) s hall not operate to make 
ava ll a bl e to s tudents to Institutions or postsecondary education the fol
lo w ing m a t c rl a ls: 

(I) fin a ncial records or the parents or the stud e nt or any Informa
t ion con t a ! ocd th e rein; 

(11) con(ld e nllal letters and sta tements or recommendation, which 
w ere placed In the educa tion records prior to January 1, 1976, IC 
s uch le tt e rs or st a tements a re not used for purposes other than those 
for w hich they were specifically Intended ; 

(Ill) If th e student has s ign e d a waiv er or the student's right of 
access under thi s subsection In a ccordance with subparagraph (C), 
conrJdc ntl a l r e cornmend a tlon s-

(I) r especting a dmission to any education a l agency or In• 
a tltutloo , 

(II) r especting an a ppJlca tlon for employment, and 
(III) respecting the receipt or an honor or honorary recoi;

nltlon . 
(C) A student or a person applying for admission may waive his right 

or acc ess to con(ld eotlal statements described lo clause (Ill) or subpara• 
gra ph ( B). except th a t such waiver shall apply to recommendations only 
if (l) th e stud e nt ls , upon r e quest, notified or the n a mes or all personft 
making confidential recommendations and (II) such recommendations are 
us e d solely for the purpose for w hich they were specHlcally Intended. Such 
w ai vers may not be required as a condition for admission to, receipt or fi
n a nci a l aid from, or receipt of any other services or benefits from such 
age ncy or Institution. 

( 2 ) No funds shall b e mad e available under any applicable progra m 
to any educational a ge ncy or Institution unless the parents of students 
who are o r h a ve b een In attendance at a school of such agency or at ■ uch 
Institution are provided an opportunity for a hea ring by such agency or 
Institution, In a ccordance with regulations of the Secretary, to challenge 
the content or such student's education records, In order to Insure that 
the r ecords a re not Inaccurate, misl eading, or oth erwise In violation ·or 
the p rivacy or other rights or stude nts, and to pro\'lde an opportunity for 
the correction or deletion or any such Inaccurate, misleading, or other· 
w ise Inappropriate data contained therein a nd to Insert Into such records 
a written explanation or the p a rents respecting the content or s uch rec· 
ords. . 

( 3) For the purpos es or this section the term "educational agency or 
Ins titution" means any public or priva te agency or Institution which Is 
the r e cipi e nt or runds under a ny applica ble progra m. 

( 4 ) ( A) For the purposes of this s ection, the term "education records" 
means, except as may be provided otherwise In subpara graph (B). those 
records, !Iles, documents , and other materials whlch-

(1) contain lnrormatlon directly related to a student; and 
(ll) are maintained by an educational a gency or Institution or bY 

a p e rson acting for such agency or Institution . 
(B) The term "education records" does not lnclude-

(1) records of Instructional, supervisory, and a dministrative per· 
soooel and educationa l personnel ancillary thereto which are In the 
sole possession of the maker thereof and which are not accesslble or 
revea led to any other person except a substitute; 

(II) If th e personnel or a law enforcem e nt unit do not have ac· 
c ess to educa tion r ecor ds under subsection (b) (1) or this section, 
the records and documents or such la w enforce m e nt unit which (I) 
a r e k e pt apa rt Crom records d escribed In subpa ragraph ( A ), (10 
are maintained solely for l aw e nforcem ent purp oses, and (III) a re 
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not made available to persona other than law enforcement oHlclala 
or the same jurisdiction; 

(Ill) In the cue or person• who are employed by an educational 
agency or Institution but who are not In attendance at such agencr 
or Institution, records made and maintained In the normal course of 
buslnesa which relate excluslvelr to such person In that person's ca
pacity aa an employee and are not available for use for any other 
purpose; or 

(Iv) records on a student who la eighteen years ot age or older, or 
la attending an Institution or postsecondary education, which are 
made or maintained by a physlcla.n, psychiatrist, psychologist, or other 
recognized proresslonal or paraprotcsslonal acting In hl11 proresslonal 
or paraprofessional capacity, or assisting In that capacity, and which 
are made, maintained, or used only In connection with the provis ion 
or treatment lo the student , and are not available lo _anyone other 
than persona providing such treatment, except that such records can 
be personallr reviewed br a physician or other appropriate pro
lesslona.1 ol the student•• choice. 

(Ii) (A) For the purposes of this section the term "directory Informa
tion " relating lo a student Includes the following: the student's name a.d
dresa, telephone listing, date and place of birth, major tleld or study, 

0 

par
tlclpatlon In otrlclally recognized actlvllle11 and sports, weight and height 
of memben of athletic teams, dates of attendance, degrees and award ■ 
received, a nd the most recent prevloua educational agency or Institution 
attended by the student. • 

(B) Any educational agency or Institution making public directory In
formation shall give public notice ot the categories of Information which 
It hu designated aa such Information with respect lo ea.ch student at
tending the Institution or agency and shall allow a reasonable period or 
time arter such notice h8.ll been given for a parent to Inform the Institu
tion or agency that any or a ll of the Information designated should not 
be released without the parent's prior consent. 

( 6) F o r the purpose• or this section, the term "student" Includes any 
person wi th respect to whom an educational agency or Institution main
tain• ed ucatlon recorda or personally Identifiable lntormatlon, but does 
not Include a person who has not been In attendance at such agency or 
Institution. 

R"lraae of eduratlo ■ rf!t'o rda1 parental con11~nt rf'qulrt-m ent1 exceptlon ■ I 
eompllance wit• Judlclal order• and a ubpocn a ■ 1 audit and e, aluatloa 

ot Fe-derally-aapported edacatloa proK'rama1 r-ecord-keeplns 
(b) ( 1) No funds shall be made available under any applicable program 

to any educational agency or Institution which has a policy or practice 
of permitting the release or education records (or personally Identifiable 
Information contained therein other than directory lororma llon, as de
fined In paragraph (5) of subsection (a) or this section) or students with
out the written consent of their parents to any Individual, agency, or or
i;anlzatlon, other t han to the foll owing-

( A) other school o tflcl ale, Including teach era within the educa
tional Insti tuti o n o r local educational agency, who ha,·e been deter
mined by s uch agency o r Institution to have legitimate educational 
Interes t s ; 

( B) officials or other schools or school syste ms lo which the stu
dent seeks or int e nds to enroll , upon condition that the student's par
ents be notifi ed of the transfer, receive a copy of the record tr de
sired, and ha ve an opportunity for a h earing to challenge the content 
or the record; 

(C) autho.ri zcd representati ves ot (I) the Comptroller General or 
the U nited States, ( II ) the Secretary, (Ill) an administrative head 
of an ed ucation agency (al! defined In s ection 1221e--3(c) of th la 
Ulle), or (I v) State ed ucational authorities, under the conditions set 
forth In paragraph ( 3 ) of this su bsection; 

( D ) In con nection wi th a student's application for, or receipt or. 
financial aid; 

https://autho.ri
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( E ) Stale and local orflclals or authorities lo wh om such In for. 
mat loa lo spcctrlcally rcQulred to be re ported or d isclosed pursuant 
lo Sta te s t a tute adopt ed prior lo No\"embcr 19 , 1974; 

( F) organizati o ns conductlag studies fo r , or on behatr o!, tdu. 
catlonal age ncies or Institution s for the puq,ose or developlag, va11. 
datin g, or ac1mln lsterlng predlctlv tes ts, admin istering student aid 
proi:;rams, and Imp rovi ng las tr uctloa, If 6UCh studies are conducted IQ 
s uch a manner as w lll not permit the personal ld e ntlrlcatloa or 1tu. 
deal a ad their pa reats by per6ons other than rcprcsenlallves of such 
orga alz a tloos nod s uch laformatlon will be destroyed when no loni;cr 
needed tor the purpose tor which It Is cond ucted; 

. (G) accredi tin g orga ni zation s la order to ca rry out their accredit
Ing ru nclloas; 

(H) parcels of a dependent student of such ·pa rents, as defined lq 
sectloa 15 2 or Tille 26; a nd 

( l ) subject to rei:;ul a tloas o r the Secretary, In connection with nn 
emergency, app ropriate persons Ir the knowledge or such Information 
Is necessa ry to prot ect th e health or safety or the st udent or other 
persons. 

Nothing In c la u se ( E) or this paragraph shall prevent a Sta le from !ur
lher limiting the number or type or S tate or loca l offici a ls who wlll con
tin ue lo have access thereunder. 

(2) No funds shall be made avail able under a ny applicable proi;raru 
t o a ny educational agen cy or Institution w hich h as a policy or practice 
or releasing , or providing a ccess to, any personally Identifiable ln!orma
tlon In ed uca tion records other t h an directory Info r mation, or as Is per
mitted under paragraph ( l) or this subsection unless-

( A) there Is w ritt e n consent !rom the student's parents specify-
•Ing records to be released, the reasons tor such relcase, and to whom, 
an d with a copy or the r ecords to be released to the student's par
ents and the student If desired by the parents, or 

(B) s uch Information Is f urni shed In compliance with Judicial or
der, or pursuant to any law fully Issu ed subpoena, upon condition that 
parents and the students a re notifi ed or all such orders or subpoena• 
lo advance or th e com pli a nce there with by the educa tional Institution 
or age ncy. 

( 3 ) Nothing contained In this section shall preclude a uthorized repre
sentatives or ( A ) th e Comptroll er Ge neral or the United Sta tes, (B) the 
Secretary, (C) a n administrative head or an educallon agency or (D) 
Stat_e educational authorities from h a ving access to student or other rec
ords which may be necessary In connection with the a udit and evaluation 
o r Federaily-supported education program, or In connection with the en· 
forcemeot ,-,r the Federal lega l reQulrements which relate to such pro
grams: Prodded, That except when coll ection or personally Identifiable 
ln!ormatlon Is specifically a uthori zed by Federal Jaw, any data. collected 
by such officials s ha ll be protected In a manner which will not permit 
t he persoo_al Identification or students and their ·parents by other than 
those officials, a nd s uch pe rson a ll y Identifiable data s ha ll be destroyed 
when no lon ge r n eeded tor such a udi t, evalua tion, and enforcement or 
Federal l egal require ments. 

( 4) (A) Each educational agency or Institution shall maintain a rec
ord, kept w ith the education records or each student, which will Indicate 
all Individuals (other than these specified In paragraph (1) (A) o! this 
subsection), agencies, or orga nizati ons which ha\'e reQuested or obtained 
access to a student"s educati on records ma inta in ed · by such educational 
agency or Institution, and which will Indica te speclrically the legitimate In
terest that each such pe rson, agency, or orga ni za tion h as In obtaining this 
lotorwatlon. Such record or access sha ll be ava ilabl e only to parents, to 
the school otclclal and his ass is tan ts wh o are responsibl e tor the custody o! 
such r ecords, a nd to persons or organizations a ut horized In, and under 
the conditions or, clauses ( A) and (C) or paragraph (1) as a means of 
auditing the opera tion or the system. • 

( B ) Wi th respect to this s ubsection perso nal Information shall only 
be t ra nsferred to a third party 00 the ~ondltlon that such party will not 



- 22 -

permit any other party to have access to such Information Without the 
written consent or the paren~ or the student: 

Baney■ •r data-arat•ertair adlYltlea1 reiralatJe.. 

(c) The Secretary shall adopt appropriate regulations to protect the 
rights of privacy of students and their familles In connection with any 
surveys or data-gathering activities conducted, assisted, or authorized 
by the Secretary or an administrative head of an education agency. Reg
ulations establlshed -under this subsection shall Include provisions con
trolling the use, dissemination, and protection of such data. No survey 
or data-gathering activities shall be conducted by the Secretary, or an 
administrative head of an education agency under an applicable program,
unless such activities are authorized by law. 

Btudeata• rather thaa »areat.e• per.oJ.aalea er eeaaeat 

(d) For the purposes or this section, whenever a student has attained 
eighteen years of age, or is attending an Institution of postsecondary 
education the permission or consent required or and the rights accorded 
t o the parents of the student shall thereafter only be required of and
accorded to · the student. · 

lafol'all.llg »areat■ or ■ tw. nit■ or JPts•t.e ,.._.der tll1a --
( e) No funds shall be made available under any applicable program 

to any educational agency or Institution unless such agency or Institution 
lntonns the parents or students, or the students, if they are eighteen 
Years or age or older, or are attending an institution of postsecondary 
education, of the rigb_ts accorded them by this section. 

Ento...,.,meat1 termt.atloa or ...1■ taaee 
(f) The Secretary, or an admlnlstr.i.tive bead of an education agency, 

shall take appropriate actions to enforce provisions of this section ·and 
to deal with violations of this section, according to the provisions of this 
chapter, e:rcept that action to terminate assistance may be taken only 
ll the Secretary finds there has been a failure to comply with the provi
sions or this section, and he has determined that compliance cannot be 
secured by voluntary means. · 

Otoee &lld ...,view bo ■Pd1 ereat1ea1 ra.n&ona 
(g) The Secretary shall establish or designate an office and review 

board within the Department of Health, ·Education, and Welfare for the 
purpose or Investigating, processing, reviewing, and adjudicating .viola
tions or the provisions of this section and complaints which may be filed 

• concerning alleged violations of this section. E:rcept for the conduct of 
hearings, none or the functions or the Secretary under this section shall be 
carried out In any or the regional offices of such Department. 
Pub.L. 90-2 47, Title IV, § 438 , as added Pub .L . 93-380, Title V, § 513 
(a), Aug. 21, 1974, 88 Stat. 571, and amended Pub.L. 93-568, § 2(a),
Dec. 31, 1974, 88 Stat. 1858 . 



- 23 -

FULL TEXT OF THE FREEDOM OF INFORMA
TION ACT, AS AMENDED IN 1974 BY PUBLIC LAW 93-
502 

THE FRt:t;DOM OF l:,,;roR~I.-\TIOS AcT .-1.s AMENDED i , ?974 BY PUBLIC LAw 
!l:!-.=.02 

§ 5.'i2. Public inforrrwtion • ngcncy rules, opinion.<1, ordcrs, records, and 
proccedingi< • 

(a) Each agency shall make :n·ailable to the public information n.'I follown: 
(1) Each agency_shall s<'parately state and currently publish in the Feder11.I 

Register for the guidance of the public- . . 
(A) de,-criptions of it,. central and field organization and the ~tabhllhed 

places at . v,hich, the> emplo_\"ees (and in the cn.'le of a uniformed service, t~e 
!11embers) from whom, and the method" whereby, the public may obtain 
mfonnation, make su bmittals or reque,;L'I, or obtain dccisio':1,i; . . 

(B) statemenh of the general course and method by which 1l'I functions 
are channeled .and detcrmincd, including the nature and requirement.8 of 
all formal and informal proct:dure.<1 available; 

(C) rules of procedure, description.-. of fonn.<1 available or the place!! at 
which forms may he obtainl'd, and instruction." :L'I to the scope and coDtent.'< 
of all papen;, reports, or examination.,;; . 

(D) substanti\'C rul<'S of general applicability adopt<'d :1s authon.zcd _by 
law, and statern<'nt'I of genc>ral pollcv or interpretations of ·g<'ncral apphca
bilitr formulat<'d and adopted by the agency; and 

(E) each nmendmc>nt, revi.,ion, or repeal of the foregoing. 
Except to the ext<'nt that a person hn.'1 actual and timely notice of the term,; 
thereof, a person may not in any manner he required to resort to, _or he adversely 
affected by, a ma ttt•r requir<'d to he published in the Fcdcrnl Register and not !IO 

published. For the purpose of this par~·iraph, matter rca.'<onably availabl~ t~ 
t~e cl~,'I of per.<ons aff,·ct<'d there-by is deemed published in the Fed_eral Reg,stee 
""hen incorporated In· reference therein with the approval of the Director of th 
Federal Register. • 

<2 / ~ach ap;cncy, in accordance ,.-ith published rule.'<, shall make available for 
pubhe inspection ar:id_ copying- . . . ""'"II 

(A) final opinions. including concurring and dissenting opm1on.'I, as 
a'I order.;, made in the adjudication of cn.'<e!I " 

(B) those statt•m<'nl'< of policy and interpretations which h_a'l.·e . t,eed 
adopted hy_t_h<' ap;l'ncy and arc not puhli~hcd in _the Fed'.·ral Register, ~n a 

(C) admm1s trat1vc staff manual➔ and mstructmn.'! to stnff' that affec 
member of the public; 

unless the f!lal<'rialo; ar" promptly published and copies offered for sale. 1.'0 thP
e extent required to pre,·cnt a clPa rly unwarranted invn.-.ion . of personal l?nvac:~ 

an _n~ency may delete idf'ntifying details when it makes av:ulah!c or pu~lL'lhHow
opmio!l, statement of policy, interpretation, or staff mnnual or instr1;1ct,of~U in 
e~~r! m ench case the justification for the deletion shall be expl:unc~,. ccton 
'1'1 ntmg. ~ach ag<'ncy shall also maintain and make available f•'.1• puhhc in, P t,liC 
and copying currc-nt ind<'xes providing identifying information for the pu_red 
as to ~ny matter issued , adoptf'd, or promulgated after July 4, 1!!67, a nd 1;;,':::~tlY 
by t~•s paragraph to he made availnhle or puhli><hc-d. Each ng<"ncy ,.hull Pherwise) 
pubhsh, quarterly or more fr<'quently and di:<trihute (by sale or ot bl' bed 
~optes of each indc-x_ or supplemrnL~ ther~to unlc><.~ it dc-termine,, hy order l?u ~;cti· 
10 the FC'd<'ral R<'g1ster that thf' publication would he unnecessary a nd lhP. deS 
cable, in which casr the aupncv ~h ·ill noncthC'ie,-.q provide copie:< of ,.uc 1rdner 
On -qu t t "' • • ' r d 1· t · A finn1 ° ' . •~ cs a a cost not to exccC'd the dir<'ct cost o up ,ca 101\: . tinn thllt 
opinion, Mtat<'mcnt of policv interpretation or staff mannnl or mstruc d t bY 
affect.~ a member of the pu.hiic mav be reli~d on, used, or cit<'d 11.'< precc en 
an agen~y _against a party nthcr than an agency only if- . . rovided 

(i) it ha'I bel'n indexed and either made available or published as P 
by this paragraph ; or 

https://l:!-.=.02
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Cil) the party bail actual and timely not.ice or the terms thereof. 
(3) F..xcept with l'l!!lpect to the records mnde a\"ailable under paragraphs (1) 

and (2) or thi.K 11ub11ection, each agency{ upon any request for record11 which (A)
reasonably de11crlbeii 11uch records and B) ill made In accordance with publ111hcd 
rules 111.ating the time, place, feea (If any), and proct>dures to be followed, 11hall 
make the records promptly available to any pet'IIOD. 

(4)(A) In order to carry out the provillion11 or thill Beetlon, each agency 11hall 
promulgate regulations pureuant to notice and receipt of public comment, 
speclfyin11: a uniform 11chcdule of feeR applicnble to all con11tltuent unit.II ol 11uch 
agency. Such fet'!I 11hlll1 be limited to rr.n,1onahle 111.Andard ch11rge11 for document 
Bl'IU'Ch and duplic:itlnn and provide for r,,covcry of only the direct costii ol such 
ecarch and duplir.nt.ion. Documenbl 11hall he furni11hed without charge or at a 
reduet'd charll:1' whm! the ngency detcrmln1"!I that waiver or reduction ol the fee 
111 In the public lntcrellt bec11u11e fumblhlng the Information can be coniddered as 
primarily bcnrfiting the general public. 

(B) On complaint, the district court of the United Statl!fl in the district 
In which the complainant rellideii, or ha11 hi11 principal place of bu11ineM, or 
In which the a,ency record11 are 11itunted, or In the Dilltrict of Columbia, bu 
juri"diction to enjoin the agency from withholdin11: a11:ency record11 and to 
order the production of any agency record11 improperly withheld from the 
complainant. In RUch a CBRe the- court 11hall dt>tcrmine the matter de novo, 
and may examine the- contenbl of Ruch a11:ency records In camera to determine 
whether 11ucb record!! or any part thereof 11hall be withheld under any of the 
nemption11 11et forth in suhllection Cb) of thi!I 11ection, and the burden is on 
the- a11:t>ncy to 11u11tain ltA action. 

(C) Notwithi1tandin11: any other proviclion or Jaw, the defendant shall 
11r.rve an an!lwer or otherwi,ie plead to any complaint made under- this sub-
11ection within thirty day11 after service upon the defendant of the pleadin,t 
in which !lUch complaint is made, unles.11 the court otherwise directs for good
cau!IC l'hown. 

(D) Except u to C8!leA the court con!lidel'!I of greater importance, proccedin11:11
before the di11trict court, as authorized bv this 11ub!leCtion, and appeal11
thrrefrom, take precedence on the docket. over all ca11e11 and 11hall be a.«.'ligned
for hrnrin,: and trial or for argument at the enrliest practicable date and 
exprditrd in every v.·ay.

CE) Thr court may a.C1.'ll"!l.1 a,ainst the Unitl'd States re8ll0nable attoml'Y 
fol'!' nnd other liti,:nt.ion CO!!tll re&11onably incurred in any case under this 
llt'ction in v.·hich the complainant hL1 11Uhl<tantinllv prevailed. 

(F) Wht>never the court orders the production or any agency l'l'Cords 
improperly withheld from the complainant and a.«.'IC!l!lell against the United 
Statl'!I rl'nl'onable attorney fees and other liti(tlltion costs, and the court 
additionally i!l.ciues a written finding that the circum11tances 11urrounding the 
withholding raise question,1 whether agency pt>rHOnnel acted arbitrarily or 
capriciou,.ly with re1pect to the withholrling, the Civil Sen·ice Commi!l.ciion 
!lhnll promptly initiate a proceeding to determine whether disciplinary action 
i" wnrrnnted airainst the officer or employee who wall primarily re;ponsible 
for the \\"itbholding. The Commis.11ion, after investigation and con!lideration 
of the evidence 11ubmitted, shall submit its findings and recommendations _to 
the ndministrative authority or the agency concerned and shall sen~ copies
of thl' findings and recommendations to the officer or employee or bJ.S repre
l'ent.'ltive. The administrative autboritv shall take the corrective action tbat 
the Commi!!llion recommench. • 

(G) In the event of noncompliance with thP order of the court, the district 
court may puni"h for contempt the responsible employee, and in the case of 
a unifonnt>d service, the responsible member. 

(5) Each agency having more than one me-mber shall maintain and ma"!'e avail
able for public inspection a record of the final votes of each member in every 
agency proceeding. 

(6) (A) Each agency, upon any request for records made under paragraph (1), 
(2), or (3) of this subsection, sball-

(i) determine within ten days (excepting Saturdays, Sundays, and legal 
public holidays) after the receipt of anv such request v.·ht>ther to, complvb
with such request and shall immediately notifv the person makm~ sue 
request of such determination and the reasons therefor, and of the !•P:h~ of 
such pl'rson to appeal to the bead of the agency any ad\"erse determmat1on; 

an~i) make a determination with respect to any appeal within twenty d~ys 
(excepting Saturdays, Sundays, and legal public holidays) after the receipt 
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.. of such appeal. If on appeal the denial of the request for records is in whole or 
in part upheld, the agency shall notify the person making such request of 
the provisions for judicial review of that determination under paragraph (4) 
of this subsection. 

(B) In unusual circumstances as specified in this subparagrnph, the time 
limits prescribed in either clause (i) or clause (u) of subparagraph (A) may be 
extended by written notice to the person making such request setting forth 
the reasons for such extension and the date on which a determination is 
ei:pected to be dispatched. No such notice shall specify a date that would 
res ult in an extension for more than ten working days. AJJ used in thi11 sub
paragraph, "unusual circumstances" meam, but only to the extent reason
ably necessary to the proper processing of the particular request-

(i) the need to search for and collect the requested records from field 
facilities or other establi~hments that are separate from the office processing 
the request; 

(ii) the need to search for, collect, and appropriately examine a voluminou11 
amount of separate and distinct records which are demanded in a single 
request ; or 

(iu) the need for consultation, which shall be conducted with all practie&ble 
speed , with another agency hav ing a substantial interest in the determination 
of the request or among two or more componenui of the agency having 
substantial subject-matter interest therein. 

(C) Any person making a request to any agency for records under para
graph (1), (2), or (3) of this subsection shall be deemed to have exhausted 
his administrative remedies '11,"ith respect to 11uch request if the agency failll 
to comply with the applicable time limit provisions of this paragraph. U 
the Government can show exceptional circumstances exist and that the 
agency is exerci5ing due diligence in responding to the request, the court. 
may retain jurisdiction and allow the agency additional time to complete 
its review of the records. Upon any determination by an agency to comply 
'11,ith a request for records, the records shall be made promptly available 
to such person making such reque,,t. Any notification of denial° of any ~uest 
for recordR under thi~ subsection shall set forth the names and titles or 
postions of each person re:iponsible for the denial of such request. 

(b) This ~cction docs not apply to matters thnt are- . 
Cl) (A) specifically authorized under criteria established by an Ei1:ecutive 

order to be kept secret in the interest of national defense or foreign policy and 
(B) are in fnct properly cln.,~ified pursuant to such Executive ~rder; . 

(2) related solely to the intemnl personnel, rules and practices of an agency, 
(3) Rpecifically exempted from disclosure by ·11tatute; 
(4) trade secrets nnd commercial or financial informa tion obtained from a 

person and privileged or confidential; 
(ii) inter-agency or intra-ngency memorandums or letters which would not be 

available hy law to a party other than an agency in litig~tion with the ~gency~d 
(6) personnel and medical file,i and Rimil.o.r files the diRclosure of which wo 

con.'.i titute a clearly unwarranted invn.~ion of pen;oruil. privacy; 

* (3) was amended by P.L. 94-409, § S(b), Sept. 13, 1976, 90 
Stat . 1247, to read as follows: 

" (3) speci fically exempt.r d from rl!sclosn re hy sta tut e (othPr 
t han sect ion 51i2h of this title ) . prondPrl thnt snch ~tn~11te (A) 
r P(J ll ire.s tha t. the m attrrs hr withhl•ln from thP p11hh c III s i~eh a 
m a nner as t o learn no d isc.rrt ion on t he is~11e. or (R)_estnl,hshes 
p arti c11l 11 r cri teri a fo r w ithhold ing or rpf prs to par t1c11l a 1· t y pes 
of mntlP1-s t o hP withh ~l rl :" . 

https://exempt.rd
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(7) investigatory reco~d'I compiled for law enforcement. purpos~, but only to the 
extent ~hat the produ_ction or such reco~d'I would {A) interfere with enforceJ:!le~t 
proceedin~, {B) deprive a pel'MOn or a nght to a fair trial or a n impa rtial adJudi
cati<?n, (C~ coMtitut.e an u~warranted invasion of personal privaey, (D) discl~ 
th_e 1_ndent1ty of a confidential so~~ and, in the case or a record compile~ by • 
cnmmal law enforcem~nt authonty in the courl\e .or a criminal investiga tion! or 
by nn agency conductm~ a lawful national security intelli gence invC!'\tigat1on, 
confidential infonn~tion furni,.hed only by the confidential M>urce, (E) di.3cl_ose 
invc,;tigative techniques and procedure:i, or (F) endanger the life or physical 
,.arety or law enforcement pen<onnel; 

(8) contained in or related to e:mmination, operating or condition repart.!1 
prepared br, OD behalf C!r, C!r r~r th_e U,<e or an agency rc,ipon'.s ible for the regulation 
or 11upcrvi.'l1on or financuil m><t1tut1on,, ; or 
. (9) geological n.nd gcophy><ical information and data , including map,. , concern
mg wells. 
Any ren.'lonobly 11egn'gahle portion or a record shall be provided to any perso_n 
requesting such record after delet ion of the portions which a re e xempt under thiff 
su lr.<cction. 

(~) -i:~i.~ section does not auth?rize withholding of information or limit _the 
ov~1luh1h~y o_! record~ to ~he publ_1c, except as 11pecifically stated in tbi.'I section. 
ThL~ 11ect1on 1s not authority to withhold information from Congress. 

(d) On or before Mnrch ~ or ench c:ilcndnr yenr, each ng<'ncy 11hall ,mhmit a 
report covering the prec<•dmg cal<'ndar vcnr to the Speaker of the llou,,c or 
Repn.'llCntative>< nnd Pre~ident or the Senate for referral to the nppropriat.e
commltt.cce or the Congre1111. The report 11hall includc-

(1) the number or detcrmination11 made by 11uch agency not to comply with 
rcquc,it,i for record~ made_ to 11uch agency under 11ub,.ection (a) and the rcn..'IOD.8 
for each 11uch detcrminot1on; 

(2) the number or appcnl11 mnde by pen1on11 under 11ubscction (a) (6), the 
ra<ult of such ~ppcal_11, and t~e ren ><un for the action upon c-ncb appeal that 
rc,,ults in a dc-mol or mformat1on; 

(3) the nome11 ond titles or position11 of each person rcspom,ible for the 
dt'lllal of rccord11 requC11tcd under this section, and the number or ins tances 
or participation for eaeh; 

(4) t.he re11ulta or each proceeding conducted pursuant to Rubsection 
(a)(4)(F), including a report or the disciplinary action taken a gainst the 
officer or employee wh? W ILl'I primar!IY_ rt!;"ponsible_ for improperly withholding 
records or an explanation or v.hy d1sc1plmory action \\·Bl! not taken; 

(5) a copy of every rule mode by such agency regarding this section; 
(6) a copy of the fee sch<'dule and the total amount of fees coJlcctcd by

the agency for making records avoilahle under this section; and 
(7) such other infonnotion a.'I ind icates elfo~ to administer fuJly this 

gection. 
The Attorney Genera1 Rhall submit an annual report on or before March I or 
each calendar year "hich i;hnll include for the prior calendar year a listing of the 
number or cases arising under this RCction, the exemption involved in each case, 
the diRp<l!lition or 11uch case, and the cost, fees, and penalties B.!!scssed under 
su~tiona (a)(4)(E), (F), and {G). Such report RhRJI also include a de5cription 
or the efforts undertaken by the Department or Justice to encourage agency 
compliance with this section. 

(e) For purposes or this section, the term "agency" as defined in section 551 (1) 
of this title includes any executive department, military department, Govern
ment corporation, Government controlled ~orpor:1tion, or other cstnhlishment 
in the executive brnnch or the Government (mcludmg the Executive Office of the 
President), or any independent regulatory agency. 
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Public Law 93-579 
93rd Congress, S. 3418 

December 31, 1974 

21n 2lrt 
To :unr,ul lillP. 5, L"nill'<I Xtnlrs Cc,dP, t,y n,J,li11;; a section :;:;:!a to s:ifP~nrd 

lnllivl<tna l 1,rl\·ac·y fr,,111 the nli?--u :-:e nC .Fl-lleral records. to 1,rovicle that 
Jndivi,Iual s l1f• ;.:rauf<•tl uc·ct·:-.s to n .•(·c,rds courcrni11g th('nl which :1re n1aintninccl 
lty .t"t-1h•r:ol :01:•·nc-ies, 111 1•s1ahli,h :i l'rh·nc-'" l'r.,t...:tlun Study Commissioo, and 
for other JIUTJ>OSt,S. • 

l~e it cnn,·led _l,y lh" S c,,,,,,. 1111(/ 11011.,e of l.'cpr,•.,rlll,1t_il'('JJ of th e 
U11,tcd Stnlr.~ Of .l111erir·,1 in l'on,1rr-JJ., n., .~eml,lcd. That tl11s .Act may 
be cit<'<l ns the ·' J',.i,·ncy .\l't of l!I';"{... 

SEc. 2. ( n) The Congn•5s fin,ls that-
(1) _the pl'in1cy of nn i1uli,·id11nl is <lirectl:r uffectc,l h_y the 

coll<'c-t1011. mnintt•nnnce. u~r. nil(! di:-srmi11atio11 of prrsonal rnfol'
mution hy Fec!Pm] :t"rneit•s: 

(~) thr in c1·t•a!'i11~ u~t• of c1>111p11te1·,- and sophi5ticah•1l_ i11for
mnt1on t, •1·h11ology. whilP 1•~~•·11tial to th,• Pflicirnt OJH'_r:1t!o!1s of 
the Gm·<'rnmr11t 1 has !!l'Cnth· ma,,11ifird thr hnrm to m<l1n1!11nl 
p~in1e~- th :1t can occ-111: from.. nny ;oll1·ction. mni11trnnncr, use, or 
d1s5em111at 1011 of pl'rsona I in forn1ntio11: 
. (3) thr. opportnniti!'s fo1 · nn indi,·iclunl to ,:rcurr rmploymrnt. 
msurnn_ce. nnd C'rrdit. nncl his right to clur prores!-. ~nc~ other lr~al 
prnl<'ctrons nre cn<lnngN·i:>cl l,y the 111i:-11:"e of certnm 111formatwn 
snt<'rns; • 
• (4) thr ri,!.!'ht to pl'iYacy is a pn;.011:11 nnd fun,lnml'ntal right 

j)l'Oft•cfl'd b~- the C'o11,-tit11tioll of thr 1-11ill'1l ~tatrs: nn<l • 
. (5) in_on!P1· lo pn,trrt tlir pl'irnr~· of in,liYidnn_ls i,!r1~tifird in 
mformnt1011 S\"St<'ms mnintainrrl h\" F!'deral n!!rnc1rs. 1t 1s necrs
snry and Jll'lll'('I' fol' the Co11grr;;;; to 1'1';!111:ttl' titr colk•;·tion. ma_in
f('ll:IIH'I' . 11 s1• . nnd cli,-,-;t•111inatio11 of information by Slll'h n,!.!'enc1!'S. 

. (? )_ Tlr<' pnq?o;;c of thi s .\l't is to prm·i,lr 1·r rt:1 in s:1 ft',!.!'trnnls f<;>r_nn 
mchn,111:11 ng:1111st an ill\·n;;ion of prrson:1 I pri,·nc~- by rNJ111r111g 
Fedrml ngt•nc1t•S: cxcrpt ns oth!'n,·i;;r pro,·idl'<l Ii~- law. to-- .. 

(1) prrimt nn incliYi1l11al to dPtrrminr whnt rr('onl;; pertnm1ni:r 
to hin_, arc coll<'ctrd. maintain!'d. u.;;ecl, or di ,:sr111i11ntcd by such 
ngrnc1es: 

(~) permit an i11tli,·i,l11al to prrn•nt rreor,ls pel'tni11i11g- to l!im 
olita11wd uy stt,·h _agl'1iriPs for n pnrti<'ttlnr Jl\trpo~c f_rom bemg 
usrd or mncl<' nrn1lahlP for anothH purpose without J_11s consl'i:it; 
. (!J) p~rn)it n~t indh·idttal to gain :ll'l'PSS to infonnat1011J>rrtn111-
mg to h11n Ill f <'<h•ra I :l!!<'n<'\" J'l'l'Onb. to l,a ,·r a copy ma <' of nil 
or nny portion thC'J'('Of, nnd to COITC'd or :uncnd !'lll'h rccon~,.:: . 

(4) collrct, mnintnin. II!"<'. or clb~l' minah- :tll_\" rrcord of 1<l<'llf1-
fiablc prrsonnl information in n manner that nssurt>s thnt such 
action is for n neces,-ar\" and lawful purpo!'r, thnt the infor
mation is l'IIIT('nt and ncc11r:tlP for its illtrndr,1 11!'1'. and thnt 
nde111mt1• !'af<'gnanls an• prn,·idt•1l to pn·,·rnt mi,;usr. of s11ch 
infonnation: . 

(5) 1wn11it <'X<'lllption:< from tlw n•q11irl'nw11t,-; with l"<'Sp1•~t to 
l"C'Col'(l,- prn,·i,h•d in this .\rt only in tho;;e case;; wlll're there 1s nn 
important \111!,Ji, · polin· 111'<'<1 for such 1•xt•111ptio11 as lras IK•1•11 
d!'ter111in1•d ,y ~JH•,·i fie :-tat uto1·y a 111 hority: n 1ul _ 

(fl) ht• !'11hjt•1·t to ,·i,·iJ ,-nit for :111,· dama!.!<'S wllll'lt occur ns n 
rt•s11lt o( willf11l OI' i11tPntion:1l arti;..,n wliich , ·iolatrs a11v incli-
,·i,lu:1 l"s l'iglrt,. 111ldt•r th i, .\d . • 

Bt:c-. :t Titlr :;_ l"11itPd :-:tali•,; Codi:>. is a111r11dP1l !,y audi11,:.:: after 
S('Cfion ,,,,:! th1• follow in~ m•w Sl'l"lion: 

?riva c:, Act 
or 1974. 
s use ss2a. 
note. 
CorQessio,-:al 
r ir:c:.r..,s . 
s :;sc ss2e. 
note. 

~at•~•nt or 
p·..:r;,os~. 

59 S7:.-:', 1995 
83 5;;.;-. 159 7 
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Pub. Law 93-579 - 2 - December 31, 1974 

"§ 552a. Records maintained on individuals 
"(n) Ih:t·1:,;n111s:-.-For }llll"[•O~•·s of tl1is ,.,,,·tio11-

"(l) thr lt-rrn 'a/.!<'IH'\'. 111ea11s a/_!1°11<"\' as 1h•fi111·<l 111 Sl'ction 
5ii:?(r) of this tit I,· : • • 

"(2) tire trrm 'i111lidd11ar 1111•a11s n <"itiz,•11 of 1hr l-nitl'cl States 
nr 1111 nli1·11 lawfully admitt1•d for 111•rmanl'11t n•sirl, •nc-r: 

"(!J) thr l1•rm '111ni111:1i11· incl11d1•~ rnai11tni11. c-ollrct, 11se, or dis
lll•mmnte; 

"(4) the t1•r111 'rl'eorcl' ml'nns nn\· ill'rn. collection. or ..,.ro11pin"' 
of information nl,rnrt nn inrli1·idi'rnl thnt is mntntnin~l l,v n;; 
11.gency, incluclirrg. L11t 1101 limit1•cl to. his e<lucntion , fi11ni1cinl 
transaction~. ml'clirnl history. 1111d criminal or 1•111plovmrnt historv 
and that l'Ontains his nnrue. or the idi>ntifyins:r nuinb<>r. s,·mbo!, 
or othrr iclentifyin/.!· pnrticulnr n,~i/.!ne<l to the indi1·i<lual, such 
as a fingrr or voice print or n photo/.!raph: 

"(5) the trnn 's1·~tr 111 of re,·onb' llll·nns n gro11p of nny records 
under thl' cmrtrol of n111· ngrnc-1· from which information is 
ntrien•d bv the name o(the incl1dd11al or bv some identifring 
number, !-,Yinbol. or other iJl'nl i fyin,.! part ic:ulnr n~signed tci the 
incli·dcl11nl: 

"(G) the term ':;tnti~ticnl rrconl' 11\ran;; n record in a s:r!:'tem 
of recorcl;; maintainrd for stati~ticnl re!:'rnrch or reporting pur
poses onh- ancl not ll~Nl in wholi• or in pnrt in mnkin.-, any '<leter
minntion· ahout nn ich·11tifinblc indi1·i1l11al. t•xcept ns pro,.-i<led b, 
section 8 of titlr l:l : and -

"(i) lhP trnn To11tinr nsc>' mrnns. with rrsprl'I to thr clis
rlosnre of n rrcoril, thr 11,:e of such rrc-orcl for a p111vo5e which 
is comp:it ibll' 11·ith thr 1111q:osr> fot" '\hic- h it -n·ns col 11'ete~ . 

"(b) ('oxo1T111x,- 11r n,~n.11,-.t:m:.-);o aJ.!rllc_l' shall cl,~closP any 
rt'('()rd whi ..h is eo11tai111·d inn s1·s11•111 of n·l·onls l,y on\' means of com
munic-ntion to 311_1' pc•1-,; ,!11· or to ~not 111•!' :l/.!l'IIC_I'. exce,;t pm:511a_n~ to a 
'l'l"rillPn re,prr,:t In·, or wrth the pnor· wrrtll·n con;:ent of. the md1ncl11nl 
to whom tire n•e·onl JH•rtnins, nnlr!:'s di~l·losure of the rrcord would 
be-

"(J) to tito!:'t' officers nncl employt>rs o{ thr n~<'ncy which main
tains thP record who hn1·e n need for the record 111 th<' perfonnnnce 
of their dntirs: 

"(2) re1111irrcl under 5pction ii:i:? of this title: 
"(3) for a routinP usr as 1h•line<l in s11hsel'tio11 (n) (i) of this 

ll<'chon nncl clrscriued 1111clc•r s11l,srctio11 (e) ( -l) ( D) of this St'clion; 
.. (4) to the H11rru11 of the <.'l'ns11,; for pmposes of planning or 

can-ying ont a cr11!'11s or snrl'l'_\' or related ncti1·ity pursuant to 
the J>ro,·isions of title I:l: • 

"(5) to a recipient who !111s prodded the ni:rency with nd,·anee 
adequate writtrn assurance th:~t tire rrrord will be usrd so!ely as 
a statistic-al _.-r~rnrch or rr1;mrt1111:! r~c'?rcl. and_ thr !'~cord is to be 
transferrt'cl 111 a form thnt 1s not 111d1n<l11ally 1<ll'11trhaule; 

"(6) to the Xational .Archi1·e;; of the rnitecl States ns a record 
which hn,; ,rnfficirnt historical or othPr Yalne to warrant its con
tiunrcl prr:'<'rrntion h,\· thl' l"nitecl ~tate;; (;o,·er11111C'nt. or for 
e,·al11ntio11 l,1· the a\clrninistrator of (il'rrrrnl 5en·ices or his • 
de!!i~1re tu ,il'tl'rmine whethl'r the record ha;; such n1!11e: 

"(7) to anuthrr n/.!ency or to an in:-tn1111rntality of an,\· ;.!Ol'ern
mental j11risdil'lion within or 1111ch'r the rontml of the i-nited 
States for n ril·il or criminal In\\' enfnrcenw11t nl"lh·ity if the 
actidh· is n11tl111ri1.rcl hi' Ian·, and if ti1r lrrn,I of rhe a~'t'llC\' or 
instnttnentality hns 111:l<le n writll'll rrq11e5t to thC' ngl'nl·,y "l"l"hich 
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m:iintnin:- tlir rr,.nnl sprrifying" 1hr pnrticnlar portion cl1•,-i1"t·cl :111,l 
the law rnfnrrr111rnt :wri,·it\" for whirh thr. rrronl i;; ;:on!!hl: 

"(S) Inn p1•1·.,1111 p11r,-11:11it to a :-howi11:.r of r11111prllin;: cirr11111-
st_anrt·s n ffrctin!! I hr lu·a Ith or !':t frt ~- of :111 i11t!i,·i d11n I if upon !;11<•h 

d1sclo,;11n• 11otili,·ation is tra11;:111it1Pcl to thr ln;:t k11nw11 adclre;;;; of 
sneh i1uiiYi ,l11:tl: 

"(!I) to rithrr H011;:,• of Con"rC'!-'!-'. or. to thr rxh•nt of matter 
-n-ithin its j11ri:-di,·ti1111 . nn,· c-,11~111itrrr or !'11lwo111111ittrc- there-of. 
~n.:r jni11t r~111111it11•r of <..,-rlllgr<'"" or ,:11l11.·0111111ittc-<' of any ;; m:h 
JOJnt rnm1111ttl'r: . . 

"()11) lo th<' ( '1111q,tro1lrr (;<'lll'ral. or a!l\' of hi;; :111thori1.NI l'<'p· 
TC'Sl'nlati\·<',; . in 1hr rflnr;;<' of tlw p1•rfor111 :rnre of thr clutil's of 
thC' ( i!'tll'l':I 1 ~\r<·o11nt in!! Ollic-<': or 
. " ( 11 ). p11r;::11n11t to the orill'r of n Mtllt of comp<'t<'nt j11ri;:,li1•

tton. 
;;(<:) .\rn,1· xT1xr. C•F C'EnT.\IX D1,-n.o,:nn:;:.-Each ng<'IIC.Y, with 

T<'i:p<'rt to <'nc-11 ;;y!'t<'m of n·rorcls 11ml<'i· its rnntrol. !'h:ill-
"(1,) <'X<'<'./ l! fnr •~i ;:do~nrr;: m:iclr mul,•r rni.J;:<'<'!inns (b) (1) or 

(b) (:.) of I 11;: !:'Pr-!1011. k,•1·p nu aec·urntr ncconntrnf!' of-
"(.\) th<' <late. natnrc-. n111l p111·pn;;e of l'nch tli!'clo;;nre of 

a rc-co~1l to nny p<'rson or to nnothl'r :lf!'<'llCY matle 1111der 
s11hsed1on (h) nf tlii::: ~,•ct inn: nnd 

"(TI) the nnmC' nncl ndclre!'s of the per::on or agency to 
whom the di i,closm<' i;: macle • • 

"(2) _r<'tnin th<' acco1111tin~ m;1le under parn_r!Tnph (1) of !his 
snhs<'c-tton for nt l!'ast ti\·e Y<'nr::; or the life of the r<'rorcl. wluch
enr i~ longer, nft!'r the clisclosurn for which the accounting is 
maclr: 

"(!3) rxc<'pt for rlis1·lo,:nrrs mncle uncler subsection (b) (i) of 
this s,•dion. mnkc- Ill<' ac-ruuntin~ mnd<' 11111ll'r paragraph (1) of 
this s11hsl'C'tion n,·ailal,lr to the 'inclidclunl 11nn1etl in the recm·d 
nt his l'N]nr!'t : an, I 

"(4) ·i_nform n!IY prrson or other :lf!'<'llCY nl_iout nny rorrecti_on 
or notn.t1on of c!t;l'll!e mnile by th<' agl'ncy III arconlnnce w1~h 
snhsrclton ( cl) of this s!'rtion of nm· rccorcl that hn!; been d1s
closecl to the p<'1-so11 or agl'ncy if an accounting of the disclosure 
wns ma<l<'. 

"(cl) .\cn:ss TO Rr.conos.-Ench ngcncy thnt mnintnins a system
of records shall- , . . 

"(1) upon r<'l\ll<'st 1,y nm· incfo·iclnnl to gain ·nccess to his 
re~orcl .o.r to ·nny _infori11ntinn portaining to _hin1 which is con
tnm~rl m th<' s~·,:f Pm. pC'n11it him and upon ]11s rN111rst. n person 
of lus own 1·hoo,:in.!!' to :irrompnny him. to rl'\·iew the r!'conl nncl 
haYe n copy· rnnd<' of all or :Ill\' jiortion tll<'rrof inn form compr~
h~nsibl~ to hi1!1 · rxrrpt thnt" t 1e n~<'ncy mn~: ~eq11i~<' the_ imh
nclu:il to fur111~h n writtrn !'tat<'lll<'llt n11thon1.111g clt!'cus;:1011 of 
thnt in,lh·i,!11n1'~ rrronl in th<' ncc-omp:111\'in;: person's presence: 

"(2) permit tlu• in1li\·icl11nl to rrque::t amendment of n record 
Jl('rtninin~ to him nncl-

"(.\) not lat!'r .than 10 1lay;; . (rxdlllling Satnrcbys._ S1m
dnys, nnrl lr~al puhlic holid:iYs) nftu the cl :ll,• of rrre1pt of 
such r<'q11r><I. acknowlrd!!<' in writ inn- sueh rrceipt; nnd 

"(R) pro11q1th·. ritln;i·- ,.,. 
"_(i) makr nny c-nrr<'rtion of nny portion thereof 

" ·l11c-h the in,liyiclu:il h!'lil'Yes . is not nccural<', releYnnt, 
tim<'l.\·, or c-0111pl<'I<': or 

"(ii) inform th<' incliddunl of it;: r<'fusnl to amend 
the recor1l in ncconlance with his rN111est, the reason 
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for the refusal, thr procrdnrl'S rstal,li!-lH·cl Ly tlie ag<'ncy 
for tht• irnli,·itl11al lu n :q11t·st a rc,· jcw of tltat r c fosal by 
the IH'ail of tlte :t!!CllC,Y or au ollicr.r dt•s i~nall'd l,y the 
l1en<l of tlie agclll',Y, ancl tl1e 11:1111c and l,11si11t·:;s address 
of that ollir.ial; J

"(3) permit thr i11<li,·id11al who clis:1!,!rres with tl1P rl'fw.:aJ of tlir 
agency to arnrml l1is_ n•l'onl to n·q11 .. ,.,t a re,·iew of !-11cli rrf11!'al. 
an<l not later than ::11 <lays (cxc·lnding ~alunlay;: . :-:;1111days , nncl 
legal p11bli1 '. holidays) from the date 011 which the i11di,·id11al 
rt'1pll'sts such n.:,·it·w, compll'te :,;11ch n•,·irw ancl 111ake a final 
<letl·r111innt i,,n 1111 lt•,-s. for good l'a w-e !'IHJ\n1 , t lie hcatl of the agency 
extends ,-;11d1 :;O-da ,· Jll'riod; aml if, after his rc ,·i1 '. w. tl1c re, ic win rr 
official nlso refo ;:rs to a111rllll the l'l'COl'd in acl'Ol'da11<·r with th~ 
request, prnuit tlte i11cli,·id11al to lilr with tlte agc1wy a c·nnci,-c> 
stntcment srtti11g forth the rra,;ons for his cli :.: :t_!!l'rrmrnt with thr 
refusal of the ngl'w·y. and notify the i111li,·icl11al of tlll' JJ1·0,·i:::io11s 
for judicial rl'\'it•,,· of "the rr,·iewin~ olliciul"5 dct~nni11atio11 1111Jcr 
subsection (g) ( 1) ( .\) of this sci'! ion: 

''(4) in 11i1y di!'f•lo;:11n•, co11taininµ i11fon11:1tion nhout which 
the i11cli,·id11al ha,; filru a :-tat<'ml'nt of di:.:agrr r 111 c> 11t. occ-111-ri11g 
after thl' filing of the !:'tate111Pnt 11mle1· parngraph P) of this sub
section, clrarly 1101<' any portion of the rN·orcl which is di:.:putc>cl 
and prn~·icle copir;; of the statrllll'llt and, if the agl'ncy <il'PlllS it 
appropnntl', ropi1·s of a conci!'r statrn1C'11t of the rea;;ons of tlie 
agency for not maki11g thr a111r.11clu1r11t s rrrp1r:; tNI. to prr,;ons or 
otlwr ngcncic:; to whom the di!'putrd l'rc·onl ha ,; liern di;;rlo:<c>tl :. 
and 

"(5) notl1i11,!! in tl1is :.:rrtion !'hall allow an incli,·icl11al ncc<'S"' to 
any information c·o111pilc•,l in rl'asonnblr anticipation of a civil 
action or 1n·ocrNli11!!. 

"(e) Ala.: :s-c\· I:t:Qt·rnE:m::s-Ts.-Each ngl'ncy thnt mnint:i.ins n 
sy:str111 of n •l'ord,.: ,-!ta 11-

" ( l) maintain in its records only such information about nn 
indi,·idunl a;; is n·IC'Yant ancl lh'Cr>=::ary to arco111plish a purpo,:;e of 
the ngcncy rc>q11irr1l to be accomplishl'd Ly statute or by executi\"e 
order of the l'rrsident: 

."(2) rolll'rt i1;for111ation to the ,!!l"E.':lfe.st rxtl'nt practicable 
d1recth· from the subirct incli\"iclual when the information nrnY 
result in :Hh-rrf.r clctl'l'nlinations about an incli,·iclunl's rii:rhts, bene
fits, nnd pri,·ilrgrs 1111clcr Feclurnl prngrnms: 

"(3) inform C'ach incli,·iclual whom it asks to supph- informa
tion, on thr form whirh it 11~1•s to 1·ollrct the information or on a 
sepnrnte form that can be rrtainrcl by ti1t• inJiYidual-

"(1.:\) the authority (wlu•thrr grantC'cl by statute. or Ly 
executi,·e orcler of the Presidrnt) which :1Uthorizes tl1e solici
tntion of the information ancl whrthrr clisclosure of such 
information i,- 111:tndalon· or n1l1111tan·: 

"(H) thr pri1ll'ipal pitrpo:.:r or pti"rpo~t•s for which the 
information i,; i11t1•111lrcl to lir n:.:l'cl: 

"(C) thr ro11ti11l' 11:it'~ whi.-11 111a\" hr made of thr infor-nia
tion, ns )'lllili-l11·cl p11r!-1ta11t to )J:ll':l;_!raph (-n (J)) of this 
sub;;:rction: a11d 

"(I>) thr <'ffl'.-t:.: on hi_m. if an_,·. of not prn,·icling all or 
nn~- part of tl1r !"l''(ll1•,;t1•cl 111 format 1<111: 

"(-1) !-1thj1·,·t to tl11• pr•H·i,.: io11:.: of par:t:.rrapli ( 11) of thi, ;;11b
!-<'ctio11, p11l,li , h in th,• Fc•d1•r:tl J:1•!..'i:.:1,•r :it lt•a;;• a·n1111alh· a 11oticc> 
of the rxi-·t1•11<'1' :111d d1:1ral'IPr of thr s,·;;tl'111 of rc>l'or;I:.:. which 
uoticr sl1:11! im·l•1.JP- • 

"(.A) tl1f.• 11:1111r a111l lo!·atio11 <'f tl1r ;;~·~tt•m; 
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';(B) the, l'atrc:orirs of in,lil"i,!11nls 011 whom n•conls arc 
maintainrd in the svstrm: 

.. (C) the 1·at<•!,!or·i1·s of rP<·orcls mnintai1wd _in tl!c ~ysl<'m ; 
"(I>) rar·h routinr u;;r of thr rr, ·ord,; rontnmi·cl 111 the ~_\"5· 

trm, inclll()i11g the c·atr~ori1·,., ,,f U:'l'l'S and the purpo~e of !' t1 rh 
m<<' : 

"(E) the policies ancl prnctirrs of the n8'ency rr,!!~rdin,!! 
storage, retrievability, access controls, retention, nncl <l1sposa l 
of the rrcord5: 

"(.F) the ti"tle and 1,us inr;:s aclclre,s of the agency official 
who is rr5pon~ihlr for the ~y"tcm of rrcorcls ;_ .. 

"(G) the ngrnc-:· prorednrPS whereby an mcl1ndu_al can be 
notitit ,I at hi, re'l111·,t if till' ~y~trm of rrt'orcis co11t:1111,; a l'l'l'· 
orcl prrtnininc: to him: 

"_(JI) the ~-gr11r:y pi·o!'eclmes whereby nn indidclunl can be 
notifie r! at 111;; rrquest how he ran gam access to any record 

l>rrtai11ing- to him contained in the system of record;;, and how 
1e r::in conte ,: t its contrnt: am! 
"(I) the l':t l <'!-!'"l"ir;: of ,:n111·1·rs of rrc-01·,l,: in the !'_\"strm: 

"(5) maintain all rrcorcl~ which are 11 ,r1l by the :lf!'C'ncy in mak
ing any cl c· terminntio11 aboi1t anv incli,·idual with such acc11rncy, 
relrva11cr. ti111,.li11,.,,:_ nn,I cnmph~trnr~,- :is i,- rr:1:'onahly nrcr,-;;a ry 
to n!';:mc foirnr;;s to the incliviclu ,1 1 in the clrtrrmination; 

"(G) prior to di~~eminatinc: nn,· record nbo11t nn incli\·icl11nl to 
any prr;;oa otl,rr th:111 nn ,i·:.:en ,: \•. 111111',:s th1• cli~,t•mination is 
mndc p11r;:n:1nt to rnb~rrtion ib) (~) of this ,l·d ion, make re:15on
a~le rtl'ort" to a,;:un• thnt ~urh rrconls are :icc11rntr, complete, 
h~r~\-, nncl_ relc:rn nt for nf!C'll<'_\' l'll_l'J)O~C'S: . . . • 

(,) m :11ntn111 no n'conl ,h-~rnl11ll" how nnY rncl1nd11nl exer
cisrs ri;:ht,: ;,.'lrnr:tntee<l by the F i1·0 t .\nwml111ri1t unlrss rxpres;;ly 
a11thonzecl ln· st:1tut,• or bY thr i11di,·id11:il nLout "'hom the rrconl 
is mnir!tnin,,;1 OJ' 11nh•;:;, prrtirll'llt to and within the scope of an 
nuthon~r,I bw en fon·,·rnC'nt a, ·t i\·itY • 

"(S) mnke rrn ;;nnnbl e efforts 10· s~n·c notice on nn in<li\·idunl 
when any record on ~11rh indi\·i d11al is maclr available to nny per
son 11ncler comp11lsory lrgn l procr,s when such proces,; brcome5 a 
mnttrr of puhlir rrcorrl; 

"_(9} e~tnhli ~h rulrs of conchtet for prrsons im·oh·rd in the 
des1f!11. clp,·~lopm_rnt._ operation. or m:1intr~n11rr of nny s~·:;tem of 
records. or Ill mnmlallllll" nm· rrc-onl. all(! rnstruct ra('h s11c-h ppr
son with rrsprct to snrh r';°Jlr;a.,md the rr,p1irC>mr11ts of this ·srction. 
incl)ulin~ any otlrrr rnl rs nnd prnr r,lurr;: :idopte1l pursnnnt to this 
S<'Chon nn<l the p1•11altirs for noncompliance: 

"(~O) r~tnLli~h appropriatr admini,:trntin~. technical. and 
phys1ral s:1fr!!11nrds tn insun• tl, r srr11ritY and ronficlrntinlitv of 
recor,ls nn,l to protrrt nc:ain~t nin- nntiriiinte,I thrr,1ts or ha zi1nls 
to their ~rc-urit\· or int;.. ,..it,· ,d,i<-h could n•;:ult in ~uhstnntinl 
hnnn, rmb:11-rn~~rnrnt. in,~1n.-1• 11i1•11 c-r. or 1111 fairnr~=- to anv indidd-
unl on whom information is mnint:1i111•cl: nm! • 

"(11) nt lr:i st :~o 1lay~ prior to puhlir:i tion of information 1m1h•r 
pnrn_,!!r:1ph (4) (D) of this s11h,,•1·tio11. put.Ji,:h in tl,r Fr,lrral 
Rl'g-1 ,: trr notire of nnv nrw tl:'l' or intrndl'cl 11 ~r of the information 
in the: ;:ystc:m. :11111 priid_cl r nn opport11nit_,· for i11t,•rl';:tPd prrson:5 to 
snbnut wnttt•n datn . v1r"·~. or ar!!lllll<'nt s to thr a!!t•n c- v. 

"(f) ,\,a:xcT Rru:<.-Tn or<!Pr to c-'arry out tlrr pro,·isions of this 
!'<'Chon. rnrh nc:Pnry that mnintnins n ~y~trm of rrc-onls shall pro
mn!g-ntr. l'lllr~. iu nrc-onlanc-r "'ith tlrr rrcr11irrmr11ts (inc-1\l(lin" grnernl 
nohre) of ~rrtinn ;1;\:\ of thi~ tit Ir. whic-h shnll- "' 

"(1) establish prorr,lnres whrrrby nn individ11al can be notified 

- 31 -

ibles of 
cor.duct. 

cor.fic!entiality 
of records . 

?ut-licetion 
ir. ?e ie?""e l 
~egister. 

5 t:SC 553. 



88 57;,7, l~Ol 

Fees. 

Pu~l1ce.~ ! -,~ 
1n F'ecer,.l 
Reg1ste:-, 

Juried I c~ i on . 

Ar.,end.,,ent 
or recorc, 

- 32 -

December 31, 1974Pub, Law 93-579 - 6 -

!11 •:l'~pons,• lo hi~ n·,1111•:,t if any systc•m of rrl'orrls n:u11rrl Ly the 
11:chnd11al ,·0111:1 i11,- :1 n· .... nl p1·rtaini11l,! to him: 

_··~t) llt·li111• n·a-1111:11,lr 1i111,•;, J•lan•s. :11111 req11in·mr11t s for i,J .. 11-
t1f,y11!::. an i11,_li1·i d11al wl,o n•1p11• ; t:; his l'l'l'Ol'll or i11f11r111ati,m 
pcrta111111g- t•> l,i111 lll•fon• 1111• a!!c•111·,· ,;hall make the re,·o nl or 
,111rin11ali1111 :11·ailal1I<' t11 1111• in,lidd,ial: 

" (::) _,·~lal,lish 1,1,,,.rd11n·s for tlH· di ,;,·l11,11n• to an i11rliYid11al 
)ll'C.11 I!•" 11•11111•~1 of hi :; n·• ·onl or i11f11n11:iti on p,·rt:ii11 i11!! to hi111. 
mrl1td111;.: ~1•1•1·ial 1,rc,,·,•d11n•. if d1•1•111rcl Jll'l'r,;,;ary. for 1hr di~1•lo
s111~• to :tll i11di1·id11al of llll'1li, ·:il n •i:orcb, i11cl1tdi11~ p:-yr.holngirnl 
l'\'ronl-. p1•rlai11in!.! to liim: 
. "54) 1•stabli~h ·pr0<.·,•1l11n·s for rrl°irwinl,! n rrqnrst from an 
1111lirid11al c·o11r1•rnin!!' thr :11111•11clm1·11t of :1111· n·• ·ord or i11for111a
tio11 1wrtai11i11;.: lo 11,;, i11,li1·id11:1I. for making :1 cl P!l• rllli11ati<111 011 
the n·qurst, for an nppral within th r ag-cncy of :111 initial adn•r.<c 
agl·nry 1h·tc·n11i11ati1>11 . :111<1 for 1d1at,•1·,, r adclitional n1 ,•:1 11~ 111:t_Y lir 
IIP<·,•,-sa rv for r:ll'h i11,liYicl11al to 1,e • .:,le to l'Xt'n·i~e full\' hi:; ri!!ht s 
uncl,•r tl;i ~ S'.•1·1 ion: n11, 1 - • 

'•(;,) r~talili,;h frr , to l,r l'h:tr!!r,l. if :1111·, to :1111· inrli1·i1l1tnl for 
makin:: l'Opi,•; of his n•,·onl. ,,:,.:, ·l1trli11!! tl;1, eost 0 °f nny !'rn1·rh for 
n1ul 1·<'Yi1•w of thr n•,·onl. •• 

Thr Or.i,·l· of th e- Fl'1h•ral I: r!!is1rr shall n111111nllY compil e' :rnd puhli , h 
t),t• ntl<'s ]'l°Oll'lll!!:1! t><I 11111h•i· thi~ s11h;:C'('tio11 a11tl ng~n,·y notirrs p11h
hshr1l 1111cl,•r ,- 11l1,1•l'lio11 (e)\-l) of thi s seel ion i11 n form anilnl,lr to 
thr p11l,li ,· nt lo\\' cost. 

"(g) ( 1) ('11·11. l:Do:11n:~.-,rhl'11e1·er :rnv agency 
"(_\) 111:1k,, , a d l' trr111i11:11io11 1111'1,•1: s11l1;l'<'lin11 (<!) (:~) of this 

S(•ction 110! to n111 t>11 cl nn i11cli1·id11nl'~ rrronl in ar ,·onl:111rr \\'ith 
his rrqnr,t. or fail s to mnke such rC'l'iC'w in conformit1· with that 
s11b!'r1·t ion: • 

"(B) rrf~1~1•s to r0111ply \\'ith an i111lil'i1l11al rrquPst 1111,h•r s11h-
sert10n (,1) ( 1) of th is ,rl'tion: 

"(C) fails to 111ainrni11 :rn1· rN·or, I conr!'r11i11g- an ~· i1Hlid<l11:1I 
with !'11, ·h al'l'lll':1•·1·. r<'h•1·a1,..i• , tinwline ,::s. :t llll ,·ompk•trn e~s as is 
11ere!'san· to a~,nr~• foin1r~~ in :1111· c\rtl•l'lni11atio11 r,• lati11!! to the 
qnn1ifi r-a·I ion::. rha r,1l'lrr. rig-ht ;:. oi- "Jlj'ort 1111 it irs of. 01· bC'11cfits to 
the in<li1·i<l11:1l th at mnl' hr maclr on Inc ha~i~ of snl'h rr1·ord. and 
conscq1tC'11th· n t!Nrrniinntion is made which is ad1·er:'C' to the 
indi1·id11nl :· or 

"(I)) fail s to romply wilh nny othC'1: proYision of tJii,, seC't.ion, 
or nny rttlr pr011111l!!:tted th r rrunclrr. 111 snrh n wny ns to hn1·e 
an ndHr.::C' efft>l·t on nn indi1·icl11nl. 

thr i11,li1·i,l11:1I 111:11· hri1w n ri1·il action :t"':iinst the n!!elH'\', nn,1 the 
distrirt ,·ourts of ·thl' l:;1itecl Stairs ,hn ll hn1·e j11ri~di1·t1nn in thr 
m~ ttrrs 1111clrr 1hr pro~·i,ious of th is snl •SPl'lion. . . . 

1 (2) ( _\) In nuy rn1t hro11!!'ht ullllrr the prons1ons of s11J..!;ect1on 
(g) (1) I .\\ of this S<'l'lion. the ro1trt 111:1\' onlrr thr a!!'rllr_l' to nmr111l 
the incli1·i,h1:11's r<'l'Onl in a<'r-onlnnrc- with hi, r<'q11P~t or in s1ll'h oth,•r 
"·ny ns thr r-011rt 111:11· ilire.-1 . In snrh a rnsr the ro11rt shall 1h•:l'nni11e 
the m:1lt r r ,Ir non,. •

"(H) Thr ro11rt mn1· n:a,rss against the rnit c- cl Statfs rt>nsonahlP • 
nttornr\' fr<'S n1ul nth<·1:liti,,:1tion rMt!' rrn,011:1lih· inr11nr,l in :1111· l':l!'!' 
un<l r r ihi~ parn,!!rnph in '"which the complaimint h:1s s11h!'t:11itially 
prC'l'nil r<l. 

•• (:l) ( .\) In nn~· snit liro11,!!ht nnrlrr thr l'rm·i,ions of !'11l,.sertion 
(I!) (1 \ (H) of ll 1i, !'P>'lion . 1hr ro!lrt 111n~· rnjom thr :l!!'t'lll'~· from with
holrlin~ t111• n•rorcl~ an,1 nnkr th r prrnliwt inn tot hr r0111pla i11:1 nt of :ll\Y 
n:;rrnr~· rC'roril~ i11111ro1.,.rh· witl1lll'lcl from him. ln s11,·h a ,· ,1~r th,•rourt 
shnll cktl'rminc tl,r mnttrr dr no1·u. nnd may rx:1111i11c- the- rn11tr11t!' of 
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ony ngrnry rrrords in c-a111rra to ,lrtl'rminc whrther the rrronls or nny 
p011ion t h~•rrof may 1,r wit lil11·lcl nnclrr any oft hr <·X<'mpt ions srt forth 
m s11li!i1•1·tio11 (k) of this s,•ction. ancl th1\ IJ11nlrn is on the ng<·ncy to 
sustnin its :ll't ion. 

" ( B) '!'hr co111·t 111:1.,· n!'!'P:-S n!!n inst. the rnitNl ~!airs rrnsonnble 
nttornc,· f..ps nnd otlH·r lit i!!aliori"co,: ts n•a:<onahh· inc11rrrcl in nnv ca~r 
un,h•r. ihis parnµraph in which thr complainnnt has substnritinlly 
prcrnilrtl. 

"(-l) 111 nny suit hrouJ:?ht 11ndrr thr prm·isions of snhsC'ction 
(~) (1) (C) or (l>) of this srdion in which the court cletrrmin<'s thnt 
1hr 11µ1•111·,· nc-t1•cl in a 111a1111rr whirh wns i11trntio11nl or willful. the 
l~nill·d !-,tat ..s shnll hr liahle to thr in1li,·i1ltrnl in nn amount equal to 
thr sum of-

"(,\) actual dam:t!!<·s snstainr,l In· the i11clidd11nl as n rr:anlt of 
thr Tl'f11sal or failun·. lrnt in no l': 

0 

1;.e !-hall n person entitle1l to 
rcco,·rry rr, ·rin• lr~s th:111 thr s11111 of ~l.1)00: nnd 

"(B) 1hr costs of the nction IO!!cthrr with reasonable attorney 
fet-s ns cl!'tl'l'111i111•,\ 1,,. thr court. • 

"(a) A11 artion to rnforn' :1 11\' JiahilitY crrntr,l unclrr this spction 
111ny I><' hron!!ht in t hi' di ;. t rid roi111 of th,; l "nitNI ~tntr;; int he district 
in ~Yhil'h_thr.ro111plai11:1nl n•;.iclrs. or hns his principal pl arr of business. 
or m wh1d1 t hr :l!!<'llr\' rrronl;: nrr !'it11:1tr,I. or in the J )i st ril't of Colum
bin, without rr;..ianl io tl1r nmonnt in contron·rsY. within two :.n•ars 
from the <lat!' Oil whi1'!1 the rau:<r of arti,,n arisr s, excrpt th~t where 
n_n ng-rnl·.~· h:1~ matcrial_ly nn•I willf11lly n1i,rrpn·se11tr1! nt)~-. mformn
t1on r rrp11rr1l 1mdrr this ~rctwn to hr clisr.lMrcl to an mcl1nd1t:1l nnd 
the i!if''.l'!llntio11 ,o 111i,rPprr~Pt1tPd is mntf'rial to rst:1hli,h1!1rnt of 
the hnlul1t,· of the n!!enn· to the i111liYidunl und!'r this !'ection, the 
action 111:1/111• lirou!!ht al :i II\' ti111r within two nnr5 after di!'roYer_Y by 
the in1li,·id11:1\ of tlrr 111is1·e1·>resrntntion. Xoth1n!! in this sedion shnll 
be_ const1·111•d to nnthorize n11y ci,·il action In· rrn~on of nm· injury s11s
tnmr~I ns the n·~11lt of n disdcm1re of n rrt'orcl prior to the ;!TC'c-tfre <lat<' 
of this srrtion. 

"(h) Rw11Ts ,w L•:•:.\I. (it·.,Ro1., x:<.-For thr p11rpo:<r~ of _tlr_is srrtion, 
the pnre11t of n11y 111111or. or the lr)!:tl ~uarclinn of nny 111d1nrlunl_who 
hns _l>L•rn 1h•l'lan•d to h1• i111·01111)1'tl'11t t.l11e to physical or 111rntnl 1nr:1- • 
pnrity or"!!'' h~· a rn11rt of ro1111wtt>nt j11ri~dietion.. mnY art on b1•hnlf 
of thr indi,·icl11al. • • 

"(i) (1) Cn1mx.\1. Pi::X.\LTn:s.-.\nY officrr or emplo~·ee of nn 
ngc~ey, who by ,·irt 11 r of his emplo.rn1r'nt or ollil'ial p~sit\on .. h_ns pos
scs..;1011 of. 01· nl'cr!',; to. :l!!Cllc\" rrcnnls which cont:1111 111d1nd11nlly 
ide~tifinblr. infor111ntio11 tl;r disdo,urc of which is prohihitrcl by this 
section or by rnh•s or rt'!!11lnti1111s 1•,tahli,lwd then•unclrr. and who 
knowi~g- thnt di,L'los11re o·f th<" sprcific mntl•rinl is so prohibitl'<l. will
full_:r c\1sclo~rs thr 11_1:itrrial in nny mnnni>r to nn~· prr!'on or n~enc~· not 
ent,tlt>d to n•1·1•11·e 1t, shall bl' !!Hilty of a mis,kmranor nnd fined not 
more than ~.i ..0\10. e- • 

"(:?) .. \11 _,· ollin•r 01· t•111plon•1• of any 11!!<'11<'\" who will full~· maintain!' 
11 sy~tem of n•,·onl,; wit ho11t mr,·tin,; tlil' 11<~tir,• n•1111irPm1·11ts of s11h-
5"ction (e) \ -f) of tlri,- ~l'clion ~hnll 1it,.,11i It y of n mi;.1h•nlC'n11or and fined 
not mon• t h:rn ~--•.lliHJ. ,.. • 

"(:!) ..\11_,· 1wr,:011 who knnwin!!ly 1111,I willfully rNpl('Sts or ohtains 
nny r1•1·onl ,·011t·l'r11i11!! :111 illlliYidu:1I fr.,111 an :1!!1•111·,· nlllll'r f:11~,, prr
ten&•s shall hi' !!Hilt,· of a mi~d,·111r:1uor and fi111·d 1101· mon• thnn ~ .i,1lOtl. 

"(j) (it:xt:1::\1. Exn11-r1t•X~.-Thr h,•ad of fill\' :t!!C'llr\' mny promul
J?DI~ rulr,. in :1<·t·ord:1111·,• wirh tit,, fl''lllirr111r1it,-

0 

(in<'l11<1inir 1crn~rat 
nollr<') of :'l'l'tinns ;,;,:\ ( I,) (I).(::!\. nnd (:l). (r). 1111d (e) of tins t1tlr. 
to <'xrmpt an,· ~,-~trm of n•,·nrd,; within thr :l!!•'lll' \" from nn_v pnrt of 
thissedion rxcr1;t sub~,·l·tions (b), (c) (I) nnd (:!), (e) (-!)(.\)through 
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_(F), (1·)(li) , (i), \\I), (111) , ancl (11),and (i) ifthesy~trmof recor<ls 
IS-

'•( I) 111ai11tai1ll'd 1>1· t lir ('1•111 ra 1 I11trlligr1wr .\/!C' II <'_\'; or . 
''(i) 111ai1,1ai111·d 1;y a11 ag1•111·y or co11qw111•11l tlien:of wli1ch 

J><'rfon11s as it:' pri1ll' i1,al fnwtio11 a11_v al'li\·it .,· prrtai11111g lo tlie 
1•.11fori·1·11 :,·11t or 1-ri111i11al law, . i1wl11di11/! pol in· <"ll'ort ~ to 1•n~\·r ~1t, 
eontrol, or n•tl1w1· l"ri1111, or t" appn·he11d c ri111i11al ~, am! th r acl1\·
iti1•s of prrN•c111or,, c-011rts. c.:oi-r1•ctio11al . prol1ati1111, panlo11 , 01· 

pan,lr a11tl,n1·iti ..~. an,! wlii c.: h ,·011 , i, t~ of ( .\) i11for111atio11 co111-
pile1l for tl11• Jllll')H>"<' of iclr11tifyi11!! i11di\·icl11al <"~·i111i11al olil'11clr1s 
and 11111'/!<"d 011'1 ·11,:1•rs a11cl 1·011-i ,; ting 1111h· of 1dC'11tifn11g data 
nnd 11otatio11,; of arn•; t-. thr 11at11rr and i°li , po~iti1111 ,,r <Ti11,i11al 
charg1•s, s1•11tc•11 r i11g, co11fi111•1111•11t , rel1•:t !,C', n11d parole a1 :<l proba
tion status; I I\) i11fnn11ation c11111pill'd for tlie 1111q1<1-1• of :t 
~rimi1!al inn~~1;;:atio11. intl11ili11g n •ports of i11f11rnia1,ts an,! 
lllYC'St1galor,. anti a,- n,·iatrd \\'ith al! id1•ntiliabl1· i11d11·1d11al; or 
(C) !'!'port s i1]!'11tifial,lc to a11 i11,li\'iJ11al co111nill'1l at a11\' ~tagc 
of thr pnw<':':' of r11for,·,-11,1•11t o{ th!' rri111i11ai la11·,; ft-oni nrn·,-;l 
or i1_ulid111r11t thro11!.!h rrlc•a<r fro111 Hlprn·i~ion. 

:\t the 1(1111' rnl"" arc ad!Jj>tl'd 1m1ll'r this sub, cdion. the agrnc_y ~hall 
mchulr Ill 1l1r ,lal!'111r111 n •q11in•1l 1111d,•r ,Pc-lion ;,531d of this t11I.-. 
ti!<\ r!'a~rnis _why th!' sy:-11•111 of n·c,,nls is to be cxemptc<l from a pro
n~10n of il11~ ,t•C"tion . 

"( k) :::i1·i:c·-ww E :o:~wnox:-.-Thc hra,\ of anv :t"'cncv may pro
mu_lgate r11lrs. _in n1·ronln11C":' \\'ith thr rrq11irrr11rnts (i~clu c'!in;:! !!Cll~nd 
notice) of :-r,·tH111s ;,;,:\ (lJ) (!) , (:!) . a11d (:1). (c). and (r) of this title, 
to ex<'n1pt :tn\· :-y, trm of rrl'or,l~ \\'ithin tl1e n!!PllC'\' frrim s11IJ~t•d ion;; 
(_c) (:3), (,\). ll') (1 ). (r)l-1) ((i), .(II), :incl (l)a 

0 

11(l ({) of this ~cc
hon 1f the sr•tr111 of r<"C"onls i~-

" (I) 's11l,jPc-t to the 1;r~\-i:' io11 s of ~C"dion ;,;,2 (I,) ( 1) of th is titIr: 
"(2) inw~ti!!atory 111:itrrial C"ornpilr,1 for law rnforcc•mrnt_ pur

poses. othrr th ,111 11:ntrrial within thr :-ropr of rnhs<"c-tion ( J) I~_) 
of this ~r,·ti1111 : /'r, , ,·irl,·,[. lin11·n·cr. That if n11\' indiviil11al IS 

dcnil',1 au\· ri!!hl. pri\·il rgr. or 1,rnrfit that hr \;·ould olhE'_n.-i"l' 
be entitl,,,l l1\· F1•d1•ral law. o1- for whi<"h hr would othrrw1:'c he> 
eligil,le. as a rrsult of the maintrn :111 C"e of such material. such 
material ~hall hr JH·m·i1lc-d to s11C'h intli\'idu:11. cxc-rpt to thr rxtrnt 
that the- cli:-1·l,1~11rr of , 1wh mntrrial wonlil rcwal thr i,l1>11tit)· of 
R. so111·t·c who forni~hrd i11forniatinn to the (ion•r11nw11t mHlrr a11 
exprrss pro111isr that tl,r i,lrntit\· of thr so11rc-r \rn11l,l he hPld in 
confiilenrr. or. prior to thr rffr;.tirr datr of this s1>ction. under 
on implir,l pro111i sc that the identity of thr sour<"e woulcl be held 
in conficlrnC"e; 
. "(!I) mai111ai11r1l in ,-011nrrtio11 \\'ith pr01·icli11µ: prot~cti:·r_ serv
ices to the Prrs1drnt of rhe 1; nitcd States 01· other md1nduals 
pur,:11nnt to ~,•ct io11 :;11;,1; of I itlc Jf;: 

"(4) rrq11in·J hy statute to be maintainr<l a11cl usrd folely as 
statistical records: 

" ( 5) inH•st igatory material rompilecl sol ely for thr purpose of 
detrrmining ~11it:ilJilil\·. <"li!.!il,ilitv. or 'Jllalifi!'atio11s for F,•ilrral 
civilian e111plo~·111c11t.· military s,•nicr. Fedrral c-ontracts. or 
access to c-lassilird inforn1ation. l111t onlr to thr extent that. the> 
discl,)slll·l' of :-iwh r11:1tt>rial would n·,·1•af the idr11titv of a source 
-..·ho furnisl11·d i11forr11:1tio11 to Iii!! (i<l':rrmnrnt 1111.i;,r an rxprrss 
promise that the identity of the source ,rnuld be held i11 conti
dcnce, or, prim to tlie effective date of this section, 11n<ll•r an 
impli,·cl pro111i,;;• that thl' i,li·ntity of tlie source would be l1rl<l in 
l'Olllid1•Jll'(' ; • 

"(G) lrstill ;! 01· ex:1111i11atio11 m:1tl'J'i:1I IM'U soh•ly to _del('.nnine 
iudi\'idual 1111:1liti,·atiu11s for appui111111r11t or pro111ot1on Ill the 
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F Plh•ral Sl'ITi,· .. •tlH• dis,·los 111·,· of whi ch would compromise the 
olij,·di1·ity or fairnc~ of tlH, ll•s ti11g or examination process; or 

.. ( i) 1• Y,tl11atio 11 11 1;ll l'rial 11 ~P<I t.o d Pl.t- r111i11e pot r ntinl for pro-
1111)t io11 i11 tlH• am1ed Sl'.1·,·icl'S. li11t. 011 lv to the ext ent that the 
di s,·los11rn of s 1wh m a t Prial 11"011lcl n'Y<'a·l th e idc-ntity of a source 
wltl) f11rni s hr<l in fnrlll:lt ion !11 t lll' (im·P rn111ent. nnd;·r an express 
p romi se tha t. the idr.ntit y of the source wonl<l be hcl<l in <:o nli
dcncc, or, pl'ior to the c ffectil'!•. dat e of thi s :-Pel ion. llll(ler :111 
impfo·d promise that the i,lcntity of the source would bc- lwl<I in 
conlid,!nce. 

At 1111 • 1_i11ll' nil,·s :tl'l' adoptPd 1111d1•1· this s11lisPdio11. the ngen c_y s)rnll 
i11c l11d,· 111 th,· st alPnH•11t rc·q11in•d 1md,·r S<'dion ,,.-,:1 (c) of tl11s ti t le, 
(ill'- rra so11s ""hy thr !'-_yst,·111 of n•, ·ords is to ]I(• 1•xPn1pt1><l from a pro
vision o f this sr.r tion. 

.. (I) ( I ) .\1 ..-1 111".11. I:1-: l'ln:11,-.-Ea<" h ag,•11,·_1· l'l'<'nnl which is ar('epted 
11\" I ill· .\dni i II isl mtor of ( ;.,1, p1·:1 I ;-:,,n·i, ·P~ for stora gt• , prot·Pssing, and 
s r• t"l"i, · i11g 111 :tt·, ·on l:111!'<' \\"itlt St'dio11 :1w:1 of tit It• -1-J. shall. for thP pur
l'"' "" 111' th is s,•,·l io11 , ht• n1 11 s id,•n•d to 111• 111 ,1 i11tai1wd by the agency 
wlt i, ·h d .. pos itt•d tl1t• rr,·onl a nd sl, all 111· ~11hjt•1·t to tht, prodsions of 
1hi ~ s1•,· ti1111 . Tiu• .\d 111inistr:it11r of (i1·111·rnl ;-:,.'nin·s shall not di sl' loso 
t Ill'- n•1·,,, -,1 1·,,·,·1,t III t Ii,• :l!.'.<'IH'Y ll"h i, ·h 111:1 i11t:1 ins tlu• n'1 ·orrl. or 1111drr 
ndPs l'Stahli sh l'1 l- liy that agpnr.y whil' h nn• 110! i1ll'onsistPn t with the 
pro1·i s i1111:" oft hi s s,•1·1 ion . . _ . . . . . 

"(~) l·. ,u ·h a grlll'_I' n't·onl pr r t a 111111g to an ulcnt1finhle md1v11lual 
whi,· h 11":t ~ t r,111 ~f, •1 -rl'd to !he Xat.ional _\rd,ives of the United States 
" ~ a n•,·ord ll"hi c lt has s11ffi<'iP11t. hi stori,·al or other value to warrant 
it·s ,·0111 inurd pn•spn •at ion hy the U nitt•d Stati,s <lovernment, prior to 
t ill , e tl' ,·,·I in• d att• oft 1, is srl'I ion, shall, for t he p11q10s1,s of this !'Section, 
111 , 1·011sid,•n•d In '"' 111ai111ai1H•d l,\' tlit• .\"ational .\rl'hivrs and shall 
110!. I"' s »l,_j ,• ,·t tnlh,· p1·11,·is io11s of ·1 his s,•, ·t ion. <'X t'PJJt. thnt a s t.ntr 111ent 
g,• 1u•1·ally d,•s• Til,i11g s 1wlt n •,·11rds ( 11111dt•lt•d aflr1 · tht• rP< p1 irc111rnts 
ndati11g_to n•,·onls s11l1jl' l' !. to sulise<" tions (e ) ( -1-) (A) t.h rnugh (0) of 
1 hi s ,;, •, ·t1011) shall lie p11hlislu·d in t l11, Ft'dt•rn l HPgistr r. 

"(3) E:tl'h :q.!1•ncy n•,·o rd pertai 11i11/.! to an irlPntiliable individual 
,d1i r h is l. r:111s ft•1Tl'd to ti n• Katio1111l Archivrs of th e United States ns 
,. ,-..,·ord ll"hi,·h has s11fli,·ic- 11 t hi~tori <' :tl or othr r \'alue to w11rrnnt its 
co11ti11u1•d JH'1•s•.\rrntill11 hy tlH, l1uit<•d St al l's <lon,rn111ent, on or after 
t li t> ('tl'1 •1· l in• 1late. of this ~<•ct ion, ~ha ll , for th,• purposes o f this srct.ion, 
l,l' t'Ollsi.!1•1·,·d to be n1ai ntaill(•d h\· !ht• Xation:tl .\rch ives and slutll be 
l' Xt•111pt from th l' l"t'f]llirl'llll'nts of this scdio11 l'XC<'pl s11bsections (e) (4) 
( . \) 1l1 r1111g h ((i ) and (l') (!I) 11[ this s,•,·tion. 

"(1 11 ) (;11n:1::o,tE:-,;T Co:-nnACTuns.-\V\11~11 an 11gr11r.y provides by a 
,·o ut r:11'!. fo r ti"' OJ>l\m tio11 liy or on belialf_of the n:.,'l!J\cy of a system 
nf n •,·o n\s t o a,·,·0111pl!sh an ngt•n,·y fu1t~t1011, t he 11gency shall , con
~i~ll'lll. " ·,ti, it s a11 tho n t_y, t· :t11se t.lu• n •11111rr.1uents o( this section to he 
a ppli l•d to s 11 1'!1 syst r 1u . Fo1· p11rpost• s o f s11hsl'dio11 (i) of this st>t'tion 
iul\· s 11 l' h contractor mHI any t•n1p lnn•I' of sudt ,·outn\t'tor, if s11 <'h 
,·011trad is agr<'rtl to on tir aftl'r th1> e/rerti-r-e dat e of this se('tion, shnll 
IH' ,·011sidP1·p1J to lw an !'11 1ployl·e of 1111 ngenl'y. 

'' (n) i\f.\ 11.r :-,;1; L1s-rs.-- .\11 indiYitlual 's n:1111c 1111(] address may not 
ht• sol ti or n•11tPd by an agt'lll'Y 1111\t•ss s1 1t·h ad.ion is sp rri fknlly author
i ✓, t•c l l,y la ll". This provis ion shall not be construed to recp1ire the 
\\"it hho lding of nanws 1111d a<ldrrssl's ntl1t•nvisl'. 1w rmit1ed to be mad!\ 
puli li... 

" ( o) REP<Hn- n:-,; XE\\' SYs-ri-:~1s.-Ea ,·h a/.!."l'lll'." shnll providl' :ttlt-qnatc 
:Hl\' :UH'l'. 1101 it'l' t o Congn·ss :t11d thl' O ll i,·,• of ~La11ag,•1111•11t aud H11<lget. 
of any proposal to p;;t al,li s h or altt•I' nny sys!Pm of l'l' l'onls in onlrr 
t o IH'rn1it. a11 1•v:il11111 inn of tl1r proli:ihle or potP11tial effp1•t of s 11 C' h 
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prnpo,nl on the pri1·nr~· nnrl othrr prrsonnl or propHt _\' rights o_f 
1111h1·id11al~ or tlar di,:,: lo,:11rc of infor111ntio11 n•latin;.! to ~111: h i111li
,·id11al~, 1111<1 it~ rlh•rt 011 the prl'~errntio11 of the con~titutional 
principll's of fr,h·rali~111 :wd ~eparat ion of 1,owr-rs. 

"(p) Axxe.11. J:1:1•111:T.--Tl1t• l'n·~id,·nt ~hall s ubmit to thr ~praker 
of tlir 111111,e :11111 tlir l'n·sicl1•11t of thr :-:r11alr. I,\' ,June ;~,l ,,f carh 
cah•11tlar yrar. :1 1·1J11 , 11li ,l:11 c•,11·rp11rl. ,1·1•aratrly li ,-tit1;.! fnr ra.-11 Fr,l 
crnl a~enry the 1111mber ,,t' records contained in any system of rccnnls 
whil'h were rxr111ptrcl fr-11111 t lie n ppli, ·at i1111 of this ::l·•·t io11 under ! he 
p1·01·isio11;; of s11l ,,:rrtio11s (j) an,! (k) of thi ., ~cc:tion cl11rin~ the prc
crdin~ ralend:11· year. n11,l the rr:1 ~011~ for thr <'XC'lll(ltin11s . anu. s uch 
other i11fon11ati1111 a;; i11dirntes effort;; to a1lmi11i ~ter fulh· thi o: >ection. 

(q) En-t:1T ,,r (h111:1: L .111·s.-\'o :l/!<' IWY , hall rrl~· 0°11 any cxrmp
tion ro11taim•d i11 , r cti1111 :,.i:! of thi ;; titlt• to withhold from :in i11di
l'idual any rrn,nl whi1 ·!1 is otherwi,e ncce:-sible to s11ch ill(li1·i<lual 
under the jirm·i-ions of 1 !i:s srrtion.". 

St:c. -l . The i-11:i.ptrr analysis of l'hnptcr 3 of title ;1, rnited States 
Code, i;; nmrn,lecl liy in,,•rting: 
""!i,.".2.i. RN:nnl ~ nhn11t lnc1i,·i•l11:ils ." 

imme<lintely l><'low: 
..W:?. Put.,llc information; fH!t'11cy rules, opinion~, ort.:crs, and proc-e-edlngs .". 

St:r. 5. (n) (I) Then• i;; r;;tnloli:-:hed n l'rirnrY Protrcti on ~Inch· 
Cu111111i,~io11 (l,t•n•innftl'l' rl'f1•1Tl'd to :is thr 1·('on1111i:':;io11'") which 
shall l,e co111po:'t•,l of :-:t•1·,•11 111eml ,r rs n;; follows: 

(.\) three nppoi11tc•d h.1· thr l'n·~id r nt of the Cnited ~tntes, 
(B) two nppuint,•,l li1· the l're;;i ile11t o f thr ~ennte. nlHI 

. (C) two appoi11t1·cl loi· the Speaker of the House of Hepre:'entn-
hws. 

l\Iemhers of lhC' C'on1n1i, 0 in11 shnll be choocn from nmon!! per;:cms who. 
by renson of th <' ir k110\\·h•df!C nn<l experti;:r in :in~· o f the follo,..-ing 
nrcns--<·i1·i l r i!.!l ,t s :111cl l ilirrties, lnw. s11cin l o:l'i<•nrr;:, comp11trr t ech
nolo/!'y, h11~in1•,:,. n •ronl- 111nnng-<'111ent. ancl ~fate :ind local go1·ern
ment-nrr w1•1l '\ualifii•il fnr ~,•nice on the Commis;: ion. 

(2) The mr111 ,rrs of the Commi,sion shn ll elect a Chnirmnn from 
among themsclHs. 
. (3) .Any Yac:1n,·y in thr memhc1'!'hip of the Commis, ion. ns long ns 
there nre four mrmhcr;: in oflice. shall not impair the power of the 
Commission !mt shnll I"• tilled in the same mn1111er in which the ori!!inal 
appointment WB ma,ll' . -

(-l) . \ <111or111,1 of tli,• ('01i1mission shnll consist of a majority of 
the 111e111l ,r r,;, l'X<'<'[>t tl1:1r the C'on1111issinn may estnl,li~h a lmwr 1111111-
bcr ns n q11ornm for I :u, purpose of tnkini! testimon\'. The Com
mi~ion is nuthori ze, I t,) ·,,;:tablish such comniittl'l'S :ind clelr!!nte such 
authority to th,•1n :is n o: I\' Ul' nl'crssan· to rnrn· out its fon c- tions. 
Ench mrmher of thr ('0111 ..ni,sion. i11l'luiiin!! the Chairman. sha ll have 
equnl resp,11"iliilit~· and authority in all drrisions nn,l :t<'lions of the 
Commission, shall hn1·r f nll n<'crss to all information nr,·e;::'nry to the 
JX'rform:1111·1• of tl«•ir fo1,ctions. nn,J shall hnn• one \'Otr. a\ rt ion of 
the Commis;:ion ~hnll 1,,. ,ll•terminr,\ Ly a 111 :i jority votr of thl' me(ll· 
hers present. Tlir ('h:1in11an (or n mrmhrr tlrs i!!nall'd by the Chnrr
mnn to )I(' n1·tit1!! ('h :1in11:1 n) shall II!' the otli, ·ial ,pokPs111:1n of _the 
Commi~sion in it~ rrlati <, 11s with thr Con!!rrs~. (,oHrnment n!!enc1rs. 
other persons. an,I tht• p11l,lic, n1Hl. on l1t•h :ilf of the Co111111i ssio11. shnll 
8('0 to thr. faithful l'X< 01·11 1inn of tlir ad111ini,trati,·r policir< :ind dC'e i
sions of thr C'11111111i~~inn . :1111) shall n•port th1•rrnn to the Commission 
from ti111r to ti111t• or as tlir. Co111111ission may direct. 

l 
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( .-,) (,\) \\"!11"11!',·· pr th P Co111111ission submits nny bm.l~ct rstimnte 
or n•q111•s1 tn t hr l'n•s i,lt•nt or th e Ollicl' of :.\f:tn:1gL•J11e11t anrl Buclgct, 
it ~11, 111 c1111,· 111-r,·11th· tra11slllit. a rupy

0 
of that rcq1wst to Congress. 

( H) \\"h <' 11l',·1·r ri,t> C'om111ission s11bmits_ any_!l'gislntive rec?mmen
tl:it ion~. or l!·st i111011y . o r eom111ents on lcg1sl:1t1on to the Pres!clent or 
( >Iii, ·,· n I' .\I :111:t!!<' IIH'lll and Bmlgc•t . it shall t:nnr·unl•nt ly tra11s1111t n copy 
1l11·1'(•11 f to tlH: ('011!!1 '1'SS. ~o onicer or n_gPnr.r of the Unit.eel St.ates 
~ltall ha,·,, n11 v nut'hority to n•'luire the Comlllissio11 to suL111it its 
l1 •[!islat in' l'(·, ·;111111H•1ulat io11s, or testimony, or ron11ncnt s on lcgisla
t i;»>. to an,· o lli r1·r or tl"'c11ry of th e U ni ted ~tn,trs for npprovnl, com-
11wnts. 01· 'n·,·il'w, prim':' to thl' s11hmissio11 of sueh recon11nendntions, 
t ,·s ti111u11y, or L'o111111Pnts to the Congl'Css. 

(I>) Tl, c Con1111ission shnll-
( I) make a st 11cly of the rlatn banks, n11tomatr.rl rlatn process

i11!! pn,grallls. a11cl in format io11 syst1"111s of gov,•rnmPntal, 
rt'!!i1111:1l. a11cl p1·i,·at<' 01·g:111izatio11s, i11 order to dPtPrminc the 
~1 a11d:1nl s and p1·1w,,..l111·1·s in fon·p for tlu• prott•, ·tion of pPrsonnl 
i11 f'nnuat ion: an, I 

(~) rp1·01111111·11d to t.lw PresidPnt. and thP Congress t.he PXtPnt, 
if :111y. to wli i,·h tlw n'1plin·n1!'11ts and prinl' iph•s of section :i:):la 
of tit I.. ~,. \ i11it1•d ~t:1t,•s ('11,]1· , s!to11l1l 1,p ' applied to the i11formn-
1 inn pra.-t in•s ol' t hosp organi za t io11s 1,y h•gi~l111 io11, 11dn1inistrati,·r. 
:11'1 ion . 01· nil11nt a ry adopti on of s11rh rr.q11in•m,·11ts mui prin(' iplcs, 
:11 •tl r<'J11>rl 1111 s11l'l1 otlil·I" h•gislati\'e n•co111n1t•11tl:1tions as it. mn y 
.i ..1.. r111in1• to he JJl' <" l'Ss:1 ry to prot Pl' t thl' privacy of individnals 
"·l1i l .. 1111·.. ting- thl' J..giti111atu ncl' cls of g-o\'el'l1tlll'llt and socipty for 
i11 f'nn11:1t in11. 

( c· J ( J ) I II t 111' co111·sp of c-0 11<!11d ing the st tuly required under suh
S<'<"l inn ( h ) ( 1) of th is SPl'tion. 11111! in. its report s thereon, the Com

·111i ssi 1111111:1y 1·Psl't11 "<' h , Px:u11i1w, ancl unnlyze-
(A) int e rst atl' trnns f1•r of i11forn1ati o11 about individuals that 

is u ntl1•rt akl'1 1 through manna! fi!Ps or by computer or other (')ec-
1ro11 i<' 01· t<•lp1•ommm1ications me11 ns; 

( 11) data banks a11d i11fommtion programs nnd systems the 
orwr:1tio11 of which s ii.rnificantly or suLst:rntially affrrt the <'njoy
~nl•nt .. of t Ju, pri vacy and other pt•rsonnl nm! prop('rt.y rii.rhts of 
n,d11·1<l11:1ls; 

( ( ") th, - 11s1• of s,w i:il Sl'1 ·111·it _1· 1111ml1Prs. li1°l' nse plate nmnlt~r1,, 
1111in•r,-; :1I idl'ntifil·rs. and othl•r 1S_n11l,ols to identify indi\'id11als 
111 dat:1 lianks :11HI to gain a1·Cl'SS to, inf,,gratc, ·or l'l'ntra.li zc 
iII fon11:1 t i1111 systr111 s and Ii !Ps; and 

( I>) th l' rnal<'hi11g and analysis of statist.ica.1 data, sm·h as 
F ,·d, •r:11 ,-,.11;;11s data, with other ~011n·c•s of pPrsonal <lat.a, s1w h as 
:t 11t 1111101.i I,• n •gi st 1·i,•s :111d tPl l' ph on!' di n •do 1· irs. in orc:le1· to 
1·,,,·,11 1st nwt ind i ,·i clua 1 rPsponses ~o srnt isl i .. :1 1 1111<'stio11nnin'S for 
1· 011 1n H• t·1·1:1! 01· ntlH•1· purposrs, Ill a W:t\' which n•snlts in a 
\'iol:11 io11 nf !hp illlplil·d or expli citly n'c-.->gnizl'd ennfidr.ntiality 
of s1wh infor111ntio11 . 

(~) ( ,\) TlH· l'om111ission 111:1 .,· inr l11d r. in it s Px:unin:tt-ion p<'rrnnnl 
,, i11f11n11ati n11 :tl'!i\'itil's in th() following :ll"C':IS: nwdienl: inSlll":lJl('('j 

1•d11,·at.1011 ; P111p lo_1·11H•nt. a11rl pcrs01111Pl; r rPdit, lmnki11n- and finnnci nl 
i11stit11tio11s: <'l'l'dit b11rr.n11s ; thC' c·o111111prcial rPfHlltingin1l11stry: ,·able 
t l' l1: ,·is io11 :1 11d othl-r t Pll'<·omm1111i !'at ions mrdi:1; travel. hoti•l anil 
<•J1tl'tt:1i11111l'11t 1·esl'n·:1tio11s ; anrl p]t,rtrnnic clt rrk proc•pssii1n-. 

(JI) Th1• Com111i,sion ~hall inelrnl,! in its PX:1m i11 :1tion n ;tudy of-
(_1) whcth,·r :l )h'l'~Oll c11gagPcl in interstat(' commen·r who 

rn :11_11h1 111s . a m nili11g list. shouhl br n•1111in,1l to rPmn,·r :111 
rnd1, ·_1dunl_ S llalll(' :111<1 ndrlrc'SS from Sll l'h li st 11))011 r<'<JIIP$t of 
t lt:1 1. 111dl\·1cl11 a l ; 
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(ii) whethrr th!' IntPrnnl Hrw1111r Service sho11l d 1,r pro 
hihiterl from trnnsfering indivirlunlly indentifinble datn to othrr 
:l"l'urirs nnil tn agt>ncirs of Stn(p govC' rnm <'ll~; 
' 

0 
(iii) whrther \hr Frclrrnl G'.1vr!·11_nw11t should br li :il,I" for 

gPnPrnl dn11rngr-s rn<_"urn'.d by nn rnd1ndnnl as the result~~ a w111-
1ul or intrntionnl nolnt10n or th e prov1s1ons of scct.1011s :i.,2u {g) 
(1) (C} or (I>) of title :i, llnit<•d :--tntes Code; and 

(iv) whrth1•r and how t!ie ~tanrlards f'.1r Sl'<_' lll'ity :m.J ron
fidPnti :ditv nf rrcords reqmred 1111rlrr srl't10n !\fi2n (l') (10) of 
such title· should lw applied wh!'n n record is disC'losrcl to :t 

pPrso11 othrr than n11 agPnry. . . 
({') Thi• C'o11u111ss1011 rna.\· st.11,ly ~11rh otlwr prrsonnl 111forn1nt1011 

net i \·itiPs ll<'l'l'"~" ry to c:a rry out. t l1t• 1:011:rrrssio11al pol iC'y Pllll1ocl iPcl i11 
this Act. rxrrpt thnt'the C.~m_mission sh'.lll 1~ot invC'stigat r i11forn1ntion 
systems mni11tai11Nl hy rel1g1ous ()rgnmznt1ons. 

(:!) Tu c-ondur.ti11~ such study, the Commission shnll-
(A) nPIPrrni!1r . ''.·hat l_n:,·s , Excc11til'e or_d~r~, r cg-ul nt ions. 

dirrctin\S, n11d )ltdwml rlec1s10ns gove.rn th(', nc-t1ntt!'S under study 
:mrl the cxtf'llt to whi r. It thev arc consistent with th,. right s of 
prirnry, dnP prnr!'ss of law, n11d othl·r gnarnntPrS in th,, 
Constitution; 

( B) drtPl'J11i111• to what l'Xt<•11t. :ron•rm11cntal and p1·i \':ti" 
i11for111atinn s\·stP111s nfTrr t FN!crnl-Stntr rrlntio11 s or thr 
principle of srpnration of pmn•rs; 

(C) examine the ~tnndnrds and critcrin gm·erninl! )ll'O/!l':IIIIS. 
policirs, nil(! prnd1rcs rrlnting · to tlw. collection, ,:o li c itinl,!. 
prorrssing. nsr.. nccrs,.;. intP/!l'Ution. dissrminafion, nn<l transmi s
sion of p1• 1-,:01rn l information ; and 

(D) tn thr. mnximnm rxtr11t pra cti r. alilP, rollrct a11cl 11tili z<' 
ti11cli11gs , n•ports, st11dirs, hPnring trnnsc ripts. nn<l n•c-0111n1rnrla 
tio11s of c-m·!'rnmPntal. lr:rislntil'P nnd pri\'nte hoclir.s. i11stih;tio11 s . 
orn-a11izn.tin11s. n11d i11rli,·id11als whirh prrtai11 to th!' prnlih•111 ,.; 
111~lrr st11,h· hv the. Clltlllllission . • • 

(cl) f11 nrldit1on' to its othrr funrtions thr Commission 111ay-
(l) n •q11rst assistn11rr of thr l, pncls of npproprintr drpnrtmrnts, 

ngrnri1•s, nnrl instrnmrntalitiPs of th" Frclrrnl Go,·Pl'lllltf'nt, of 
State nn_cl local /.!°''l'~nments, nn<l ot.hrr pPrsons in carrying- out 
its funrt1ons 11nrlrr tins Art: 

(2) upon recp1r~t. :_1ssist FPc!Prnl_agrn<'irs in romplyin/! with thr 
rrq11ircnt!'nts of srct1on :i!'i2n of t1tll' ii. lTnitrd Statps Coclc; 

(:!) clrtrnninr what spr_rifir rntrgorirs of information, the col
lPdinn of which _wo11lrl nolnt f' nn indi,·icl11al's right of pri,·nry . 
should l,e proh1l11terl by stat11tr. from roll rction hy Fc•drrnl :t/,!'PII · 

ciPs: nncl 
(4) upon rrqur.st. pr~J>nr<' rno_c!PI_ lrgislntion for 11sr hy :c-;tafr 

and local go,·rrnmr11ts III rstnhlJshm/! prorpc)urrs for ha11clli11/!, 
maintaining. nnd dissPminatin/.! prrsonnl information at. thr Stntr 
nncl ]oral lrl'<•I nncl prm·idc• s11rh tPrl111irnl assista11cf\ to S tair a11cl 
locn l govrl'llmrnts ns thry _ma.\: rrq11ire in the prPparntion nncl 
irnplP111r11tntio11 of swh lr:r1slnt.1011. 

( p) (I) Thr. Commission_rnny, in cnn_-yi111! out its fun<'tion s 11ndr1· 
this sPC'lion. C'011cl 11 rt snrh mspPd1ons. s it nnrl act nt. s11rh tirnPs nncl 
plac·Ps. hold snch l11•ari111,!S, tak<' s1wh IC'stimo11y, n•qnirr l,y s11bp1•11a 
the attPnclarH·!' o r sud, w1t11C'ssr.s nnrl thr procluction of s11<'h books. 
records. pnpC'rS. c·orrPsponcll'1wr., nncl clorun1ents. administer scl<'h 
oaths, ha,·c such pr_i11ti11g :1111! hincli1_1g clo11r. nncl makr. s1wl, Pxprncli 
turf'S ns thr Com1111ssron clr.Prns arlvisahlf' . A suhpPna shn 11 hf' is,.;11C'd 
only upon nn :11lirn1at in• ,·otC' or a majority of :111 lllPmlwrs of th" ( '0111-

https://rrqur.st
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mission. Sul,pr11:1s shall lic i:-Stll'<l 1111dl'r the si,gnat.ure of the <:'hair-
111 a 11 or n11y llll'llil,,-r nf th<• Commis,-ion designated by t)1e ChnIJ"man 
and shall Ix- :'{·n t•d hy any 1u•1-,..on drsignated by the Cha\~·n:inn or any 
s11ch 111Pml,rr. . .\n,· 1111·111l>1·r of thr Commission mav arlmm1ster oaths 
01· a fli rn1:1t ion,-: t" ,,·it 1H•,-.,1•s appc:t ring- before the Co1i1mission. 

(:2) ( .-\) Eiwh d,•pa 1·t lll!'llt. ngrn1:y. and inst.rumentnlity of the execu- · 
tin' hr:i11d1 of tin· (i11,·1• rn111!'nt is authorized to furnish to the Com-
111iss io11 , 11pon rr,ptP:-1 n1adr hy the Chairman, surh information, <lat.a, 
rrport s and s11.-!1 ot hl'J" assistance as the Commission deems necessary 
to en. IT\" 011! its fuwt ions unrlrr t.his sed ion. " 7hrnever the hrad of Reports, 

· transmi ttalnn_v s11;·h dPpnr! nu•11t, ngrncy, or inst rnmcnt4tlity submits a report to Commission.p11rs11 :111t. (o sl'<"f inn ;-,;-,:!a (o) of title ;\ , U nited ~fates Code, a eopy Ante, p. 1897.
of s11rh rrport shn II hP t ransmittr<l tothi' Commission. 

(B) In <":trrying out its functions and cxerrisin~ its powers under 
thi s ,-:rction. thr Commission may arrrpt from any such drpnrtment, 
ng<'11t·y. i11d,·pt•11d1·11t instr11mr11tality, tir other person any individu
nll y i11dP11t itialilr data if such data is necPssary to carry out such powers 
and f11nct ions. In any case in which the Commission accepts any 
such infor111ation. it shall assure that. the information is used only 
for the p11 rposr for whi rh it. is prn\"idecl, and upon complrtion of that 
Jllll'JHlse s1wlt information shall he dPsfroyrd or rPt11rnrd to such de
pa rt 11H•11t. :t/.!<'ncy, in<le1wndr.nt ~nstrumrntality, or person from which 
it. is nl,t:1i11rd. ns nppropriatr. 

(~) The Commissionshnll hnvethepowerto---
( _\.) appoint and fix thr <·omprnsation of an executive director, 

and sueh additional staff prrsunnrl ns may he necessary, without 
n•gard to the provisions of title .'i, lJnit.e<l StatPs Code, ~overn
ing appointments in thr competiti ve srrviee, nn<l without rrgard 
to d1apt.cr :il nn<l s11hchaptcr III of rhapter Ml of such title re s use s101, 
lating to r.lassification nnd 0rneml Schedule pny rates, hut at rntrs 5331. 
not. Ill excess of the maxmmm rutr for GS-18 of the Grneral 
Sd1edulc un<lrr section :,002 of sueh title; and 5 USC 5332 

(TI) procure temporary and intrrmittcnt S<'tTicrs t.o the sam<' note. 
PxtPnt. as is authorized by section :HO!l of title 5, United States 
Code, 

The Commission may <l<•lrg-atr. any of its functions to such personnel 
of 1hl' ( '0111111issio11 as the Commission may designate and may 
nutJ,orizP s1wh surrcssivr redelegat.ions of such functions as it may 
<l<' l'll1 dL•sir-ahle. 

( ~) Thr ( '01n111ission is a11thorize<l-
(A) to atlopt., n.me11<l, and rcpral rules nnrl re~ulations g9vern Rules and 

i11g- tl1e manner _of its operations, organization. and personnel: regulations. 
( B) to Pntcr mto cont.mets or othl'r nnnniremcnts or modifica

tions tlH'n•of, with nny g-m·ernnwn!, any de1~artrnent. arrency or 
• I I • 1 • f ' "' ' 111< t'fWII< ,i· nt 1nstrn_11H:nta 1ty o tl1e l_' nitrd St.airs, or with any 
p1·rso11. firm, assocrnt.ron, or c-orporat1on, nncl such contracts or 
o!h<•r arrnn/.!cments. or modificat10ns thereof mav uc rnterrd into 
wit ho11t lt-gal ('OJISidcrat.ion, witho11t prdorn;anee or other bonds, 
antl without l'l'/.!a rcl to srction 3ill!l of t.hc Revisecl StatutPs, as 

" amr11d1•cl ( -11 H.S.C'. ;i); 
(C) tn makr adrnnc-r, progre;::s, and otl1t•r payments which the 

Commission dr.ems necrssarv 1111<lrr this Act without re.,ard to 
t.he. provisions of Sl'<'t ion 3G-!8 of the Re,·ised Statutrs, as a;1ended 
(::31 U.S.C. ii2!J); an<l 

(D) to takr such othrr artion as may be nrressn ry to cnrrv out 
its functions 11ndrr t hi~ sect.ion. • • 
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( f) ( 1) Earh Lt hr l 111r.111oor of t hr. Commi!<Sion who is nn officer or 
e.mployPr of thl' l1nitP1I Stat.cs shnll snrvr. wit.hont a<lrlitionnl rompcn
sation, but shall <'011ti111m to rrrcive the s11lnry of his rcgulnr posit"ion 
whrn rngagrcl in t.hr pl'rfor1111111,·1• of thr. clntil's wsl<·d in th,· Com
mission. 

(2) A mrmbrr oft hr. Commission of l11•r t hnn onr to whom pn mgra ph 
(1) applil's shall n •r·ri\'I' prr <li,•m at t.111• maxi11111111 daily ratr for 
(iS-1~ of 1111• Cil'rwrnl ~<'lw,iul .. ,,·h,•n rngag1•cl in thr u·,,111al pPr
formnnrr of th<' ,Jnti<'s wstl'tl int hr ( !11111missio11. 

(:l) All 1111•mbrrs of 1111• Commission shall hr r!'it11b111-sPd for · t.ran•i. 
subsistr.nrr, an<l othl'r nrrrssnry rxprnses inr111Tr.rl hy thrm in thl' pPr• 
fonna111·" of thr dntil's \'l'Strd in th l' Commission. 

(g) Thr Commission shall, from timi, to time, and in an nnnual 
rrport. ri•port to thr l'rrsidrnt. and t.hi, Congrrss on its 111'( i,·it irs in 
carrying out. th,, prrwisiom; of this srction. The Commission shn II 111akr 
a final r<'llllrt. to th<' J>n•sidrnt ancl to thr Congress 011 its fi11di11gs 
pursuant to thr stud,v rr<prirl'1l to Ill' mad<> und<'r s11l,srrtio11 (l,) (I) 
of this srr.tion not. lnt<·r than two yrars from th<' cbtt., 011 whirh all of 
the mrmh,•rs of thr Com111issio11 are appointrcl. Tim Cmnmission shall 
eras«• to rx;st thirty tlays aftrr· thr rlnte OJI which its Hnal n•.port is 
s11hmitt rcl to th<' l'rl'sidPnt nnrl tlll' Congn•ss. 

( h) (I) Any mcmJ.l•r. oflirrr, or rmployrr. of thr Commission who 
hv \·irtnr of his c•mploy11w11t. or oflicinl posit.ion, has possrssion ;,f, or 
n;., ...ss to. agl'111·y rn<'orcls which cont.nin individunlly identifiable infor
mation t hi, rli~losnrr of which is prohibit.r.d by t.his sr.ction. nncl who 
knowin/! that rlisl'losnrr. of the specific rnnt.rrial is so prohihitrd, will· 
fullv d1~1•loS<•s thr. ma.tPrial in any manner to nny pr.rson or a"l'.IH'V 

1 

not 'rnt itlrrl to rwrin, it. shnll he ·guilty of 11 misdrmr.nnor ana" fin<';I 
not morn t.han ~.-,.ooo. 

(:!) Anv 1wrson who kno\\'inJ!ly and willfully re.q11rsts or obtains 
an,· rl'cnrci ,·orw<'rlling :111 individual from the, Commission und<'r fat s.. 
pr;•trnsrs shall hr guilty of a misdrmranor and finc,cl not. more t ha11 
$/i,000. 

St:c. Ii. Tiu• ()fli,·r of :'.\lanagc•mr.nt. and Rnrlgr.t shnll-
( I) dr\'C•lop g11iclPli11rs and rrgulntions for thn usi, of a:rrnl'ies 

in implrmr11ti11g thr provisions of sr.dion !i!i2a of tit]p Ii, Unit.eel 
Stall's C'nclr. as aclclr,l h,v srd imi ~ of this Ar.t; nnd 

(2) proddP ,·ontinning- assistnnre to anrl oversig-ht. of thr irn
pll'111C•11t at ion of t hr prm·isions of such si,ct.ion by n:.:rnrirs. 

St:, ·. 7. (a) (I) 1t shall hr. mtlawful for nn~· Frclr.ral, Statr or lcll':il 
g-o,·rrnrni>nt agrm·~· t.o 1lr11y to any individun] any ·right., brnrfit. or 
pri\·ii<•1!P providrcl h~- law lll'rarrsr of such individual's refusal to clis
rlo:,<' his ~ol'ia l ,Pr11ritv 111·1·011nt. number. 

(~) th<' prm·isious· of pnrngrnph (1) of this suhsr.rtion shall not 
appl,v with rrsprr( to-- . . . , 

(A) anr ,1is,.Jos11ri>. wh1P-h rs rrqmrr.d by Frdcrnl st.atntr. or 
(B) th,: cliS<·losurr of n so,.inl sr.curity 1111mlwr to any Frd.. rnl, 

:--tntr or )oral n,.<'111'\' rnnintnining a srstrm of rrronls in 1•xistc11rl' 
a11cl ;,p,•rafi11g l1rfo 

0 

n ' .Tn1111nry ~. lfl7,,. if such di~clos11n, was 
rc•1p1irl'cl 1111d1•r statnll• or rP1-riilatro11 adopted pnor to such date to 
VPrifr the• iclrntitv of an indi,·ich!RI. 

(h) Ati\' Frclrral. ~tatP. or ]O<'nl gm·rrnmrnt ngrncy whirh re'(HPsts 
llll i11cli,·i;f11al to disc-losr his soc-ial spc-11rit.v IIC'<'0llnt n11111brr shall 
infor111 that i11cli,·id11al wltrthrr that clisclosure is manrlatorv or vol1111-
t.11r\', hr \\'hat statntor\' 01' nthrr authority SIIC'h numh!'r is solici t1•d, 
nn;I ,..i;at us<'~ \\'ill hi' ,ria,lr of it. • 
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Sr.c. R. Thr provisions of this Art ~hnll be effective on n11<1 n ftl'r the 
cfote of r nnr t ment., except thnt thr nmrndments mnde by S<'<:tions 3 and 
~ sha ll U<'C'Ome effective 270 dnys following the day on whirh this Act 
1s enactrd. 

SEr.. !I. ThPn'. is authorized to },., npproprin tl'd to cnrry out the pro
visions of !-l'cti.on 5 of this Act for /i,:caJ yenrs 1!)75, 19i6, nn<I 1!)77 the 
sum_ of $1 /,00,000, except that not more than $750,000 mny lw- expended 
durml! nn_v such fi scal yea r. 

A ppr oved December 31, 1974. 

HO'JSf: ·:;r r:o, 93-1416 acoor:i;mr\'{ing H,R, 16373 (r.o"""'• on Government 
Operat ions) , 

S~•ll, '.' ' c,;:- •C·ilT :10 . 93-11 83 (Comm. on Government Operations). 
cm,r. 0.::ss: s·:1-L RECORD, Vol. 120 (1974) : 

::ov . 21, cor.sidered and passed Senate. 
::e c . ! 1, considered and po.ssed House, amended, 1n lieu of 

H. R, 163 73, 
!.e c • l ;, Senate concurred in House amendment w: t h amendment s . 
!lee. 18, House conourred in Senate amendments. 

WJ::C.KV r-,: '.? !l.ATIOtl OF PRESlDF:l!'J'IAL DOClll'l"NTS , Vol. 11, No. 1 : 
,,a,, . l, Presidenti a l statement, 

0 
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88 SfAT. 1910 

Effec tive date. 
5 USC 552a 
n~te. 

Appropriation . 
s use 552a 
note. 
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Title 5--Adminlstratlve Pwlonnel 

CHAPTER I-CIVIL SERVICE COMMISSION 
PART 293-PERSONNEL RECORDS AND 

FILES 

,.ART 297-PROTECTION OF PRIVACY 
IN PERSONNEL RECORDS 

The Civil Service Commiaalon pub-
11.&hed In the F'Dll:IIAL RsoISna on May 
27, 1975 C40 FR 22842> a notice of pro
p()6eci rulemaking to amend 5 CPR Part 
293 by addin&' a subpart A and by estab-
11.shing a new Part 297 to lmplement 
provla!ons of the Privacy Act of 1974 
<Pub. L . 93-679). The propoeed amend
ment would add a new subpart A to 
Part 293 to eatablJah buic pollclea for 
Ul.e eat&bliahment and m&l.nten&nce cY! 
peraoonel IY•~ of recordl, iDcludlna 
uJesuarc11ns penonal Information about 
!ndtviduala coo&alned in manual and 
automated record ayatema. The propmed 
ammdment would alao eatabl!lh a new 
Part 297, 1ubpart A, to establish pro
cedures for protection of penonal in
formation contained 1n personnel rec
ords, !ncludin&' speclflc requirements re
garding the collection of personal tr.for
mation about !nd!vtduals, a.:cess to and 
correction and amendment of personnel 
records, and the d1sclosure of personal 
Information about individuals from per
sonnel record8. Interested persons were 
given 30 days In which to submit com
ments and suggestions reeardlni the 
proposed amendments. All comments 
submitted were (fiven due consideration. 

As a result of comments received, sub
part A, Part 293, and subpart A, Part 
297. are revised In their entirety and 
are hereby adopted as set forth below. 

E/!ectlve date. These rules are effec
tive September 27, 1975. 

1. In 5 CFR Part 293 , Subpart A la 
added a.s follows : 

Sutlpart A-aaalc l'olkles - llalnt_,.nce of 
f'erwonnef Reconh and fllft 

Sec. 
293.101 Purpooe. 
293 .102 Responsibility. 
293 .103 Publication or annual notlcea. 
293 . I 04 New u 11es o r Information. 
2g3 _105 Content or systeD1J1 or peraonnel 

reeor<ts. 
293 .106 Reports concerning changes to IIY ■· 

terns or per110nnel recor<18. 
293 .107 UM! o f Social Security Account 

Numbe r In peraonnel aysteDlJI or 
records . 

293 108 Collection or peraona l Information 
from lndlvl<1ual concerned. 

293 .109 Restric t ion on tn&lnteruwce o r cer
tain recor<18. 

293 .110 Rules or con<1uct. 
:;ig3 _111 Safeguar<11ng peraonal Information 

a bou t ln<11 v ldu al ■ conta1ne<1 In 
manual personnel recon1 systems . 

:293 .112 Bafegu ar<1 lng <1ata about ln <11v1<1-
uals con tained In autom ated. rec
or<1 syatema. 

293 113 Accounting o r the <11acloau res or 
personnel rec orc1■ . 

293 114 Annual report . 

AUTHORITY: Ii U .S .C. 652a; 3 CPR lg&4- J968 
c omp .. p . 206 . 

Subpart A-Basic Policies on Maintenance 
of Personnel Records and Files 

§ 2'1:l. 101 P urpo•.-. 
1a I The purpose of this subpart Is to 

se t fo rth the basic policies for governing 

IULES AND IEGULATIONS 

the establWunent, maintenance, and use 
of personnel records and rues for which 
the Civil Service Comm.!a!on Is respon
sible 1n accordance wtth 5 U.B.C. 552a. 
This subpart applies to any department 
and independent Mtabllahment in the 
executive branch of the Federal Govern
ment, includJ.n8 a Government corpora
Uon or Government controlled corpora
Uon, except the Central In~ence 
~ency and the Federal Bureau of 
Invest.!p,tion. 

<b> In this subpart: 
<ll "Record" means any Item, collec

Uon, or eroupina of informaUon about an 
individual that 1s maintained by an 
acency, includlna but not Umited to edu
caUon, tlna.nclal t.ranu.cUona, medical 
hlatory, and crlm1nal or employment hll
tory, when auch Information conta.lnl a 
name, or an Iden~ number, qmbol, 
or other ldentuytna particular uaipied 
to an individual, IUCh _. a ftllll1' or Yoice 
print; or photocraph; 

<2> "System of records" means a 
irroup of any records under the control 
of any agency from which information Is 
retrieved by the name of an Individual 
or by some !denUfytng number, symbol, 
or other !denUfytna particular aas~ed 
to an Individual; 

(3) "Routine uae" means, with respect; 
to the disclosure of a record, the use of 
such record for a purpose which Is com
patible wtth the purpose for which It was 
·collected; 

(4) "Personnel record" means any 
personal information maintained in a 
system of records as deftnec' In paragraph 
<bl <2> of this section that Is needed at 
all echelons of management for person
nel management proerams or processes 
such as staffing, employee development, 
retirement, and irrtevances and appeals ; 
and 

<5) "Commission" means Civil Service 
Commlaslon. 

§ %93,102 lk1pon1iblli1y. 

Cal Each Government agency Is re
sponsible for collecting and maintal.nl.na 
records associated with Its personnel 
management program. The Commission 
Is responsible for leadership In those 
areas of personnel policy and operations 
that must be uniform Government-wide. 

Cb) Speclflcally, the Commission Is re
sponsible for managing major Govern
ment-wide systems of personnel records 
as required by statute or Executive Order. 
For each system of personnel records the 
Comm!as!on: 

<1l Prescribes the contents, format, or 
methods of keeping the records ; and 

<2> Requires aiiencles or Commission 
offices to maintain and retrieve the rec
ords by Individual name or Identifying 
number. 

<c> In accordance with par~aphs 
<bl Cl> and <2> of this section, the Com
mission Is responsible for the follow!ng 
specific Government-wide systems of 
personnel records : 

<1l Appeals, Grievances, and Com
plaints Records ; 

<2> Confidential Employment and Fj0 

nancial Interest Statements, 

(3) General Personn el Records ; 
(4) Personnel Investigations Records ; 

and 
(5) Recrult.lmt, Examinin&', and Place

ment Records. 
Cd) In addition, the Commission is 

responsible for systems of records on In
dividuals that It maintains and uses en
tirely within the Commisa!on. These sys
terms of record.a are as follows: 

(1) Defenae Moblllzatlon Emergency 
cadre Records. 

(2) Civil Service Retirement Records. 
(3) Eucutlve AMignment and Inven

t.ory Records. 
<4> Pederal Executive Development 

Proeram Records. 
(5) Lltlnt1on and Political Activity 

(Hatch Act) Rlecord8. 
(6) Motor Vehicle Operator and Acci

dent Report Records. 
<7> Pa7, Leave, and Travel Records. 
(I) Personnel Research Test Vallda

Uon Recorda. 
<e> Each ..ency 1s responsible for 

ma1nta!nina and controlll~ ll)'lltema of 
peI'l!Onnel records, In add.It.ion to those 
11peclfted In paragraph <cl of t.h1s aectlon. 
that It keel)II, prescribes, or controla, ln
clud1.n8: 

<l) Personnel records maintained by 
arencies that are supplemental or related 
to the Government-wide systems of per
sonnel records for which the Commission 
1s responaible, but a re not spec!flcally re
quired by the Comm!as!on. 

<2> Personnel record!! maintained by 
agencies that are retrieved by Individual 
name or Identifying number as an agency 
conven!e1 ~ when the Commission does 
not require a,iencles to keep the recor ds 
In that manner. 
I! 293.lOS PuWlealion of annual noticrs. 

<a> A notice of the existence of per
sonnel records meeting the definition of 
a system of records as defined In this part 
shall be publlahed annually in the format 
prescribed by the General Services Ad
ministration In the F'lml:IIAL REGISTER . 
and shall Include: 

<1 > The name and location of thr 
system; 

(2 ) The categories of !nd!v!~als on 
whom records are maintained in the 
system; 

(3 ) The cateiiorles of records main 
tained In the system ; 

(4) Each routine use of the records 
contained in the system·, Including the 
categories of users and the purposes of 
such use; 

<5> The policies and practices of the 
agency regarding storage, retrtevability. 
access controls, retention, and disposal uf 
the records; 

<6> The title and bWl!ness address of 
the agency official who 1s responsible for 
the system of records ; 

<7) The aaency procedures whereby an 
Individual can request and ~elve J11 1· 

tlce as to whether,the system of person · 
nel records contains a record perw11 1· 
Ing to him ; 

<8) The agency procedures whereby ; ,, 
Individual can learn how access can 1,, 
gained to any record pertaining to tl 1;1 : 
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indi\': nunl In a particular system of per- Commission shall Identify 1n Chapter 297 Iected from ·third parttes, if tna.ccurate, 
sonrn:I r l'rnrds. a nd the procedure for of the Federal Personnel Manual those could result In an adverse determination 
correcun g or contesting Its conten t; and statutes, Executive Orders, or other au- to the Individual concerned; Cd> the ln-

(9 ) T he categories of sources of records thoriUes which authoriu agencies to formation supplied by an Individual must 
in the system. maintain personal lnformatton In sys- be verified by a third partf; or Ce> pro-

Cbl All sys tem11 of personnel records terns of personnel records that are re- visions are made t.o veri!J with the sub
that are m aintained by o.n agency are quired by the Comm.1!5alon. All other Items Ject individual lnformattcm collected 
subject to the reqnlrement to publlah • of information recorded ln systems of from a third party. 
an annual descriptive notice. The Com- personnel recorda shall be similarly Iden- Reatriction on ma.ln_tenance of§ 293.109i:n,15s!gn 1s responsible for pubJ..lshlng no- tiffed 1n an internal publication .bv thP certain reeorda. . 
tlcetl describing the system& of records agency. _ 
for which It ta responsible outlined 1n • • • - . . Personnel records describlna how lndi-
t 293.102. Agencies are resp0nsible for .. § 293•106 Reporu con~ clansee viduala exerche rlaht!I iiua,ranteed by the 
publliihln8' notices descrlb~ any aya- 10 ayatema of penioDDel record.a. Firat Amendment are prohibited unless 
temo of personnel records that they Ca> Agencies ah.all provide to Co~ . spec!flcally uthorized by statute, or by 
,naintain other than those outlined 1n the Office of Management and Bud.get, the Individual concerned. or unleu per-
§ 293 .102 Cc). • and for the period of lta exlatence, the tlnent to and within the scope of an au-

§ 293.10
.. N r . r · tJ Prlvacy Protection Study Commission. thorlzed law enforcement adn'1ty. Tlle 

10.. ew naee O orma on. advance notice o! any proposal to est.ab- exerciae of the&e rights lncludea, but •18 

( > Whenever there 18 change In llsh or alter any sylltem o! personnel rec- n ot limited to, rellgtous aruW>Olltical be
the routine use of a system of personnel ords.- 'I'l:wl report wUl be l!Ubmitted In liefs, freedom of speech and the presa, _ 
records published. previoll6ly In accord- accordance with &Uldellnes provided In and freedom o! e.ssemb1Y and to petition. 
e.nce with I 293.103, but at least 30 days the Office of ~ent and Budget/ Rules of coochsd.a 295.110prior to the publlcatlon of the next an- Circular No. A-108.- •. • 1< 

nual notice, the responsible agency or _ Uoe of .Le Social c,____. ..., ·Ac-: It ls the respc:nslblllty of the head~§ 293 107the Comm!ssion shall publl.sh 1n the FD- ... ~-, each agency to 8&5Ul"' that persona -
ERAL REGISTlm, 1n accor~ with 5 • · count Number ln penionnel ayalema volved In the d~ development,~ 
u.s.c. 553. a notice of 1nt.ention t.o es- of rec,orda. · ' tlon, or maintenance oflnflUU' ~ an 
tabllsh a new routin.e w;e !or the syst.em ·ca> Agencies ahall not deny any Ind!-. peI110llilel erocrd& are ocm f 
of records. The notice ahall contain the vldual 6IlY right, bene1lt, or privllese pro.. reQUlremmtll to protect the prtvacYth 

0 

following Information : , vided by law or the Commiaslcn becawie the lndlviduala who are subjects of e 
Cl ) The name o! the system of per- _ o! an lndividual'a refusal_to J)1'0V1de h1s records Employeeti should be Informed 

sonnel records for which the n ew rou- or her Social Becurlty Account Num~. of all the tmplicatlcma of their ~tiODII 
tine use Is to be established; _ Cb) The provisions p! J)IU'alfraPh <a > of 1n this ares !neludlnl ewectalb' • 

(2 ) The authority for the system of thla ·sectlon shall not apply with rupect Ca) That 'c:rtmm&l penalties are pro--
personnel records ; • to the disclosure of a Social Becurlty vided under 5 u.s.c. sect.ton 552& for 

(3> The purpose for which the record Account Number t.o any aaency ma.In- knowingly and wtllfullY dlscloainsu~ r:;
Is to be maintained : t&1n1ng a system of records 1n ex1stence • ord about an Individual withO eat of 

Cf > The proposed new routine use or and operating before January 1, 1975, lf written consent or the wrl":aci~ 11• 
uses: such disclosure was required under stat- that individual. or ~ted under aec-

(5 > The purpose of new routine use or ute, Executive Order, or regulation for one of the reasons ...., and -
use.s ; and • adopted prior to sur-h date to verify the tlon 297.109 of th1s ch&~J be subJd 

(6) The categories of recipients for Identity of an individual. Cb) That the ~ .-CODJlll7 with 
•each use. Cc> Agencies wlli 1LS11ure that a wrhten to civil suit due to failure..,.!'>105 2t7.l08, 

explanation ls dlstr1buted to each indi- the provisions of II-•· • 
Agencies shall publlsh routine uses ln vidual when an Individual la requested to 297.111 and 297.112 of th1B ch&ptel'. 
advan ce for all systems of personnel rec- disclose h1s or her 8oclal Security .Ac- • • -~-• lnfor
ords for which they are responsible. The count Number on & personnel form or § 293.111 Saf~~~tained 
Comm1sslon will publish such notices for document. The written explanation shall mation abo111 m el record _,..._.. 
systems of records. !or which It la re- 1n 1 d in manual penonn 
sponslble. Agency requests for additional c u The: • • • • -· •---- the· security and . ! Cl> e use or \mea that w1ll be made In order- to ....,_'.:'...':...... __,. to pro..__.
routine uses for systems o personnel rec- f th Social Bee of n,,;;uo-,...... ,..,.,..
ords for which the Comm.l.s61on .1a re- .o e urity Account Number; confldentJallta- ted tbreSUI or baz-
...,,..__,ble must be sent to : (2> The statute or authority under again.st any antic1P6 1n•......tty of such 
u"""""' which ~e 8ocla1 Security Acco1mt Num- ard8 to the aecurtty or .._.. 
Director, Bureau of Manpower Infonnatlon ber la sol1clted; and - • records. each &8eDCY sb,all : ttve techDl-

By,item11, U.B. ctvll Bervtce Ocimm1Ml.on. (3) Whether the d1scl.011ure of the Bo- ca> Establlsh adJniDlstr&lsto pro'tect per-
1900 K Street N.W., WMhlngton. D.C. ~ 111. clal Security Account Number 1s man- cal, and physical contro vtduala can

I 293.105 Content of uy11tems of penon datory or voluntary. . sonal lnfonnatton ab<>Ut Infrecords from 
nel recorda. § 293.108 Collect.Ion or penonal inf'or- ta1ned In manual personn~osure • EaCh 

Agencies shall maintain In system.a of _ mation from individual eoneerned. unauthoru.ed access or offlc~ 88-
,._ nly inf ti bo t , agency shall designate an nnel rec-

personnel recor...., o orma on a u Any Information used 1n whole or In ~•-ed to location where perso 1·an individual th.at ta relevant and neces- part 1n making a determination about sn --~ a shall be responstb e 
sary to accompllsh the personnel a d- individual' tghts be ords are stored who d account-s r . neftts, or privileges • for providing protection anll _.._es and
l!lini6tratlon purposes of the ageney re- under Federal nne1 ..... at a ......perso programs ability for such reco.--uo or..a~ are se-
QUired b;v statute or Executive Order. should, t.o the extent ·practlcable, be col- ins••-'-- that personne1 rec. "" wben-
Agendes shall Identify t h e specific pro-· lected dlrec~ tro the bJ ........... tamersm su ect lndi- cured In approprlaQ? con under --•-t
1'1slon 1n law which authorlze.s them to vidual "-enc 6 sh uld Inf r ILllA~v•• ,_ ..., o use ormatlon ever they are not In use O Personnel
lnalnta1n or propose to maintain lnfor- collected from the Individual, such as t f thortzed persons1tnatlon 1n B system of personnel records. that provided by the individual In the ap- con ro o au ____.., h Id or stored onlY 
Authortty to maintain a system of per- 11 ti f records may .J>e .....,.. , e 't1 are ade-

P ca on or employment , unless : Cal wh ere facill_ t1e11_ or condlthoorinszed access.
IOnnel records does not give the agency The n a ture of the Information Is such to t unau
\he authority to ma1nta1n any lnforma- . that It can only be obtained from a third quate preven el rds are not un-
llon merely beca'116e that Information Whenever personn rec<> thorized 
lllay be useful. but Instead permlt.6 the party ; (b) the cost of collecting the in- der the personal control of an a\ockable 
lbaintenance of ln!orma.tion which Is formation directly from the individual is person, they must be stor ed in d 
~levant and necessary. Agencies should unreasonable when compared with the metal filing cabinets or ID a secure 
teat ea.ch Item tn a system to ensure that cost of collecting It from a third party; r oom. Alternative storage facilities may 
1t Is both relevant and necessary. The Cc> there Is no risk tha~ l.n!ormatton col- be employed, provided they furnish an 
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eqm,·alent or greater degree of physical 
serunt y than the cited methods. 

, b , Access to and use of personnel rec
ords shall be permitted only to persons 
whose officia l duties require such access 
or . pursuant to § 297 .109 of this chapter , 
io a person io whom the pen;onnel record 
pertains or to his or her designated per 
sonal re presentative. To t he ex tent feasi
ble . access to areas where personnel rec
ords a re stored will be liml~ to only 
those persons whose official duties require 
work in such areas . P roper cont rol of per
sc,11nel records shall be m ain tained at all 
u mC's . includ ing an a ccoun ting of their 
removal f rom the stoq1ge area. 

,c, Each agency shall assure that all 
persons whose officia l dut1es require ac-
1·<'.,s to and use of personnel r ecords are 
adequately trained to protect the security 
and privacy of personn el records. 

,d, The disposal a nd destruction of 
pC' rsonnel records shall be in accordance 
with General Records Schedule 1 pro
mulgated by the General Services Ad
ministration or . alternatively , with any 
agency records control schedules ap
p roved b~· the National Archives and 
Records Service of the General Services 
Administration . 

~ 2'H. I 12 :-iah-11:uarding dala about indi
\ iJuul~ t·ontainNI in auto111&ted r ec
ord ~y~lt·m~. 

,a, Each agency shall establish ad
rnmistrative . technical, physical , and 
~ecunty safeguards to preven t unau
thorized disclosure, modification, or de
.,tructiun of identifiable personal data 
Ill ,,utomated systems of r ecords . T he6e 
~aiC'~uards sh a ll apply to a ll automated 
systems that contain person a.! data 
traceable to individuals . including a ll r e
ports ahd outputs from th ose systems 
wll1rll contain Identifiable persona l data. 
The safeguards must be sufficient to (1) 

prC',·ent ca reless. accidental. or uninten
ti ona l disc losure. modification, or de
.,tructiun of Identifiable persona l da ta · 
, ~, muumizC' the risk that skilled tech~ 
n1ru111s or knowledgeable persons could 
improperly obtain access to, modify, or 
de,troy identifiable personal data : and 
, 3 , to prevent casual entry by unskilled 
persuns who have no official reason for 
a\'<"ess to suc h data. Each agency sha ll 
dcsi~nate a n official assigned to a loca
t 10n where a utoma lA!d identifiable per 
, cllla l data arc processed. stored. or man
t:tmcd . who shall be responsible fo r the 
pr, 11 C' C"l 1,m and arrountabillty of a ll per
s. 11 1:II data m automated systems. includ
i11~ 111pu t and output documen ts. 
pu11d1ed card,. and magnetic tapes, 
ti 1, k .. ur rcro rd s. 

•h , Idf'ntifiable µersonal data may be 
"' ", .,,,_,f'ct . , torC'd. or maintained by a u to
lll.<lt' cl cla :a s,·s tRms only where facilities 
.. r n1 11 c!1t i<> r1s .,r" adequate to preven tun
a 11 tl 10: 11, ·d atT Pss to identifiable personal 
ti :i t. , 111 an _,· form. Whenever identi fi able 
p ,·: , 011:il d:ita. inc luding inµut and out-
1-: 1t d ,,r ulllents . punched ca rds, and mug-
1.,·1 ,,· tap<', o r d isks a re not under the 
p•·:·--, 11 :il n mtrol of an autho rized person. 
, .. ·:1 c!.1ta rn1L, t be s tored in adequate 
:. ). 1'1 •c! 10 :1t,a11\ (' r s or 1n a secured room . 
·1:j, • ,, .i : rn 11 1: n1wi1 require ment..,;;; how-, l 

ever, more ~trtngent physical securtty 
controls may be employed. 

<c > Access t.o and use of Identifiable 
personal data associated with automated 
data systems shall be limited t.o those 
persons wh06e official duties require such 
access. At all times and in whatever form 
the data might eppear, effective control 
shall be exercisetl over identifiable per
sona.! data associated with automated 
systems. 

Cdl Each agency sha.11 provide ade
quate training t.o all persons whooe offi
cial duties require access to. processing, 
or maintenance of identifiable personal 
data in aut.omated systems in order t.o 
achieve the security and privacy of per
sonal data. 

<e l The d!sposa,l of Identifiable per
sonal data Is t.o be accomplished in such 
a manner as to make the data unobtain
able to unauthorized personnel. Un
needed personal de.ta st.ored on reusable 
media such as magnetic tapes must be 
erased prior t.o release of the media for 
other uses. 

§ 293.113 Accounlins of the diado•ures 
of penonnd recorch. 

(al Unless made pUl'lluant to P8r&.
grapha Cal or Cb> of § 297.109 of this 
chapter, all disclosures of records cov
ered by this section sha.11 be accounted 
for by keeping a written record of the 
following information : c1 l Description 
of the record disclosed ; <2> the date, na
ture, and purpose of each disclosure of a. 
record to any person or to another 

~pert a 1111,,conl• tulnt•lnecl en lndivicluala 

sec. 
~97.101 ~ 
297 .102 Defl.nl tlOilB.. 
297 .103 Re&pon.&lbUlty . 
297 .104 Uses o r ln!O<'matlon. 
297.105 Btandnrd6 o r a.ccurncy. 
297.1 06 Procedures ror requesti n g tntonnn

tlon pertaining to Individual re,• . 
ords 111 a sys t.em or records . 

297.107 Requ1reo1e nts !or ldcn t 1ficat i<' t.. P~ 

. lndlvldua.ls making requesi.s for 
access. 

297.108 Access to personnel records by lnd.l · 
vtdua.l!I. 

297.109 Written consent for d.lsclooure. 
297.110 Notlficatlon or dlsclosure under 

comp1;1Mlry lega.l prooesa. 
297.111 Requ est ror correction or a.mend · 

ment or record. 
:297.1111 Revtew o r request !or correction or 

amendmen t or record. 
:297.113 Rev iew or tnltlAI adverse determ.l n a· 

t lon on correction or amendment . 
:297.ll4 Dl.!leloaure of record to pern<m other 

t han the lndlvtdual to whom It 
pertains. 

:297.115 P'ees. 
297.ll6 Publlca.tlon or rules and procedures 
297.117 Bpecl!lc es.emptions. 

AUTHOaJ:TY: (G U .S.C. 562&); oec . 4 , E.0 
10561 ; 3 CFR 11164-1958 Comp .. p. :.105. 

Subpart A--Reconi1, Maintained on 
lndivldu 111 

§ 297.101 Purpo,,e. 
The purpose of this pe,rt, Is to set forth 

the basic policies of the commission on 
proteotlon of individual privacy in regard 
to personnel records and files maintained 
wllihin Uw Federal Govenunelllt. This 

agency; and (3) the name and address · part a pplies to any department and in
of f4}e person t.o whom the disclosure Is dependen t establshment in the executive 
made. No accounting Is necessary for in branch of the Federal Government , in
formatton disclosed pursuant t.o Part 294 cluding a G overnment corporation or 
of this chapter. • Government controlled cocpora.tion , ex

<b l The accounting of disclosures ms_y 
be recorded in any system an agency 
determines is sufficient for this purpose. • 
However. the agency must be able to 
construct from Its system a listing of all 
disclosures. The accounting should pro
vide a cr06S-reference to the Justification 
or basis upon which the release was 
made, including any written documenta
tion required when reconis are released 
for statistical or law enforcement pur
poses. The agency must retain the ac
counting for tlve years or the life of the 
record, wWchever is longer, after the dis
closure for which the accounting ls made. 

<c > For purposes of this part, the sys
tem of accounting of disclosures Is not a 
system of records wlder the definition In 
§ 293.101 Cb l and no accounting need be 
m aintained for disclosure of the account
ing of dlsclooures. 

§ 293. l 14 Annual report. 

By April 30th of each year, agencies 
will submit to the Office of Management 
and Budget. wi th a. copy to the Commis
sion , a report covering activities under 
the Privacy Act of 1974 as they relate t.o 
personnel records. Agencies shall follow 
the instructions issued by the Office of 
Man agement and Budget for submitting 
the report. 

2. A new 5 CFR Part 297 is added a.s 
follows : 

cept the Central Intelligence Agency a nd 
the Federal Bureau of Investigation . 

§ 297.102 Definitions . 

<al All tenns used in this subpart 
which are defined in 5 U.S.C. 552a shall 
have the same meaning herein. 

cb l As used in this subpart: 
(ll The term "Act" means the " Pri

vacy Act of 1974," Pub. L . 93-579 . 
<2) The term "Commission " means 

the Civil Servl.ce Commission . 
<3> The term "Inquiry" mee.Il6 e ither 

a request for general lnforma:-lon regard
ing the Act &nd this subpart or a request 
by an individual that the ComrnisG!on 
or an agency determine whet.her it ha.~ 
any record in a system of pernonnei rec · 
ords which pertains to UW. Individual . 

<4 ) The term "request for access· · 
means a reque6t by an individual or othe r 
authorized person to see a record which 
ls in a particular system of records wWch 
pertains to that individual. 

<5 l The term "request for correction 
or amendment" means the request by an 
individual thst the Commission or s n 
agency change (either by correction . 
amendment, addition. o r deletion > a par
ticula r record in a system of records 
which pel'l.ains to that individual. 

<61 The term "review" means the re
quest by an Individual that an initial 
denia l of a Tequest be rev iewed a nd re
versed . 
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§ 297.103 Responsibility. <ll The factual accuracy of the in requesting individual ls e1ther the par
Ca) ·Each agency ls responsible for formation; ent of a minor or the legal guardian if 

protection of individua l privacy in its (21 The sufficiency or the Information the individual has been declared to be 
personnel managemenit proc=es and in to make a fair and equitable determina incompetent due to physical or mental 
the systems of personnel records for tion about an individual; Incapacity or age by a court of compe
which It is Tesponslble under § 293 .102 of (3) The relevance and necessity of the tent jurisdiction or an authorized rep
this chapter. information In terms of the purpose for resentative of an individual as indicated 

Cb> The Commission Is responsible !or which it was collected; in § 297.lOS(f) of this part; 
protection of individual privacy in Its in (4) The timeliness and currency of (ill) A wertified or authenticated copy 
ternal personnel management processes the information In light of the purpose of documents establishing parentage or 
and in the systems of personnel records for which it was collected; guardianship or a notarized statement 
!or which it is responsible under § 293 .102 <SJ The completeness of the Informa authorizing a person to request access 
or this ch.n,ptor. tion In terms of the purpose for which to such records; 

Cc) With respect to the Government- It was collected; and (iv> Name of the system of records, as 
wide systems o! personnel records for (6) The degree o! possibility that the published in the FEDERAL REGISTER; 

which the Commission is responsible as information could unfairly result in a (vl Such additional Information as the 
defined In paragraph <c), § 293.102 of determination adverse to nn Individual. Individual knows wlll or believes might 

assist the Commission or the agency Inthis chapter, rt.he Commission will per (cl Agencies must provide, at the in
form directly some of the functions re dividual 's request, an opportunity !or an responding to the Inquiry and in verify
quired by 5 U.S .C. 552a and will rely on individual to review automated and ing the individual's identity (for ex

ample, date of birth, place of birth, placeagencies to perform other functions un manual personnel records that are main
of work, names of parents where applider Commission policy guidelines and tained concerning the individual and 

subject to Commission review and eval that have the potential of being used In cable, dates of employment, Social Se
uation. The division of tasks between the mak1ng a determination about the 1nd1- curity Number, position title, etc.> : 
Commission and agencies with respect to vidual or being disclosed under routine (vi> Date of inquiry; and 
these Government-wide personnel rec uses outside the agency. Agencies must (vii) Individual's signature. 
ords systems ls set forth 1n ChJl.pters 293 announce th1s opportunity by a notice to The Commission or agency reserves the 
and 297 of the Federal Personnel Manual. all employees at least annually. right to require compliance with the 
§ 297.104 Uses of information. § 297.106 _Procedures for requesting in identification procedures appearing in 

§ 297.107 of th1s subpart where circumformnlt'?n pertaining lo individualAgencies shall ensure that Individuals records m a system of records. stances warrant.
from whom Information Is collected (2) In compllance with 5 U.S.C. 552a

(a> Any individual may submit an inabout themselves are informed of the Ce> (3), each individual supplylng the in
reasons for requesting the information quiry to the Commission or to an agency. formation In accordance with paragraph

The inquiry should be made either Inhow It may be used, and what the conse~ Cd) Cl> of th1s section hereby is informed 
quences are, It any, o! not providing the Person or by mall addressed to the offi
Information. As a minimum, the individ (I) •5 U.S.C. 552a author~es sol c a-cial identified In the notification proce that: i lt 
ual should -be given the following infor dures paragraph of the systems of rec tlon of the information: disclosure is 
mation in language which Is explicit and ords notice published in the FEDERAL REG voluntary, and no penalty is attach~d for
easily understood and not so lengthy as ISTER. An Individual who believes the failure to provide the information,
to deter an individual from reading It : Commission or an agency maintains a (IIJ The principal purpose for which 

(a) Cite the speciflc provisions of the record pertaining to him or her but does the Information Is Intended to be use~ 
statute or Executive Order, Including a not know which system of reco;ds might this processing the inquiry un~er e AcJe
brief title or subject, which authorizes contain such a record, can obtain assist (Ill) The routine uses which may
the ag~ncy to collect the personal Infor ance from a Commission office in the area made of the Information are routine uses

where he or she resides or from an agencymation it is requesting. Inform the in appearing in the notice of systems of rec: 
dividual whether or not a response ls personnel office. A list of area offices is ords published ln the FEDERAL REGISTER. 
mandatory or voluntary and the possible included in an appendix to the notice of 

. consequences of failing to respond. systems of records published in the FED and . vtd1ng all or
(lv) The effects o! not pro be toERAL REGISTER.Cb) Cite the general purposes !or any part of the Information ma: comwhich the information will be used by (b) The processing of inquiries sub

render impossible or to ,delayoc:sing ofthe agency which maintains It. • mitted by mall will be faclJltated if the 
mission's or the agency s P~er the Act.Cc) Cite the special routine uses for words "PRIVACY ACT INQUIRY" ap

which the Information wl!J be employed. pear in capital letters on the face or the and action on the reques~~ware of the 
(3> If, having been ma e Is sec-This may be a summary of the informa envelope, and on the letter of inquiry. 

contents of paragraph Cd_> <2~ of~orma.. tion published in the public notice under <c> The Commission has an official 
~ 293 .103 of this chapter. form for making Inquiries and requests. tion, an Individual sub";:~d> (ell o! this 

tlon listed in para~rap d med to have(d) Cite the effects on the individual Copies may be obtained by contacting 
it any, of not providing any or all of th~ any of the Commlsslon·s offices listed section, he or sJ?e will be 8;urely volun
information requested. in the appendix to the notice of systems made the submJSsion on a. 

of records or from agency personnel tary and consensual basis. t a.ddressed 
§ 297.105 Standards of accuracy. offices. <e> Any inquiry whlchh~~oof this sec

(a) To minimize the risk that an (dl Cl) The Commission or the agency as specified In paragrap d as specified 
agency will make an unwarranted ad will accept an inquiry whether presented tlon or which ls not ~~~~eof this section 
verse personnel determination about an In person or by mall. If the Inquiry Is in paragraphs _(b) adn d marked by the 
Individual or disseminate Inaccurate in for general information regarding the will be so addresse a.n 1and for
formation about an individual, all per Act and this part, the requestor is not Commission or agency personne ponslble 
sonnel records which are used in making required to submit any specific infor warded immediately tote~Tnr~e notice 
any such determination shall be main mation In support of the request. If the System Manager lndlca uirY which 
tained with such accuracy, relevance, lnqmry Is a request that the Commission of systems of records. !t:;ihe individ
timeliness, and completeness as Is rea or an agency determine whether It has, is not properly address ve· been ••re
sonably necessary to assure fairness to In a given system of records, a record ual wlll not be deemed ;° h~uring time 
the individual in the determination. whkh pertains to the individual, the fol celved" for purposes O . me . wry has 

(b) The following criteria will be used lo~mg information should be submitted. periods for response un~l t~i:tanager. 
by the Commission and agencies In es I> Name and address of the Individual been forwarded to the Y~ u1ry so for

mak1ng the request · tablishing standards of accuracy of In In en.ch lnstRnce when an mq priate Sys
formation maintained on individuals: (I!> Name and address of the Individ warded -Is received, thetif Pi:f~ individual

ual to whom the record pertains, If the tern Manager shRII no Y 1 
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that hLs or her inquiry was improperly 
addressed and the date when the inquiry 
was received at the proper address. 

<fl The responsible System Manager 
will act promptly upon each inquiry re
ceived . The Commission or the ai:enr.y 
wiil make every effort to respond within 
10 days <excluding Saturdays, Sundays, 
and holidays) of the date of receipt. If 
a response cannot be made within 10 
days, the System Manager shall send an 
acknowledgement during that period 
providing information on the status of 
the inquiry and asking for such further 
information a.s may be necessary to proc
ess the inquiry. 

Cg > An indi\'idual shall not be required 
to state a reason for or otherwise justify 
a proper inq'.liry under this part. 

§ 297.107 Hrquirrrnrnls for idrnlifica
lion of indi,·idual6 mnkini; rClfU CSls 
for neccs!". 

Cal The requirements for identification 
of individuals 6eeking access to records 
are as follows : 

<1) /n person. Each individual making 
a request in person shall be required to 
present satisfactory proof of identity. 
The means of proof, in order of prefer
ence or priority. arc : 

<i> A document bearing the individ 
ual's photograph <for example, driver's 
license, passport, or military or civilian 
identification card>; 

<ii ) A document bearin1: the individ 
ual's signature. <for example, mcd icarc 
card . unemployment in.surance book, em
ployer identification card . national credit 
card and professional, craft, or union 
membership card 1 ; and 

<iii I A document bearing neither the 
photograph nor the signature of the in
dividual. Use of such a document may 
require the individual to provide further 
proof of identity . In the event the in
dividua l can provide no suitable docu
ment a tion of iclcntit~·. the Commission or 
the a gency will require a signed state
ment a.sscrting the indi1·idual's identity 
and s tipulating- that the individual un
·de rs tand., the pena lty provis ion of 5 
U.S .C. 55::!a <i "31. In order to avoid any 
unwarranted disclos ure of an individual's 
records. the Commission or an agency re
serves the right to determine the ade
quacy of proof of identity offered by any 
individual. 

<21 Not in person. If the individual 
making a reques t docs not appear in per
son before a Commission or an agency 
offic ia l or employee authorizer! to deter
mine Identity , th e Commission or the 
ur:enry m a y al'cepL any a vailable dor u 
m r 11t or c1·id1~1H:c that makc-s it rlear tJ1at 
the rcquc-:; t or and the subjrrt of the rcc
orrl arc one and the same. TI1e Commis 
sion or thr ngenc:y reserves the right to 
require that n rertiftrate of a notary p111.J
ll c or eq1J11·all·111. ollicial empowered to 
admmi stc r oaths mus t accompany the 
requ es t. Th e Commission or the agency 
m ay a lso r equire a s ign er! .statement as
sert in g th e indi\'idua l".s identity and s tip
ulallll g that lite indi1·idual unders tands 
th e pena lty µrevision of 5 U.S .C. 552a 
<I> <3 >. 
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<3> Parents of minor.< and l<"rml guard
ians . An individual actinr: as the parent 
of a minor or the legal guardian of the 
individual to whom the record pertains 
shnll establish his or hrr personal iden
tity in the same manner prescribed In 
either paragraph Ca) < 1 J or <2> of this 
section. In addition, such other individ
ual shall establish his or her Identity in 
the representative capacity of parent, 
guardian, or authorized representative. 
In the case of a parent of a minor. for 
proof of identity, the Commission or the 
agency may require a certified or au
thenticated copy of the minor's birth cer
tificate. For proof of identity in the case 
of a legal ,::uardian of an individual who 
has been declared incompetent due to 
physical or mental incapacity or age by a 
court of competent jurisdiction, the Com
mission or the agency may require a cer
tified or authenticated copy of the court's 
order. A parent or legal guardian may be 
accompanied during personal access to a 
record by another indi\'idual. provided 
the provisions of ~ 297 .108 are satisfied. 

Cb) When the provisions of this part 
a re alleged to have the effect of impeding 
an individual in exercising his or her 
right to ar.cess, the Commission or agency 
will consider, from an individual making 
a reques t, alternative sui:;gestions regard
ing proof of identity and access to 
records. 

§ 297.108 A.-rcss to personnel rccor<ls 
l, y imlividunls. 

Ca> The following procedures apply for 
access to personnel records by individ
uals : 

c1J Current Federal employees should 
contact the System Manager indicated in 
the notice of systems of records in per
son or by mail. 

C2) Former Federal employees should 
contact in person or by mail one of the 
Commission's offices, nearest to where he 
or she res ides, indicated in the appendix 
to the notice of systems of records. That 
office will request the personnel records 
from the National Personnel Records 
Center and comply with paragraphs (b) 
through I h l of this section. 

<3> Other individuals should contact 
the Sy.stem Manager indicated in the 
notice of systems of records. 

(b l Grant of access-<ll Notification. 
An individual shall be granted access 
to a record pertaining to him or her upon 
request, except where provisions of para
graph (g> (I) of this section apply. The 
Sys tem Manager or his dcsii:;nee shall 
notify the individual of such detc1minn.
tion and provide the fol101ving informa
tion: 

(i 1 The method of access, us set forth 
in para~mph (b l <2> of this section; 

, ii > The place a.t which the record may 
be inspedcd : 

, iii, The earliest dale on whir.h t h~ 
record may be inspected and the period 
of lime the records will remain avail
a ble for inspcr. lion . In no event shall the 
earliest da tc be later than 30 days from 
the date of notification; 

<iv J The estimated date by which a 
copy of the record could be mailed and 

the es timate of fees when a p p ropriate 
and pursuant to § 297 .115 . In no event 
shall the estima ted date by later than 
30 days from the da te of no t ification; 

<v> Th e fac t that the individua l._ If · • 
he or she wishes , m8 Y b<" accompamed 
by another individual during personal 
access. subject to procedures set forth in 
paragraph (bl of this section : and 

<vi I Any additiona l reqwrements 
needed to grant access to a specific 
record. . 

<2i Methods of access. The followmg 
methods of access to records by an in
dividual may be available dependi_ng _on 
the circumstances of a given s1tuat1on . 

<il Inspection in person m a y be made 
In the office specified by the Systerr. 
Manager granting access, during • the 
hours specified. 

Cii) Transfer of records to a Commis
sion office or other F ederal facility more 
convenient to the individua l may be ar
ranged. but only if the S ys tem M_a_nag~r 
determines that a s uitable fac1Itty is 
availa ble. that the individual's acc_ess 
can be properly supe1-vised a t the faciltty, 
and that transmittal of the records to 
that facility wil l not unduly interfere 
with operations of the Commission or In
volve unreason a hle cost.~. in terms of 
both money a nd manpower: a nd 

<iii > Ccpies may be mailed a t the re
ques t of the individual, subject to pay
ment of fees, when appropriate, and pur
stiunt to § 297.115 . 

lcl Special procedures shall apply to 
disclosure of the following records: 

Ill Medical information about an ap
plicant or employee m a y be disclosed by 
the Commission o r other Government 
agency to the a ppli cant or employee: or 
a representative designated in wntmg, 
except that medical information con
cerning a mental or other conditio_n _of 
such a nature that a prudent physician 
would hesitate to inform a person suffer
ing from it of its exact nature and prob
able outcome may be disclosed only to 
a licensed physician desi gnated in writ
ing for U1nt purpose by the individual t:o 
whom the informa tion pertains or his 
or hec designated representative. 

<2 > Investigative records and reports 
shall be disclosed to the individual to 
whom they pertain upon his or her re
quest to the extent permitted by the 
Privacy Act of 1974, except that dis
closure will not be made of such material 
that would reveal the identity of a source 
who furnish ed information to the Gov
ernment under an express promise that 
the identity of the source would be held 
in confidence. or. prior to S eptember 27. 
1975. under an implied promise that the 
identity of the source would be held in 
confidence. Medical information con
tained in inve~tigative records and re
port~ will be clisrloscd to the Individual 
to whom it pertains unless . in the judg
ment of the agency . a ccess to such infor
mation could have an .i.dverse effect upon 
such individual. In such a case. the in
formation will be made available to a 
licensed physicia n named by the re
questing individual. 
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CS) Medical information in retirement 
a.nd Insurance records may be released to 
the 1ndiv1dual to whom It perta ins, or to 
such representative C1B he designates in 
wrtttng, except that medical Information 
wh1ch indicates the existence of a ma
lignancy, I!. mental condJtion, or other 
condition about which a prudent physi
ci&D would hesitate to inform an Indi
vidual sufferin& from such a condition 
about Its exact nat~ and probable out
come, llhall not be released to the ind!-. 
vidual to whom the records pertain or to 
any lndlvtdual designated by him, other 
than a phys!cl.&n designated by the indi
vidual or h1s guardian ln writing to re
ceive a full report of the medical evi
dence ln his or her ftle, Including coptes 
of background reports of reported be
havioral Irregularities or. manifestatiO!lll 
of unsatisfactory service which are ordi
narily obtained ln connection with an 
a,ppllcation for dlsablllty retirement, 
and furnished as backgroURd factual evi
dence to Government medical institu
tion&, psychiatrists, or ·other physicians 
who conduct the official retirement 
medical e~tian. 

• (4) Examination and related material 
shall be disclosed only \lllder clrcum
stance11 that maintain the Integrity of 
the competitive testing program. The 
test pa.pens of a competitor may be dis
closed to the competitor only during the 
examln.ation except that answer ·sheets 
may be reviewed by a competitor In the 
office where the examination was given 
ln the presence of a Commission em
ployee upon request. A copy of the answer 
sheet wlll not be made available to a 
competitor. 

<6> The Commission will disclose to 
the •ps.rtJ.es concerned the Information 
_contained ln an -appeal ftle established 
under Part 772 of this chapter, subject 
to the provisions for access to medJcal 
and investigative Information ln para
grapha Cc> <1> and (2> of this section. 
Foe the purpose of this subsection, "the 
parties concerned" means the applicant 
for Government employment, Govern
ment employee, or former Government 
employee involved_In the proceeding, his 
representative designated ln writing, and 
t.he representatives of the agency and the 
Commission. 

(6) The agency having custody of a 
discrimination complaint file established 
under Part 713 of this chapter, or a 
grievance flle established under Part 771-
of this chapter wlll disclose to the parties 
concerned the Information contained 1n,. 
the ftle, subject to the provisions tor ac
cess to medical and investigative Infor
mation In paragraphs Cc) (1) and (2) 
of this section. For purposes of this sub
section, "the parties concerned" has the 
same meaning Indicated In paragraph
Cc> (5) of this section . -

Cd) The Commission or the agency 
shall supply such other information and 
assistance at the time of access as to 
make the record intelligible to the lndJ
Vldual. 

Ce> The Commission or the agency re
serves the right to limit access to copies 
and abstracts of original records, rather 
than the original records. This election 
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would be appropnalt. for examµle. when 
the record is In an a~tomated data me-
dlum such as taµe or disk, when the 
record contains Information on other In-
v!duab, and when deletion of lnfonna-
t!on la permissible under exemptions <for 
example, 5 U.S.C. 552a<k> <2> l. In no 
event shall original records of the Com-
mission be made available to the Ind!-
vidual except under the Lmmedlate au-
pervislon of the System Manager or his 
or her desianee. Title 18 u.s.c., section 
2701 Ca> makea it a crime to conceal, mu-
t1late, obliterate, or destroy any record 
flled ln a public office, or attempt to do 
any ·or the foregotna-. • 

<f> Any individual who requests access 
to a record pertaining to that individual 
may be accompanied by another indlvld-
Wl1 of his or her choice. "Accompanied" 
includes d1scU6Slon of the record in the 
presence of the other indJvidual. The in-
d1v1dual to whom the record pertains
shall authorize the presence of the other 
lnd!vldual in writing and shall include 
the name of the other indJv!dual, a spe-
clflc description of the record to which 
access 1s sought, the date and the signa-
ture of the Individual to whom the rec-
ord pertains. The other indJv!dual shall 
sign the authorization in the presence 
of the System Manager or his deslgnee. 
An individual shall not be required to 
state a reason or otherwise justify his or 
her decision to be accompanied by 
another individual during personal ac-
cess to a record. 

Cg) Initial derual of access. Cl) 
Grounds. Access by an indJvldual will be 
denied only upon a determination by the 
System Manager or his des!gnee that: 

(1) The record Is subject to an exemp-
tion under § 297.117; .._ 

cm The record is lnformaUon com-
Piled in reasonable anticipation of a civil 
acUon or proceeding; 

<111> The provisions of paragraph Cc) 
Cl> of this section pertaln!ng to medical 
records are not acceptable to the indivld-
uaI · or

• 
(Iv> The Individual refuses to provide 

Information necessary to process the re-
quest for access. 

(2) Notiftcation. The System Manager 
or his deslgnee shall give notice of denial 
of access to records to the individual in 
writing and shall include the following 
information: 

(1) The System Manager's or his des-
ignee's name and title or position; 

.cm The date of the denial; 
, (111) The reasons for the denial, lnclud- . 
Ing citation to appropriate sections of the 
Act and this subpart; and 

Clv) The Individual's opportunities, if 
any, for further administrative consider-
atlon, including the title and address of 
the official responsible for such reviews. 

(3) Administrative review. When an 
Initial denial of a request Is Issued by the 
System Manager or his designee, the in-
d!vldual's opportunities for further con-
sideration shall be as follows: -

<I> As to denial under paragraph Cg) • 
Cl) cu of this section·, the sole procedure 
for challenging the validity of the rule Is 
a petition for the Issuance, amendment, 
or r~peal of a ntle under 6 U.S.C. 553(e). 
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Such pcl! t1on shall be filed with the Di
rector, Bureau of Manpower Information 
Systems. U.S. Civil Service Comm1ssion, 
1900 E Street, N.W., WIL5h1na1on. D .C. 
20415 . Within the C<>rnrnl -■ loT\, no such 
denial ls administratively ftn&1 unW such 
a petition has been fl.led by the individual 
and disposed of on the merttl bf the 
Commission. . 

CU) A1J to denial made by an acei1c1' 
under paragraph <e> <l> <11>, CW), or CIT> 
of th1s section, the Individual maY tile 
for review with the Director, Bureall of . 
Manpower Information SytJtems, U.S. 
ctv!l Bervice Cornrotiudim, 1900 E street. 
N.W., Washington, D.C. 20415, If the 1D-
formation is maintained 1D a reconl 
under the Government-wide 8YBtem8 cl 
personnel recorda aa lnd.lcated b7 
§ 293.102Cc) of this chapter. & ~ a 
denial made by an official of the Com
mission under paragraph <•> <1> <II>• 
CW), or ctv> of this section, the ~~= 
ual may flle for review with the _...,.. 
ant Executive Dtrector for Preedom ot 
Information and PrlV&CY, UB. ctvD Sel'YW
Ice Cornmiss!on, lll()O E · street. N. ~ 
Wash!naton. D.C. 20415, lf the Jnfon:; 
t1on 111 maintained tn a record under 
Government-wide BYSteJDII of penion.ne! 
records, as indJcated by I 293.102<c> al 
this chapter, or -in a system of~reoorda 
that 1s maintained and med 
within the Commlasion. u lnd1ca b7 
§ 293.102Cd> of this chapter. 'Ibean =: 
dures appearing ln I 297.113 sh the 
lowed by both the 1nd1vlci1Jal ..~... 
Comm1sslon to the extent prac__.. 

Ch> If a request 111 parttaUy iiranted ~ 
partially denied, the Dtrector, ~.S. 
Manpower Information Systema, 
Civil Service Comm1ssion, ar~ 
ant Executive Dtrector far BerY-
InformaUon and PrlV&CY, UB. CIYB aball. 
lee CommLssion. u appropriate. • 
follow the appropriate~~ 
section as to the records wt~_._1 
and the recorda. with1D the-~ . 

Written ~t i ~ 
§ 297.109 or 

,ore. 
- not cU8Clm8 

• Generally, an ag:C:,=perllOD or to_ 
any personnel reco eXJJl'8II ~ . 
another ~en'1 ~:~ual to whlllD. 
ten consent Orta1nB Written consent ta 
the record pe disclosure • • 
not required if the . loY~- al the 

<a> To officen or emP record wbO 
agency that main~~tion ID t.be 
have a need for the of ~elr dutlea; 
official perform~ rovtalom ot 

.Cb> Required under the ~ (i UB,C, 
the Freedom of In.formation 
552> ; bllahed Ill 

Cc) For a routine use 1111 pu UL RsO-
the annual notice in the F'sDS . 
mm· • • tor 

Cd). To t.ha Bureau ol the census ur-
es of carey1ng out activltleB P 

P=to the provisions of Title lS; ed
8 I lent who b&8 provid 

<e> To a ~: advance adequate aa-
the agency the record wW be used 
surance th&t t!stical research or report
solely 1111~ stad the record Is ta be tram
tngrredrec~ 9;n

O
rm that Is not tndJvlduallY 

fe a advance assurance mua\ 
ldentlftable. The 
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he i 11 writing and should include as a 
m i n i mum : 

cl > A statement of the purpose f or re
questing the records : and 

12 1 Ccrt.lflcat.ion that. t h e rccor cl .~ will 
be used on ly for statistical purposes. 

111rsc w r l t.1,cn s t.a t rmenLs shoulcl be 
111a111 tai n ed as a,::cn ry rc-cc,rds under 
§ 293.113 o f t h is chapter . In addi tion to 
st r i pping pe rson all y i den ti f yin i: i n forma
t ion from records r eleased fo r statist ica l 
purposes iothcr than those r elated to 
d bclosurcs under µaragraµh cc11 . agcn
nc-s sh all ensure tha t the identity of the 
111d 1dd11a l cannot r easonably be dcdurl'd 
by 1·ombin ing \'a rious st a ti st ical r ecorcls. 

, f , To the Natioual A r chn·cs of the 
U n iL('d S t a tes as a record whi r h has su f
ficient h istor i ca l or other va lue to war 
rant its r ontin ued preser vation by the 
l l 111ted S ta tes G over11111c-n t . or fo r th e 
crn lua tion by the Administra tor of G en
era l Sc-niccs or h is desl gn ee to cletcr
m lnc wh ethc-r t he record has sur h va l ue: 

cg , To another agency or uni L of !oral. 
S tu Le or Feder a l G ovC'rnmc11t for a civ i l 
or 1:1\;. enforcC'men t ac ti vity 011 rrceipt o f 
written r eques t from t h e head of an 
agency or uni t dcsc nbi11g the- law r n
forrc1111•nt purpOSC' for wh ll'h the r rcorrl 
1s r C'q111rrd and s1w!'ify 111 ,:: which r ecord 
is requ1rC'd . A rC'<·orcl m ay bt• disclosed to 
U law cnl Ort'l ' lllCl j l a1:cnr.y a t the initia
tJ\'C of t h e age11C·y wh ich 111:lintain s th e 
rrro rd whrn crim i 11:ll condur l i s sus
prrtecl . pn,v1dcd th a t suc h d isc losurr has 
1J,•1•n 1·sta 1Jh,-h r d a., a ruu titl<' u;,,e u1u.l1•r 
~ :l!l:I 10:1 of t111s chaptr r . and wh en ti ll' 
111sL:11u·,· 111 1111sconchwl 1s d1n•c lly related 
t.o Ihe purpose fur wl11 ch th e r erurd ls 
ma111L11 111 ri l : . 

, h I To a per,-11 11 ,-howi 11i:: compclh11g 
r in·11msLa11ccs a (It-.- li11g th e h ealth and 
.safet y of an i mli val11 al 111ot ncccssanly 
Lh r lnd i\'l dua l to wh om t h e r ecord pcr
tn !ns l . Upon s11r h d b t·Iosurc. a notiflca
li1111 o f ,-uch di.sdosurc musL be sent l.o 
t he last k nown adclrcs., o f the i ndividual 
to wh om U11• r ecor d pn ta ins : 

, 11 T o e1Lher l1011sc of Coni::rrss or to 
c11mm 1t.tec or subrum m i ttcc 1j oint or o f 
ci t.hr r !1011.sc, tot.h r rxtcnt that th e s11h
Jert. matt.rr fa lls within th eir j urisd ic tion: 

, j I T o t he Comptroller G eneral. or an.v 
of h is a11t.1 w rizccl r r prr scn ta t1 vrs, 111 t h e 
1·ou rse o f the perform ance of th e d uties 
of th e G enl'ra l A cco1111Lin1.: Office : or 

,k I Pursuant to tlH· or der of a cour t 
of competent. jurisdiction . 

§ 297 .110 ;\, ,1ifi,·a1ion of tli , .. losurr un
ct c·r co111pu l,-u r y l ,·i:u l pro,-, .,-_!'>. 

If a r ecorcl is di.sclused undr r a com
pulsory lr->(a l pror<•ss under § 297 .109 <rP 
or , k I and th r is,-uam·r of th <' 0rder or 
subpr na is m adl' pu!Jl ,r by the cou r t 
whic h iss ued 1t. th e a1:enry or t h e Na
t.10 1111 1 P1·r~onnr. l R r ro rcl s Ce11ter will 
mak~ a r r a , 011:iblc ,,rfurl. Lo no tify UJt• 
11 111ivi d11 ai l o \ I 11 0111 !ht• n•1·c >1·cl JWr t.: i lllS. 
A 11 01,r c• sh ould br sent Lo t h r. m di v,t1-
1ia l 's Inst known address accord111 i,: to t h c 
1gcncy·s fi l es. 
~ 2 97. 111 Hr,111c•,t fo r c·orn ·1·tiun or 

urn r n dnu•nl o f rcronl. 

I ' l l Any Ind ividual may submit :, rr 
qu~t f or correction of or nm cnctm cnt Lo 
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a rc t"ord t hat per La in s to h im or l1 c1· Lo 
the Commission 01· an ai.:en c·y . The r e
quest sho11 lcl be ma clc cithrr i n per son or 
by m ail to the s~·stem M ana i::c r o r h is 
desii: 11 r c i ndicated i n Lile noLice of sys 
tem s of recor ds. 

, bl TI1c proce,-,- i11g of r equest.~ su b
miLlcd by m ail wi ll be fa c ili Lal,ccl if t l 1e 
words " PRIVACY ACT R EQ U EST" ap 
pear in capiLal let ter s on t h e fare of t he 
envelope, nnd the lctLcr of i nquiry. 

l e> Any r equest which is n ot add r essed 
as specified in pa.r a i:: r aph Ca l of Lh is sec 
tion or which . is not m ar ked as speci fi ed 
in pa rai;ra ph cb > of t his section ,\'i ll b e 
so add r essed and m arked by Comm ission 
or agency personnel and f orwar ded im
m edia te ly to the r esponsi ble Sys t em 
Mana,::er. A r equest not properl y a d
dressed by the ind ividua l w i ll no t be 
deem ed to have been "rece i ved " for pur
poses of measur ing tim e periods f o r r e
sponse unti l the r esponsibl e SysLcm M :1.11-
ager receives i t . Iii each i n s tan ce wn cn a 
request so forward ed is r ece i ved . the !:::ys 
tcm Manager or Jus d csii:rn cc shall n otify 
the individual th a t his or h er req uest was 
improperly addressed and the dal,c w h en 
t he r equest w as received al the p rop er 
address. 

<d I Since the r equest f or corr ec t i on or 
amend m en t n on nally will f ollow a r e 
quest fo r access under § 297 .108. the in 
d i vidual's iden tity w ill be esLalJlisll ed by 
his or her signature on Lh c request . 

cc > A r equest, for correcti on or a m en d 
m ent sllnu lc1 i n c lude t h e f ollowing : 

, ! 1 T h e speci fi c i den l ifka.Lion of t h e 
r ecord sough t Lo he correc ted or :1.m cndcd 
1fur ex ample. descri p tion . Li lle. d a t e, 
µaragraph , sentence. line . and wo ,·ds >: 

c2, The specific wordi n g to be del eted . 
i f any; 

<3 1 T h e specific word in g to be inser ted 
or ad ded . if any, and th e exac t pl ace a t 
which i t i s Lo be inserted or added : and 

, 4 , A .~latcml'n t o f t he basis for t h e 
rrqu,·st ccl corr ec t.ion or amendment. w iLh 
all ava il able suppo rting documen ts and 
m ateria l s wluch substantiate the state 
men t . 

<f> 111c provision s o f ~ 297.lO Gc d J C2 ) 
and C3J apply .t o the inform a ti on ob
tai ned under paragraph Ce > o f this 
s,•c: tion . 

§ 21)7. 112 Hr vi l'w o f r r qu<•sl f o r c orn•r 
tion ur unH· ntlnu•ul o f r, •cord . 

la l r 1 i Not l ater t h a n 10 d ays <exclud
irm Sa t urd ays, Sun days, and holidays) 
a f t e1· r ecei pt o f a request to co rrec t or 
am end a record, t h e System Man ager or 
h is ct esig11 ec shall sen d an ack now l edge -
11H' 11 t. p rovid ing an estimnLc o f t im e 
w ithin which ac t ion w ill be tak en on t h e 
n •q11r st . Jf a r esp onse cannot, be_ m ad e 
w ith in JO days d11e to unu sua l c1r cum
st an c:1•s, the Syst em M a nager sh a ll sen d 
all :ll'KllllWlrdr,em c11t d11rin g L11 :1 l p r r !nd 
prov1rli 111: i11for111 alio11 0 11 LIH· s ta Lus o f 
tl ir r rq111'st a nd aski n g f o r s11 r. h fu rth er 
i11form atio 11 as may IJc necessary t o 11roc 
r ss t h e r r q11 r sl . U11 11sua l ci r cumsta n ces 
shall m r. ludc c irr·urnstanccs where a 
st·arch for and co ll ection of requ r sted 
r r c:ords from st orage, fiel d fa c1 1lt1es or 
o t h er establishmen ts a r e r equi red . cases 
w h er e a volum inous am ount of d a t a i s 
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ill\'Ol\'C'd. 0 1· i11s t:1 11crs w h ere information 
011 o t11 c r i 11d i v i d 11 a l s mus t b e separat ed 
o r d cl l'Led fro m tll r- p:1. rti c u l a r record . No 
al" llow l rdi:;c 111 c n t w i l l b e se n t i f the r e
qu es t c an !J c l'C\' iewcd . p rocessed . and 
t he ind i \' id11al 11o li ficd o f th e r esults of 
r r\'i c w cci l l 1c1· compl ian ce o r denial ) 
with i n t l · r 10 d:i , ·.... J1C(l ll eS t.~ fi l ed in w r lt
i n r: w ill be :1 rk 11 ow l c- d ged i n w ritin g at 
Lile time su b m i tt.c·d . 

, 2 > P romptly a fte r ackn owledg ing re  •ceipt o f a r eq u r sL. o r a ftc1· r ece i v ing su ch 
infm·m a ti on as mi gh t h a ve been r e
q ucst ecl . 0 1· af t c- r a rri v ing at n. clec i sion in 
10 ct:i ys, t il e s ~·s tl'm Man a {-: c r or his d es
i1-:nc-c shall c it11 c1·: 

, i I Make l h r. r c- ouestcd correc tion or 
a mc-nd m c n t a nd :111 \' i sc the i n div idua l in 
w r i t i n g o f su c ll :w t ro n . pr·m ·i d ing ei ther 
a r op y o f Lil e corT c-c Lc d or a m ended r ec
o rd 0 1· a s ta tc n1 cnt, a s to the m eans 
w h er eby Lite co 1T c- c iion or a mend.Inent 
w;i s etr1 ·c wd in c :1.-.;es w h er e a copy can
n o t br p r o\'idrd , f o 1· examp l e. c r asw-e o f 
infm ·m ation f r 01n a reco r cl m a in tained 
on !~· in a n el ec t r oni c d ata bank l: or 

• i i l Info rm t h c- indiv idua l in writing 
tha t his 01· h er n •qursL i s d enied a n d pro
v i d e Lil e fo llo\\'ing i n fonnation : 

, A l T lte Sy s t em M a n ager 's o r his d es
i gncc ·s 11 :1. m r a n d Li t l e o r p osi t i on: 

,n , T h e el ate o f tile d enia l ; 
, C . The r easo n s fo r denial. inc l uding 

cita tion of lh r ap11 1·op ri a t e secLions of 
lh c A ct, and Lil i s pa1 ·t: and 

,u , T h e proc rcl 111·es fo r r ev i ew o f the 
d r n i a l as sp l f o 1·t.1 1 i n ~ 2!1 7 .11 3. i ncl ud
i n i : Ll1r n ame a ncl :i clt11·ess o f Lh e D i rector, 
Uurra u o f M an p n wl'J' I n f o r m a Li on Sys 
lr1n ~. or t h r A ssistant Executi ve Director 
f o r F 1·r r.cl o 111 o f I nfo rmati on and Privacy, 
a." a ppropri :Ll,c . Th <' Lcm1 "11ro1nptly" In 
Lhis p :uagr aph 11wa n s wi thin 30 - d ays 
cexc l u d in i:; SaL11rd :1:vs . Sun days , a nd 
h olid n y s l . If t h e Sy:;, tcm M a n ag er o r his 
d esi l-! ll<'e ca nnot m:1kc the d etermination 
in 30 d ays , tile iml iv i d 11:1 l w ill be a d vised 
in w riti n i.: o f tl1 c r e:1sons t.herefor and 
o f Lh r. estima Lcd d a Le by w h ich t h e d e
tc ,·mi n a t ion wi ll be m ade. 

cb > Whr. n evc r a n indiv i d u al's record 
i s co n ected o r amended p ursu an t to a 
r l'quest b y Urn t, i n d i v idua l. the S ys tem 
M a n ager or his . l r s i l-!nee sh a ll n otify all 
PC'rsons and ai.:rnc irs to wh i ch the cor
r ec ted or :1 m encl cd p o rtion o f the r ecord 
h a d been disclosed prior to i ts correction 
0 1· nmr. ndment. if an accoun t i n g o f such 
disC'l osure r eq u ired by t h e Act was m ade. -
The noti ficati on sh a ll requi r e a recipient 
agen cy m a inta i n ing the r ecord t o ac
k n o w l edge r ecPipt o f the n oti fica tion , to 
correc t or a m end the record. a n d to ap 
p ri se nn:v lt l-! Cn cy or p er so n to whi ch I t 
h ad discl osed t hc- r c- cord of the substance 
of t.h e co n ec tion o r amen d ment. This 
r c-q uircm C'nt cl oes n ot a pJ1lY t o disclosures 
llladr pursu a nt t o p a r agrn.ph s <al or (bl 
o f ~ :1!J 7 . I O!l . 

rr , T lw fo llo w i n i.: criteri a a r c examples
o f t h ose Lh nt wi ll be co n si dered by the 
Systrm M a nar? e1· or h is d esi gn ce in r e
v i c w i n i.: n reours t f o r correction or 
am,•ndment. : 

cI I The suffi r i c nr,• o f t h e evidence sub
mi t. t cd h v t he ind i v id u a l: 

121 Tlie fac t u a l accuracy of the Infor
m a tion : 

30, l 97 5 
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(3) The relevance and necessity of the 
information ln tenns ot the purpose tor 
which it wao collected; 

C4l The timellne!IS and currency of the 
information ln light ot the purpose tor 
which it wu collected : 

(5) The completeness of the informa
tion 1n terms of the purpose for which 
it WB.S collected; . 

(6) The degree of posslb111ty that de
nial of the request could unfairly result 
1n determinations adverse to the indi
vidual; · 

(7) The character of the record sought 
to be corrected or amended; and 

(8) The propriety and fess!b111ty of 
complying with specific mesns of correc
tion or amendment requested by the in-
dividual. • 

Cd) The Comm.1.ss1on or the agency 
will not ma:!te em etl'ort to gather evi
dence for the i...,dividual, but does re
seI'1/e the right to verify the evidence 
which the !nd1vkl.ll81 submits. 

Ce> Correi;t!cm or e.mendment of a 
record requested by an individual will be 
denied upon e. detennlru!.tlon by the Sys
rem Man ager that : 

Cl) The ir..formatioP.. submitted by the 
Individual is nqt accurate or relevant; 

(2) The correction or amendment 
would violate an enacted statute or regu
lation; or 

(3) The Individual refuses to provide 
Information wh ich is m,cessary to.process 
the request to correct or amend the rec
ord. 

(f) If a request is partially granted 
and partially denied. the System Man
ager shall follow the appropriate proce
dures of this section as to the records 
within the grant and the records within 
the denial. 

.(g) When an agency detects erroneous 
data ln an !ncllvidu.al's personnel records 
or a third pa;:ty source provides cor
rected information, it shall correct· the 
record and provide all recipients of such 
record with the corrected information to 
the extent that it !,s relevant to the re
cipient's uses and deemed feasible to do 
60.• 

§ 297.lill. ~eview of initial adverse de
terminatton on correction or amend
ment. 

<a> When a request for correction or 
amendment has been denied initially 
under § 297.112, the !ncllv!dual may sub
mit a written appeal within 30 days efter 
the date of the initial denial. 

Cb) A request for review of a denial 
made by an agency shall be addressed to 
the Director, Bureau of Manpower In
~ r rnatton Systems, U.S. Civil Service 
in°mmiss!on , 1900 E Street, N.W ., Wash-

gton, D.C. 20.H5, if the information is 
:aintained 1n a r ecord under the Gov
rnment-w!de •systems of personnel 

~~ords IU! Indicated by § 293.102lc) of
dis_chapter. A request for re\•iew of a 
_emal made by an official of the Commis

~on shall be addressed to the Assistant 
,-xecuttve Director for Freedom of In
•
0 rmatton and Privacy_ U.S . Ci vil Serv

;.e Commission,- 1900 E Street. N.W., 
ashlngton, D.C. 20415, if the informa-
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tion is maintained in a record under the 
Government-wide systems of personnel 
records as indJcated by f 293.1 02<c> of 
t.h1a chapter, or ln a systems of 
record!! that is maintained and used 
primarily within the Commission as In
dicated by f 293.102(d) of this chapter. 
The processing of requests will be facili
tated 1f the words "PRIVACY APPEAL" 
appear 1n capital letters on both the 
envelope and the top of the appeal 
papers. The request n ot addressed an<1 
marked as provided herein will be so 
marked by Commission or agency per
sonnel when it 1B so identlfled, and will 
be forwarded immediately . to the Di
rector, Bureau of Manpower Information 
Systems, U.S. Civil Service Commission, 
1900 E Street, N.W., Washington, D.C. 
20415, or the Assistant Executive Di
rector for Freedom of Information and 
Privacy, U.S, Civil Service Commission, 
1900 E Street, N .W ., Washington, D .C. 
20415, 2.8 appropriate. A request that is 
not properly addressed by the individual 
will not be deemed to have been "re
ceived" for ' purposes of measuring the 
time periods 1n this section until the Di
rector, Bureau of Manpower Information 
Sy!!tems or the Assistant Executive Di
rector for Freedom of Information and 
Privacy has received it. In esch instance 
when a request so forwarded is received, 
the Director, Bureau of Manpower In
formation Systems or the Assistant Ex
ecutive Director for Freedom of ID_
form.a.t!on and Privacy, a.s appropriate, 
shell n otify the individual that his or 
her request was improperly addressed 
ll.Ild the date when the request wa.s re-
ceived at the proper address. .._ 

(c} The individual's request papers 
shall include the following: a copy of the 
original request !or correction or amend
ment; e copy of the Initial denial; and a 
statement of the r easons why the initial 
denial is believed t.o be In error. The 
request shall be s!gned by the ind ividual. 
The record that the Individual requ est.5 
be corrected or amended will be supplied 
by the System Manager who issued the 
initial denial. While the fore~olng nor
m.ally wUl comprise the entire record on 
request, the System Manager may seek 
additional Information necessary to as
sure that the Jina! determination Is fair 
and equitable and, in such instances, the 
additional information will be disclosed 
to the individual to the greatest extent 
possible and an opportunity provided for 
comment thereon. 

Cd) The Director, Bureau of Man
power Information Systems or the As
sistant Executive Director for Freedom 
of Information and Privacy, as appro
priate, shall act upon the request and 
issue a final determination in writing 
not later than 30 days <excluding Satur
days, Sundays. and holidays) from 
the date on which the appeal is received; 
provided that the Director. Burea\l of 
Manpower Information Systems or the 
Assistant Executive Director for Freedom 
of Information a nd Privacy. as appro
priate, may extend the 30 d8~·i: upon de
ciding that a fair and eq uita ble review 
cannot be made within that period, but 
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only if the Individual is advised in writ
Ing of the reason for the extension and . 
the estimated date by which a ftnal de
termination will be issued <estimated 
date should not be later than the 60th 
day excluding Saturdays, Sundays, and 
h olidays after receipt of appeal unless 
unu.rual circumstances, u described 1n 
t 297.112 Cal <l> a.re met> . 

Ce> If a request 1B determined 1n favor 
of the individual, the flna.1 determination 
shall include the specific corrections or 
amendments to be made. A copy thereof 
shall be transmitted promptly both t.o 
the individual and to the System Mana
ger who issued the initial -denial. Upon 
receipt of such final determination, the 
System Manager prom ptly shall take the 
actions set forth 1n § 297.112 Cb>. 

Cf) If the request is denied, the final 
determination shall be transmitted 
~ omptly to the individual and state the 
reasons for the dental . The n otice of fin.al 
determination also shall inform the indi
vidual of the following 1.n!ormatlon: 

<ll The right of the individual to file 
a concise statement of reasons for dis
agreeing with the final determination. 
Such a statement shall be fl.led with the 
Director, Bureau of Manpower Informa
tion Systems, U.S . Civil Service Commis
sion , 1900 E Street. N.W., Wash!.ngton. 
D.C. 20415, or nith the Assistant Execu~ 
t!ve Director for Freedom of Information 
and Privacy . U.S . Civil Service Commia
s!on , 1900 E Streei. N.W.. W"Qsbington, 
D.C. 20415, as a ;:,propriate. Jtshould iden
tify the date of the final determination 
and be signed by the individual. The Di
rector, Bureau of Manpower 1ntormatioI1 
Systems or the Assistant Executive Di
rector for Freedom of Information and 
Privacy, a.s appropriate, shall ac][nowl
edge receipt of such statement and in
form the individual of the date It -was 
received;

(2) The fact that any such disagree
ment statement flled by the individual • 
will be noted in the disputed record and 
that a copy of the statement will be~ 
vided to persons and agenctes to w 
.the record Is disclosed subsequent. to the 
date of receipt of such statement; will 

(3) · The fact that the CommisS!on te
append to any such disagreement sfthe 
ment fl.led by the individual, a COPY 0ereof 
flnal determination or surru:narY thrsona 
which also will be provided to pe ent . 
and agencies to which the d!sagl"eeJD _ . 
staiement Is disclosed; and Ju-

(4) The right of the individual t<> 
d!c!al review of the flnal determination 
under 5 U.S.C. 552a<g) Cl> <Al• as umited 
by 5 U .S .C. 552a<gl C5l . 

Cg> In making the final determtna.tion. 
the Director Bureau of Manpower Infor
mation Sys~ms or the Assistant EXecll· 
tive Director for Freedom of lnformat:n 
and Privacy, a.s appropriate, shall use e 
criteria set forth in § 297.112(c) of ~ 
subpart and · shall deny an aweal. 0 

the grounds set forth in § 297.112(e) • 
Ch > If an appeal is partially granted 

a nd partially denied, the Director, Bu
reau of Manpower Information Syste1DS 
or the Assistant Executive ·01rect<>r for 
Freedom of Information and Privacy, 88 
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appropriate. shall follow the appropriate 
procedures of this section as to the rec
ords within the grant and the records 
\>,ithin the denial. 

<1> Although a copy of the final de
termination or a rummary thereof wlll be 
treated as part of the individual's record 
for purposes of disclosure In instances 
where the individual has flied a disagree
ment statement, it will not be subject to 
correction or amendment by the indi
vidual. 

(j) The provisions of § 297.106(d) (2) 
and 13> apply to the information ob
tained under paragraphs Cc) and Cg) (1)
of this section. , 

§ Z97.114 Disd osure of record to p e r
son other than lhe indh·idual to whom 
it pertains. 

<a> The Commission or the agency 
may disclose a record pertaining to an 
indh'ldual to a person other than the in
dhidual only in the following instances: 

(1) Upon written request by the indi
vidual, including authorization under 
§ 297 .108(!); 

<2> With the prior written consent of 
tile individual; 

(3) To a parent or legal guarctian
under 5 U.S.C. 552a <h>; 

<4> When required by the Act and not 
covered explicitly by the provisions of 5 
U .S .C. 552a(b); . 

(5) When permitted under 5 U.S .C, 
552a1b) <l) through Cll>; and 

<6> To a survivor of a deceased em
ployee, or annuitant, or someone acting 
In his or her behalf. 

<bl The situations referred t o In para
grnph <a ) (4) or this section include the 
fo l!owing : 

<11 5 U .S.C. 552a<c H 4) requires dis 
semtr.n \Ion o! a correct ed or air.ended 
rec-ord or notation or a disagreement 
~t.a tement by the Commission in certain 
cl rc1.r.1s t.an ces; 

<2> 5 U.S .C. 552a! g> authorizes civil 
action by an Individual and r equires dis
closure by the Commission to thP. court : 
and 

(3) Section 5(e) (2) of the Act author
izes release of any records or information 
by the Commission to t he Privacy Pro
tec ti on Study Commission upon request 
of the Chairman of that Commission. 

!c l The 8 ystem Mana ger or his desig
nee sha ll make an accounting of each 
di~closure by him of any record con
tained in a system of records in accord
ance with 5 U.S .C. 552a (c ) Il l and <2). 
Except for a disclosure made under 5 
U.S.C. 552afb) (7), the System Manager 
or his designee shall make such account
ing available to the Individual, on re
quest submitted in accordance with 
~ 297 .107 . The System Manager or his 
c!es ignee shall make reasonable effort.5 to 
n ot ify any individual wh en any record In 
a system of records Is di sclosed to any 
pe rson under compulsory leg al process, 
promptly upon being informed that such 
process has become a matter of public 
record as required by § 297.110. 

§ 29 7. 115 F.-...~. 
<a > The general policy of the Commis

sion Is to provide a copy or a por tion of 

RULES AND RE GULATIONS 

a r ecord free of charge to nn individual 
upon request. However. In cases wher e 
the records are voluminous the Comm is 
sion or an agency may, at its d iscretion , 
charge a fee when ti1e cost wouJd be in 
excess of five dollars ($5) . 

<b> The schedule of fees for copies ls 
prescribed in § 294.107(c) of this chap 
ter. The fees charged must be in a ccord
ance with the p rovisions of paragraphs 
Ca), <b>, and (dl of th is section . 

(c) No fees shall be charged or col 
lected for th e following: search for a n d 
retrieval of the records ; r eview of the 
records: making a copy of a r ecor d wh en 
It is a necessa ry part of t h e process of 
making the record ava ilable for review ; 
copying a t th e initiative of the Com m is
sion or an agency without a request from 
the individual; and transpor tation of 
records. 

(d) It is the policy of the Commission 
to provide a n individua l with on e copy of 
each record or portion th ereof corrected 
or amended pursuant to h is or h er r e
quest without cha rge as evidence of the 
correction or amendment. 
§ 297.116 Puhlica tion of r ules and pro

cedure•. 

Cal The Commission sets for th in th is 
part the rules a nd procedures for dis 
closure of personnel records for wh ich 
it has responsibilit y. 

(b) Agencies sh all publish simil a r rules 
and procedures consistent with those of 
the Commission fo r disclosure of person
nel records for which they h ave r espon
sibility. ' 

§ 297.117 Specifi c e xemptio n ~. 

<a> Some sys tems of r ecords under the 
Act tha t a re m aintained by the Com
mission contain m aterial subj ect to ex
emptions appearing a t 5 U.S .C. 552a(k) 
11), l 2 J , ( 5) , and (6) relati ng to nat.iona l 
defense and foreign policy m a te1ials, 
civll law enforcement in connection with 
the adminis tration of the m erit sys tem, 
information obtained from a source who 
furnished such information under a 
properly grnnted promise that the iden
tity of the source would be held in con
fidence, and to tes ting a nd examination 
materials th a t are used solely to deter
mine individua l qua lifications for ap
pointment or promotion in the Federal . 
service. The systems of recor ru; publish ed 
in the Federal Register by the Commis
sion which a re ,;,;·ithin these exemptions 
a re: CSC-8, CSC / GOVT--4, and CSC/ 
GOVT-5 . The Commission h ereby as
serts a claim to specific exemptions of 
such systems of records. The materia ls 
would be exempt from 5 U.S .C. 552a 
Cc> (3), Cd), <e> Cl), (el (4J Cg), <h>, and 
Ci) and <O. 

CbJ The specific exemptions deter
mined to be n ecessary and proper with 
r espect to systems of records ma intained 
by ti1e Commission or an agency for the 
Commission , including the reasons and 
parts of each F s tem to be exempted, the 
provisions of the Act from which they 
ar c exempted, a nd the justi fi ca tions for 
the exem ption.~. are as follows : 

Cl> Personn el In vesti(}ations R ecords. 
All Informa tion a bout an Individua l in 
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t he r ecords that meets the cri tena s ta teu 
in 5 U .S.C. ss2a,k> O> . (2 ) . <5 l , and 
( 6 ) are exempt from the requi remen ts 
of 5 U.S.C. 552a (cl <3> and (d) re lat 
ing to access and contest and_ making an 
a ccounting of dL<.<:losure to t h e lnd ividu,iJ 
named in the r eco.:d fo r t h e follo wi n:i 
r easons: 

Ci > In that personnel ln ves t iga lio1 3 
from t ime to time obtain informal ion 
relevan t to t h e matte r under in \·es t if,& 
tion which is p r op e r ly classifi ed by an 
other agency and which p erta ins to na 
t ional d efen se a nd f oreig n p olicy , a ppl: 
cation of exempt ions <k> OJ w!!l be re 
qui red to p r event t h e individ u a l from 
gain in g access to such information un
der subsec t ion (d J of th e Act; 

(ii ) In t h at p er sonnel investigati ons 
in volve civil l aw en f o rcement in co1mec
tlon with the a dm in is tra t ion of the m erit 
syst em, t he effec t iveness of wh lch would 
be im p a ir ed s hou ld th e ind ivid u a l obtain 
access t o the in ves t igat ive record of t he 
matter, t h e app l ication of exem pt ion (k l 
(2) may be r equired to p revent the in
dividual from g a in in g access under sub
section <d > of. t he Act. Also, as t he a c
cess by t he Indivi du a l t o a n accountin g 
of d isclosures of the r ecor d of such an 
im·est igatl on m a y impair a law enforce
ment f u nc t ion, the a p plication of th e 
exem ptions to subsection <cl ( 3) of fo e 
title will b e r equ ir ed ; 

(iii) In that a p er sonnel in vestiga tio1~ 
ca n involve inf orma t ion obtained from 
a source who f u rnished su ch information 
u n der a properly g1·anted p romise that 
th e iden t ity of the s ou r ce would be held 
in con fid ence t h e applicati on of exemp
t ion !k) f5) w ill be required to h on or 
such a p rom is e shou1d the in d ividu a l !·e 
ques t access to t h e r ecord u r. der s c1bsec
t!on Cd>; and 

<iv) In that p erson n el ir.vest:!gatio!.!S ir: 
connact!on wi t h the a dministration of 
the examining function of the m erit sys 
t em m a y involve t h e collection of test 
material, the a pplica t ion of exemption 
<k l ( 6) will be r equired to prevent the 
exposure of such material which would 
compromise the exanuning process. 

<2) Personnel R eseai·ch Tes t Valida
tion R ecords and Recruiting, Examining, 
and Placement Records. All material and 
informa tion about an individual that 
meet the cri teria s ta t ed in 5 U .S .C. 552a 
<k> 16) are exempt from the requirements 
of 5 U .S .C. 552a (c) (3), (d), <e) <l). 
(e) (4) (g), <h), a nd (i); and (f) rela ting 
to a ccess and contest, making an ac
counting of disclosure to the individual 
named in U1e record, maintenance of in
formation in r ecords , publica tion of spe
cific material annually In the FEDERAL 
REGISTER, and provisions regarding 
agency rules in that portions of this sys
tem relate to tes ting or examination ma
t erials that are used solely to d e termine 
individual qualifications for appointment 
or promotion in the F ederal service the 
disclosure of which would compronuse 
the obj ectivity or f a irness of the testing 
or examination process. The specific ma
terials that are exempted are as follows: 

(i) Answer k eys ; 
OD Test book let s ; 
(ii!) Test item files ; 
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(iv) Rating sheets ; 
rvl Rating schedules , including cred

it iting plans: 
<vi> Transmutation tables ; and 
, vil l Ratings given for the purpose of 

va lidating examinations. 

UNITED STATES CIVIL SERV
ICE COMMISSION, 

[SEAL ] JAMES C. SPRY, 

Executive Assistant 
to the Commissioners. 

IPR Doc.75-26128 Flied 9-26-75;8:45 am] 
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EXECUTIVE ORDER 11652-CWSIFICATION AND DECLASSIFICATION 
OF NATIONAL SECURITY INFORMATION AND MATERIAL [AS
AMENDED] 

s,,nu:E : Execulive Order 11652, 37 Fil 5209, Mu. 10, 1972, u amcndt'd hy the 
foU. , ..·ing: 

F..O. 11714, 38 Fil 10245, Apr. 26, 1973. 

The intercsu of the United States and its citizens arc lx:st scn.-c<l uy 
making information regarding the affairs of Government readilv :iv:-iil
alik to the puulic. Thi., concept of an informed citizenry is rcfl~ctcd in 
th, Frc-rdom of lnfonnat ion A,·t and in the current pttl >lie infurn1.i1 ion 
pufu·ic~ uf the executive branch. 

With.in the Federal novemmcnt there i~ some official inforlllation 
and material which, because it hears directly on the effectivenes..~ of our 
:1 :i tio11al defr.nse and the co11d11ct of uur forl'ign n·btions, mu,1 l,c ~11h
jen to some constraints for the security of 011r Nation :inu the ~:,f1·t, · of 
our people and our allies. Tu protect against :1t·tions hostile to the l • nitcd 
Sta t<"~. of h n1h :\II overt and ,·ovt·rt n:1111n·, it i~ cs-ential th :11 such 
offi ri al information and material be gi\'en only limited di.'~cmination . 

Thi~ official information or material, referred to as da·,,ilic: ,t infor
mation or material in this order, is exprc..,;.c;Jy exempted from public 
disclosure by Section 552 (b) ( I ) of Title 5, U11ited States Code. Wrong-
ful disclosure of such infonnation or material is recognized in the Federal 
Criminal Code as providing a basis for prosccul ion. 

To ensure that such information and material is protected, hut only 
to the extent and for such period as is necr.,sary, this order identifies the 
information to he protected, prescribes classification, downgrading, de
classification and safeguarding procedures to be followed, and estahfo1hes 
a monitoring S}'!ltem to enrure its effectiveness . 

NOW, THEREFORE, by virtue of the authority vested in me by the 
Constitution and statutes of the United States, it is hereby ordered: 

SECTION 1. S,n,rity Cla.ssificalion Categorin Official information or 
material wh.ich requires protection against unauthorized disclosure in the 
inter-est of the national dcfeme or foreign relations of the United States 
1hereinafter collectively termed "national security") shall be classified 
i.n one of three categories, namely "Top Secret," "Secret," or "Confiden
tial," depending upon the degree of i~ significance to national sc_curity. 
No other categories shall be used to identify official informauon or 
material ~ requiring protection in the interest of national security, except 

https://infurn1.i1
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as otherwise expressly provided by statute. These classification otegories 
are defined as follows: 

(A) "Top Secret." "Top Secret" refers to that national security 
information or material which requires the highest degr~ of protection. 
The test for aMigning "Top Secret" clas&fication shall be whether its 
unauthorized disclosure could reasonably be expected to cause excep
tionally grave damage to the national security. Examples of "excep
tionally grave damage" include anned hostilities against the United 
States or its allies; disruption of foreign relations vitally affecting the 
national security; the compromise of vital national defense plans or 
complex cryptologic and communications intelligence systems; the 
revelation ol lffllitive intelligmce opcratiom; and the di.,-loea•rc ol scien
tific or technological dcvdopmcnts vital lo •1•i-1P wurity. 11.
daeificat;<JII aball be wed with the uhllOl,t rauainL 

(B) "S1crd." "Secret" rcfcn to that oational security information or 
material which requires a substantial degree of protection. TM tat 
for aa.,igning "Secret" cla&sification a.hall be whether its unauthorized 
disclosure could reasonably be expected to cause serious damage to the 
national security. Examples of "serious damage" include disruption of 
foreign relations significantly affecting the national security; significant 
impairment of a program or policy directly related to the national secu
rity; revelation of significant military plans or intelligence operations; 
and compromise of significant scientific or technological devdopment.'l 
relating to national security. The classification "Secret" shall be: sparingly 
used. 

(C) "Confidential." "Confidential" refers to that national security 
information or material which requires protectio!1. The test for assign
ing "Confidential" cla."&fication shall be whether its unauthorized dis
closure could reasonably be expected to cause damage to the national 
security. 

SEc. 2. Authority to Classify. The authority to originally classify in
formation or material under th~ order shall be restricted solely to those 
offices within the executive branch which are concerned with matter.I 
of national security, and shall be limited to the minimum number 
absolutely required for efficient administration. Except as the context 
may otherwise indicate, the term "Department" as used in this order 
shall include agency or other go\'cmmrntal unit. 

(A) The authority to originally ch,sify information or material un
der this order a.~ "Top Serret" shall he exercised only hy such officials as 
the President may designate in writing and by : 

:i-W 
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( 1 ) The heads of the Departments listed below; 
(2) Such of their !!Cnior principal deputies and assistants ~ the heads 

of such Departments may de ..ugnate in writing; and 
( '.l) Such head~ and senior principal deputic, and a.~istant, of major 

clements of such Departments, as the heads o{ such Departments may 
dc~ignate in writing. 

Such offices in the F.xecutive Office of the President as the 
President may designate in writing 

Central Intelligence A~ncy 
Atomic Energy Commmion 
Department of State 
Dcpartmmt of the Treasury 
Department of Defense 
Department of the Army 
Department of the Navy 
Department of the Air Force 
United States Anns Control and Disarmament Agency 
Department of Justice 
National Aeronautics and Space Administration 
Agency for International Development 

(B) The authority to originally clM,ify information or material under 
this order as "Secret" !!hall be exercised only by: 

( 1) Officials who have "Top Secret" classification authority; 
(2) Such subordinates as officials with "Top Secret" cla~ifiration 

.1uthority under (A) ( 1) and (2) above may designate in writing; and 
(3) The heads of the following named Dcpartmentll and such senior 

principal deputies or .wistanu as they may designate in writing. 

Department of Transportation 
Federal Communications Commmion 
Export-Import Bank of the United States 
Department of Commerce 
United States Civil Service Commission 
U nitcd States Information Agency 
General Services Administration 
Department of Health, Education, and Welfare 
Ci,·il Aeron;llltics Board 
Fcckral Marit ime Commission 
Fnlcr;1l Power ( :ommis.-;ion 
National Scirnce Foundation 
On·r.-<":L~ Pri\' ate I nvcstment Corporation 
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(C) The authority to originally cla&~ify information or material 111o

dcr t~ order as "Confidential'' may be exercised by officials who h;n c 
"Top Sccn:t" or "Secret" classification authority and such official~ 
as they may designate in writing. 

(D) Any Department not rcfCJTCd to herein and any Department or 
unit established hen:aft~ shall' not have authority to originallY, classify 
information br mater:.11 under this order, unless specifically au'thorized 
hcrca(ter by a.Ii Exccuµve order. • 

SEc. 3 . .A.w/aor#y 60 Downgradtt a• d Dttelas.sify. The authority to 

downgrade and dcclaaify national security information or matc,ial shall 
bccxcrciaedaafollowa : • • 

(A) Informatian « ·IMterial may be -~ CII' clo:l:wi&rd by 
the olicial au~ the origiu.l c!wiic:a.,..., by a ...,. ia_capac-
ity w by a 111pavi1101y official cl citbcr . 

. (B) Jlowncrad.inl wt declw6ca-. audNlriay may .., be aer
cilcd by an official ~y authoriaed under -~~by &he 
head ol the Dcpattmcntilisted in Sccticm 2(A) or (B) llaeol. 

- (C) In the case of classified information or material officia1lf trans
fe~d by or pursuant to statute or Executive order in conjunction with 
a transfer of fu~ction and not merely for 'stotagc purposes, the receiving 
Department sha,11 ;be de~ne~ tp be the originating Dcpartmeqt, fo~ all 
purposes under this order incl~diog dowpgrading and dccwsifica~on. 

(D) In the case of claJSifi~d inforqiation or material not Pffic:lflllY 
transferred within · (C) aopve,I but originated in a Dcpartme~t wijich 
has since _ceascd to exist~ C¥h Department in possessi9n shall be: docqied 
to be the originating DcpalJbtlent for all purposes und~r this order. Such 
information 9r material may be downgradfd and clecl~d by the 
Department in ~C&Sion after consulting w;ith' Jny other Departments 
having an interest in the s~bject matter. • • 

(E) Classified infonnatiqn or matc:ri,p translerr¢ to th~ ' Gcn~ral 
Scrvicjcs Administration for acc~ ion intp the Archives of -~e Umted 
States shall be \ downgraded an1 dqclassUicd by the Arch1V1St 9! the 
United States iq accordanc!e'I with this cj>rdcr, di,rccti"'.Q of the P~1ent 
issued through the ~ational ,Security dounctl and ptrtjncnt regulftions 
of the Departments: : 

(F) pa.,;sificd : information or material with spcjcial ma;rkingsi a~ 
describe~ in Sectibn 8_, shall bc jdowngraded and declassified as requtred 
by law and governi11g regulations. 

SEC. 4. Classificatioh. t acq person ppss~ing cJac;si~ying • autho~ty 
shall be held a~countable Jor ;iie propricW of the tJpufications attrib-
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utcd to him. Both unnecessary classification and ovcr-cl~ification shall 
be avoided. Clas.sification shall be solely on the basis of national security 
considerations. In no &aac shall information be cla.,sifird in order to 

conceal inefficiency or administrative error, to prevent cmharrassmenl 
to a person or Department, to restrain competition or independent ini
tiative, or to prevent for any other rcuon the release of infor111atio11 
which docs not require protection in the intcrcat of nMional scrnrity. 
The following rules shall apply to clasification of information under 
this or-<kr : 

{A) Documents i11 General. Each claa.,ificd document ~hall ~how on 
its face its clasification and whether it ia subject lo or exempt from the 
General Dcclasaification Schedule. It shall also i,;how the office of origin, 
the date of preparation and classification and, to the extent practicable, 
be so marked as to indicate which portions arc cl:wificd, at what level. 
and which portions arc not classified in order to facilitate excerpting and 
other use. Material containing references to classified materials, which 
references do not reveal clamificd information, shall not be clas<iificd. 

(B) Identification of Classifying Authoritj'. Unless the Department 
involved shall have provided some other method of identifying the 
individual at the highest level that authorized cl~fication in each case, 
material classified under this order shall indicate on its face the identity 
of the highest authority authorizing the cl~fication. Where the indi
vidual who signs or otherwise authenticates a document or item has also 
authorized the clas.,ification, no further annotation as to his identity 
i'I required. 

(C) /,afo,malio11 o, M111,rilJ FunaisJaed by• Fo,,ip Govnftrnnl o, 
lntenustional O,garuzatio,e. Clallified information or material furnished 
to the United States by a foreign government or international organiza
tion shall either retain i~ original clMlification or be aaigned a United 
States clmfication. In either caac, the clamification shall umre a degree 
of protection equivalent to that required by the government or inter
national organization which fumilhed the information or material. 

(D) Classification Responsibilities. A holder of classified informa
tion or material shall observe and respect the cl.aMification assigned 
by the originator. If a holder believes that there is unnecessary classi
fication, that the ~gned clu,ification ~ improper, or that the docu
ment is subject to dccla.wfication under this ordn, he shall so inform 
the originator who shall thereupon re-examine the cl~ification. 

SEC. 5. Declassification and Downgrading. ClaMified information and 
material, unlcsa declassified earlier by the original clas!oifying authority, 

343 



.) 

- '37 -

E. 0. 1165i Title 3-The President 

shall be declassified and downgraded in accordance with the following 
rules: 

(A) Genual Declassification Scliedu/t. ( 1) "Top Secret." Infor
mation or material originally cla.wfied "Top Secret" shall become 
automatically downgraded to "Secret" at the end of the second full 
calendar year following the year in which it was originated, down
graded to "Confidential" at the end of the fou1 th full calendar year 
following the year in which it was originated, and dccla§ificd at the 
end of the tenth full calendar year following the year in which it was 
originated. 

(2) "S, cr,1." Inlormatian ad mataial aripu.Uy-1 ·5 d "Sea-et" 
ah.all h£come autcaa•ically dowapaded to "C-oaHenri1I .. at 1M ad 
oldie aecond ful,I calender year Wlowiq die ,ar ill wWdl ii wu 
oricinatcd, and dedeeifird at die end el die .... full ceAatdv JOI 
following the year in which it waa originated. 

(3) "Co,cfidutial." Information and matcriaJ originally cl• 'f d 
"Confidential" shall become automatically dcclaMified at the end of the 
sixth full calendar year following the year in which it was originated. 

(B) Exemptions from Ge11nal Declassificalron Schedule. Certain 
clac;sified information or material may warrant some degree of pro
tr-ction for a period exceeding that provided in the General Declassi
fication Schedule. An official authorized to originally classify 
information or material "Top Secret" may exempt from the General 
Declas~ific:ation Schedule any level of classified information or material 
originated by him or under his supervision if it falls within one of the 
categories described below. In each case such official shall specify in 
writing on the material the exemption category being claimed and, 
unless impossible, a date or event for automatic dr.classification. The 
use of the exemption authority shall be kept to the absolute minimum 
consistent with national security requirements and shall be restricted 
to the following categories: 

( I ) Clas.~ified information or material furnished by foreign govcm
mt'nts or international organizations and held by th«. United States on 
the understanding that it he kept in confidence. 

( 2) ( :Jassified information or material specifically covered by statute, 
or pertaining to cryptography, or disclosing intelligence sources or 
methods. 

(J) Cl;L•;sificd information or material cfisdosing a system, plan, 
installation, project or specific foreign relations matter the continuing 
protection of which is essential to the national. security. 
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(4) Cla.s&fied information or material the di'iClosure of which 
would place a person in immediate jeopardy. 

(C) .\landatory Review of Exempted M ate,ial. All clasfilfied infor
mation and material originated after the efTective date of this order 
which is exempted under (B) above from the l,encral Dcclas.,ification 
Schedule shall be subject to • clawfu::.ation review by the originating 
Dcpartmmt at any time after the expiration ol tm yean from the date 
of origin provided : 

( l ) A Department or member ol the public requests a review; 
(2) The n:quat describes the record with suftkicnt particularity to 

mable the Department to identify it; and 
(3) The record can be obtained with only a rcawnablc amount of 

effort. 
Information or material which no longer qualifies for exemption under 
(B) above shall be declassified. Information or materw continuing to 
qualify under (B) shall be so marked and, unlcs., impossible, a date for 
automatic declas.iliication shall be aet. 

(D) Applicability of the General Declassification. Schedule to Previ
ously Classified Material. Information or material classified before the 
effective date of this order and which is .migned to Group 4 under 
Executive Order No. 10501, as amended by Executive Order No. 10964, 
shall be subject to the General Declassification Schedule. All other infor
mation or material clas.,ilied before the cffective date of this order, · 
whether or not .wigned to Groups 1, 2, or 3 of Executive Order 
No. 10501, as amended, shall be excluded from the General Declassifica
tion Schedule. However, at any time after the expiration of ten years 
from the date of origin it shall be subject to a mandatory cb!sification 
review and disposition under the same conditions and criteria that apply 
to clasmfied information and material created after the effective date of 
this order as !Ct forth in ( B) and (C) above. 

(E) Declassificalio1& of Cuusified J,aformatio,a o, Mt1terial After 
Thirty Years. All claftficd information or material which is thirty years 
old or more, whether originating before or after the effective date of 
this order, shall be declassified under the following conditions: 

( 1 ) All information and material classified after the effective date of 
this order shall, whether or not declassification has been requested, 
lK'come automatically declM'lified at the end of thirty full calendar years 
after the date of its original classification except for such specifically 
identified information or material which the head of the originating 
Drpartment personally determines in writing at tha~ ti~e to re_quirc 
<ontinued protection lxcame such continued protection LS cssenllal to 
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the national security or disclosure would place a pe~n in imnicd i. _,tr 
jeopardy. In such case, the head of the Department shall also ~pcrify 

the period of continued classification. . 
(2) All information and material classified before the cflec11ve date 

of this order and more than thirty years old shall he systematically 
reviewed for declassification by the .Archivist of the Unit~d Sta~cs ?Y the 
end of the thirtieth full calendar year following the year m which lt was 
originated. In his review, the Archivist will separate and keep protected 
only such information or material as is specifically identified by the 
head ol the Department in accord.wee with ( E ) ( 1 ) above. In such 
c.uc, the Mad ol the Depanment abaU allo specify the period of 
coutinued d eni6r:etioo. 

(F ) IH,Orl••r&Js w,id Do Nol H"" A"-'Aority For O,igiul 
Cwsi~aho•. The pl"OYiaiona o! this acctwn relating IO the decla.wfica
tion of national aecurity information or material shall pply to llcpan
mcnts which, under the terms of this order, do not have curTCnt authority 
to originally classify information or material, but which Connerly had 
sµch authority under previous Executive orders. 

SEc. 6. Policy Directives on Access, Marking, Safekeeping, Account
ability, Transmission, Disposition and Destruction of Classified Informa
tion and Material. The President acting through the National Security 
Council shall issue directives which shall be binding on all Dcpartmcn~ 
to protect classified information from l06S or compromise. Such 
directives shall conform to the following policies : 

(A) No person shall be given access to classified informat ion or 
material unle~ such person has been determined to be trustworthy and 
unless access to such information is necessary for the performance of his 
duties. 

(B) All classified information and material shall be appropriately 
and conspicuously marked to put all persons on dear notin· of it~ 
da'>Sified contents. 

(C) Classified information and material shall be used, ~ cd, and 
stored only under conditions which will prevent access by unauthorized 
persons or dissemination to unauthorized persons. 

(D) All classified information and material di~minatcd outside the 
executive branch under Executive O rder No. 10865 or otherwise ~hall 
lie properly protected. 

(E) Appropriate accountability records for classified inforn1ation 
shall be establish,cd and maintained and such information and material 
shall be protected adequately during .µl transmissions. 
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( F) Classified information and material no longer needed in current 
working files or for reference or record purposes shall Le destroyed or 
dispo:;cd of in accordance with the records disp06al provisions contained 
in Chapter 33 of Title 44 of the United States Code and other applicable 
~latutcs. 

(G) Claasified infonnation or material shall be reviewed on a sys
tematic ha.'\is for the pmpoae of accomplishing downgrading, dccla.'-lifica
tio11, transfer, retirement and destruction al the earliest practicable date. 

St:c. 7. lmpleJfuntalion and Revir.w Responrzbilitits. (A) The Na
tional Security Council shall monitor the implementation of this order. 
To a.wst the National Securi ty Council, an Interagency Cla~"ification 
Rt'\'icw Committcr shall he cstahlishcd, rnmposcd of a Chairman desig--
11;1ted by the President, the Archi,·ist of the United States, and rcpre
,entativcs of the Department-. o{ State, Defense and Justice, the Atomic 
Encr~ Cm'lmission, the Central Intelligence Agency and the National 
Scrnrity Council Staff. Representatives of otha Departments in the exec
uti,·e branch may be in\'itcd tu meet with the Committee on matters of 
particular interest to those Departments. This Committee shall meet 
regularly and on a continuing basis shall review and take action to ensure 
.-cimpliancc with this order, and in particular: 

( I ) The Committee shall oversee Department actions to ensure com
pliance with the provisions of thi., order and implementing directives 
i~sued by the President through the National Security Council. 

(2) The Com,r.ittee shall, subject to pruce<lu1 C!' to he established by 
it, receive, consider and take action on suggestions and complaints from 
persons within or without the government with respect to the admin
i, tration of this order, and in consul tation with the affected Department 
or Dcpanmcnt~ assure that appropriate action i.:I taken on such sug
i::cstions and complaint.,. 

(3) Upon request of the Committee Chairman, any Department shall 
f11rni ~h to the Committee any particular information or material needed 
liy the Committee in carrying out it! functions. 

'"-c . 7 ( A) a.a amend~ by E.0. 11 71 4, 38 FR 10245, Apr. 26, 1973) 

( B) T o promote the hasic purposes of this order, the head of each 
Department originating or handling classified information or material 
,hall: 

( I ) Prior to the effective date of this order submit to the Interagency 
Classification Review Committee for approval a copy of the regulations 
it proposes to adopt pursuant to this order. 
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(2) Designate a senior member of his staff who st,aU ensure effec
tive compliance with and implementation of thi; order and shall also 
cha ir a Departmental committee which shall hav~ authority to act 
on all suggestions and complaints with respect to the Department's 
administration of this order. 

(3) U nderttle an initial program to familiarize the employees of 
his Department with the provisions of this ordc:r. He shall aho estab
lish and maintain active training and orientation programs for em
ployees concerned with clas.si.fied information or material. Such programs 
■ hall include, as a minimum, the briefing of new employees and periodic 
reorientation durin, anploymcnt to imprca upc,n each individual his 
raponsibility {Of' cxucili.nc vigilance and care m complYinc with the 
proviaioru of this order. Additionally, upon tomiv•loa ol tlllplay
ment or contemplated temporary aepan.tion IOI' a liaty-day period or 
more, employees ihall be debriefed and each reminded of the prcwilic.
of the Criminal Code and other applicable pro,· i■ions of law rcla&inc 
to penalties for unauthorized disclosure. 

•(C) The Attorney General, upon request of the head of a Depart
ment, his duly designated reprc,cntative, or the Chairman of the above 
described Committee, shall personally or through authorized repre
sentatives of the Department of Jwtice render an interpretation of this 
order with respect to any question arising in the course of ita admin
istration. 

SEC. 8. M aterial Covered by the Atomic Energy Act. Nothing in this 
order shall supersede any requirements made by or under the Atomic 
Energy Act of August 30, 1954, as amended. "Restricted Data," and 
material designated as "Formerly Restricted Data," shall be handled, 
protected, classified, downgraded and declassified in conformity with 
the provisions of the Atomic Energy Act of 1954, as amended, and the 
regulations of the Atomic Energy Commission. 

SEC. 9. Special Departmental Arrangements. The originating De
partment or other appropriate authority may impose, in conformity 
with the provisions of this order, special requirements with respect to 
access, distribution and protection of classified information and material, 
including those which presently relate to communications intelligence, 
intelligence sources and methods and cryptography. 

SEc. 10. Exceptional Cases. In an exceptional ca.,c when a person 
or Department not authorized to classify information originates 
information which is believed to require cla.Mification, such person or 
Department shall protect that information in the manner prescribed 
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hy this order. Such persons or Department shall transmit the informa
tion forthwith, under appropriate safeguards, to the Dcpartmrnt having 
primary intcw;t in the subject matter with a request that a determina
tion be made as to clas<1ification. 

SEc. 11. Declassification of Presiderttial Pa/1ers. The Archi,·ist of the 
United St.itcs shall have authority to review and declassify information 
and material wruch ha., been classified by a Prc5ident, hi~ White Hou:o,e 
Staff or special committee or commission appointed by him and which 
the Archivist has in his custody at any archival depository, including a 
Prcsidmtial Library. Such dccla.saification shall only be undertaken in 
accord with: ( i) the tenns of the donor's deed o( gift, (ii) consulta
tion, with the Departments having a primary subject-matter interest, 
and ( iii) the provisioru of Section 5. 

SF.c. 12. Historical Research and Access by Former Government 
0 fficials. The requirement in Section 6 (A) that access to classified 
information or material be granted only as is necessary for the perform
ance of one's duties shall not apply to persons outside the executive 
branch who arc engaged in historical research projects or who have 
previously occupied policy-making positions to which they were 
appointed by the President; Provided, however, that in each ca.~c the 
head of the originating Department shall: 

( i) determine that access is clearly consistent with the interests o( 
national security; and 

(ii) take appropriate ste~ to assure that classified information or 
material is not published or otherwise compromised. 

Acccs.s granted a person hy rca.,on of his ha,•ing prcviowly occupied a 
policy-making position shall be limited to those papers which the 
former official originated, reviewed, signed or received while in public 
office. 

SF.c. 13. .A dministrative and Judicial .Action . (A ) Any officer or 
employee of the United States who unnecessarily classifies or over
cla.c;.~ifies information or material shall be notified that his actions arc in 
violation of the terms of this order or of a directive of the President 
issued through the National Security Council. Repeated abuse of the 
da.c;.o;ification process shall be grounds for an administrative reprimand. 
111 any ca.~e where the Departmental committee or the Interagency CIM'!i
fi c:ition Review Committre finds that unnecessary classification or over
da.,,.,ificat ion has occurred, it shall make a report to the head of the 
Department concerned in order that corrective steps may be taken. 

~◄ !l 
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( B) The head of each Department is directed to take prompt aml 
stringent administrative act.ion again.st any officer or employee of thr 
United States, a t any level of employment, determined to na"e been re
sponsible for any release or disclosure of national security information or 
material in a manner not authorized by or under this order or a directive 
of the President issued through the National Security Council. Where a· 
violation of criminal statutes may be involved, Departments will refer 
any , uch c a!C promptly to the Department of Juatice. 

Sac. 1• . Revoc.tioA of u•nitiw O,dn No. 10501. Executive Order 
No. 10501 ol Nowmbcr 5, 1953, u unmded by E.xecutiw Ordcn No. 
108 16 el May I , 1959, No. 10901 ol Jaau.ary 11, 1961, No. 109M ol 
ScpUmlJu 20, 1961, No. 10985 of January IS, 1962, No. 11097 ol 
),{arc h 6, 1963 and by Section 1(a) of No. 1J382 ol No.w.. 21, 1967, 
L" supcncdcd as ol the effective date ol this order. 

S E C. 15. E/ective dale. This Ot"dcr shall become effective OIi Juae 1, 
1972. 
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